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A continuous-variable measurement-device-independeagmtgm key distribution (CV-MDI QKD) protocol
using squeezed states is proposed where the two legitiragieeps send Gaussian-modulated squeezed states
to an untrusted third party to realize the measurement. ridg@mnalysis shows that the protocol can not only
defend all detector side channels, but also attain higtmeskey rates than the coherent-state-based protocol.
We also present a method to improve the squeezed-state MM protocol by adding proper Gaussian
noise to the reconciliation side. It is found that there i®ptimal added noise to optimize the performance of
the protocol in terms of both key rates and maximal trandomisdistances. The resulting protocol shows the
potential of long-distance secure communication usingX#eviDI QKD protocol.

PACS numbers: 03.67.Dd, 03.67.Hk

I. INTRODUCTION the most dificult part of implementing the CV-QKD proto-
col using squeezed states. Recent research shows that the

Quantum key distribution (QKDI [1] 2] is the most promi- I_argest. achievable two-mode squeezing in a stable optical ¢
nent application of quantum information science, which acfiguration has already been reached at about 10.dB [19], and
complishes the secure key distribution phase of an enalypte?n experiment using the CV-QKD protocol with squeezed
communication between two legitimate partners, i.e., élic States and homodyne detection has been successfully demon-
and Bob. The continuous-variable approach of QKD (Cv_strated [6/ 20], which shows.the poFenuaI for implementing
QKD) [3-8], based on the Gaussian modulation of Gaussiat'€ Squeezed-state CV-QKD in real life.
states, has attracted much attention in the past few yiears [5 In this paper, we introduce the use of squeezed states
8] mainly because its associated homodyne or heterodyne dixto a recently proposed protocol, the continuous-vagiabl
tection dters the prospect of high detectioffieiency and measurement-device-independent QKD (CV-MDI QKD) pro-
high repetition rate. Generally speaking, there are eighgs  tocol [21,22]. The MDI-QKD protocol [23-25] was first pro-
of one-way Gaussian CV-QKD protocols, which are classi-posed to defend detector side channels. Then many methods
fied according to Alice’s sending states (squeezed or cohewere introduced to improve the secret key rate and transmis-
ent states), Bob’s measurement methods (homodyne or hedion distance of the protocol, such as usinffedéent kinds
erodyne measurement), and reconciliation methods (direct of sources|[26—28], explicitly utilizing the decoy states t
reverse reconciliation ) [9-16]. dramatically increase the secret key rates [29, 30], erhanc

A CV-QKD protocol using squeezed states, heterodyneng the practical security by tight finite-size analysis {31
detection, and reverse reconciliation![16] outperformeséh [33], etc. All the dforts were aimed at improving the per-
eight Gaussian protocols [16./117], which can be treatedes thformance of the protocol, which are also our pursuits on the
protocol using squeezed states and homodyne detection [£V-MDI QKD protocol. Here we first present the equiva-
12] followed by a Gaussian added noise. Furthermore, &nt entanglement-based (EB) scheme and the prepare-and-
trusted added noise model is introduced into the squeezadeasure (PM) scheme of the squeezed-state CV-MDI QKD.
state and homodyne detection protocol, and it performs &Ve find that the transmission distance of the squeezed-state
longer transmission distance with carefully chosen noase p CV-MDI QKD protocol is longer than the coherent-state-
rameters|[16—18]. The increased performance can be unddrased protocol. In addition, we introduce the trusted added
stood as that adding trusted noise to the receiver will causroise model to the receiver, which can further improve the
the mutual information between the eavesdropper and the réransmission distance. Furthermore, in the most asymenetri
ceiver to decrease more than that between the two legitimaiease, even if the variance in the EPR is as small.84 Ge-
partners. ferring to 10 dB squeezing [34]), the transmission distance

Comparing to the generation of a coherent state, generatan still reach 108 km, which shows the potential for actu-
ing a squeezed state is much mor#idilt, which becomes ally implementing the CV-MDI QKD protocol using squeezed

states.

The rest of this paper is organized as follows. In §éc. II, we
propose a CV-MDI QKD protocol using squeezed states. We
*lyusong@bupt.edu.cn. optimize the CV-MDI QKD protocol using squeezed states
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FIG. 1. (Color online) The prepare-and-measurement sctame
the CV-MDI QKD protocol using squeezed states where quantum
channels and Charlie are fully controlled by Eve. Praciileséctors

on Charlie’s side have the same quantufiiceency and electronic

noise. FIG. 2. (Color online) The entanglement-based scheme otthe
MDI QKD protocol using squeezed states where all detecteyps r
] ] ] ) S resent homodyne detection and EPR states are two-modezsguee
by adding optimal Gaussian noise to the reconciliation side siates. Two quantum channels and Charlie are fully coetidtly
Sec[ll. In Sed_ 1V, we show the numerical simulation result Eve, but Eve has no access to the apparatuses in Alice’s abd Bo
of the secret key rate and give the optimal value of the addegtations. The imperfection of the detectors is charaadrizy quan-
noise under dferent situations. Our conclusions are drawn intum dficiencyn and electronic noise; = v, = vq.

Sec[V.

Xa (pa) andxg (pg). Then Alice and Bob proceed with clas-
. SQUEEZED-STATE CV-MDI QKD sical data postprocessing namely, information recoriizilia
and privacy amplification using an authenticated publiceha
In this section, we first present the idea and basic notiongel. The reconciliation can be performed in two ways: either
of the CV-MDI QKD protocol using squeezed states and therflirect reconciliation (DR) or reverse reconciliation (RR)
derive the secure bound of the protocol. The standard PM de- The PM description presented above is equivalent to the
scription of the CV-MDI QKD protocol using squeezed statesEB scheme shown in Fi§] 2. Although the EB version does
is shown in Fig. 1 and is described as follows: not correspond to the actual implementation, it is fully iggu
Sep 1. Alice and Bob randomly draw values(pa) and  alent to the PM version from a secure point of view, and
xs(pg) from two Gaussian distributed set with 0 mean andit provides a powerful description for establishing setyuri
varianceVa—1 andVg—1, respectively, and use these numbersproof [35]. The EB scheme of the proposed CV-MDI QKD
to modulatex-quadratureg-quadrature) of the squeezed state.using squeezed states can be described as follows:
The modulation processing can be achieved by mixing the x- Step 1. Alice and Bob respectively generate an Einstein-
quadrature (p-quadrature) squeezed states on a beaersyflitt Podolsky-Rosen (EPR) state EPBhd EPR with variance
high transmissivity T ~ 99%) with a coherent state of inten- V4 andVg and keep modég andB3 in each side. Then they
sity @ andi"f‘) [1€]. Then they send these states to theSend the other moda; and B, to the untrusted third party
(Charlie) through two dferent quantum channels with length

untrusted third party (Charlie) through twafgirent quantum
channels. Lac andlec. _ .
Step 2.Charlie combines two received mod&sandB’ with Step 2.Charlie combines two received modag and B,

a beam splitter (50:50), and the output modes of the bearWith a beam splitter (50:50) and the output modes of the beam
splitter areC andD. Then he measuresquadrature of mode Splitter areC andD. Then he measures thequadrature of

C and p-quadrature of mod® by homodyne detectors and modeC and p—_quadrature of mod® with homodyne detec-
publicly announces the measurement resitgp to Alice  tors and publicly announces the measurement regyltep

and Bob through classical channels. to Alice and Bob through classical channels.

Sep 3. After receiving Charlie’s measurement results tep 3.Bob displaces the mod8; to B, by operation
Xc, Po, Bob modifies his data tay, (pg), while Alice keeps D (.. pj) which depends on Charlie’s announced results
her dataxa(pa) unchanged. {Xc, pp}. Then Bob measures the moég to get the final

Sep 4. Once Alice and Bob have collected affsziently  data{xg (pg)} using homodyne detection which randomly de-
large amount of correlated data, they first perform a paramtects thex-quadrature op-quadrature. Alice also measures
eter estimation from a randomly chosen sample of final datthe modeAs to get the final datdxa (pa)} using homodyne



detection.
Step 4. Once Alice and Bob have collected affstiently e . ~

large amount of correlated data, they use an authenticated p Xc, ¢ . Charlle’_ . 4

lic channel to perform parameter estimation from a randomly T )y

chosen sample of final data&a, pa} and{xg, pg}. Then Alice

and Bob proceed with classical data postprocessing namely

information reconciliation and privacy amplification toseli S,
. e . . 1\ < e
till a secret key. The reconciliation can be performed in two NI

ways: either direct reconciliation (DR) or reverse recbaci
tion (RR).

The detector’s imperfection is characterized by quantum ef
ficiencyn and electronic noiseg, which is shown in Fig. 2.
The variancev;, of the thermal statgg, andp,, is chosen

to obtain the appropriate expression for practical homedyn {" added noise i ; ,,'
detectionvy» = 1+ va/(1 - ) [3€]. N s &
From the analysis above, one can find that the EB scheme i 2 4.l To 6 P —
proposed here shares the same demonstration with the one | 2822 IlF B addeaiiSlell
in Ref. [21] except for that what measurements Alice and X4 & §N3 - Ny
Bob use are substituted by homodyne detection. Thus, the (pa) 3 Wl forRR j
EB scheme discussed here is equivalent to the conventional Xp v
CV-QKD with squeezed states and homodyne detection. The Alice (pB)' Bob

(asymptotical) secret key rake against collective attacks for

reverse reconciliation is given by [37
9 VI37] FIG. 3. (Color online) The entanglement-based scheme ohtie:

_ SRy _ . ified squeezed-state CV-MDI QKD protocol with general Géaarss
K=plI(A:B)-x(B:E), (1) added noise on the reconciliation side. Two quantum charaned
Charlie are fully controlled by Eve, but Eve has no accesheap-
paratuses in Alice’s and Bob's stations. The imperfectibthe de-
tectors is characterized by quantuffi@encyn and electronic noise
U1 = Uz =VUg.

whereg € [0, 1] is the reconciliation ficiency,| (A : B) is the
classical mutual information between Alice and Be(B : E)
is the Holevo quantity [38]

X(B:E)=S(e)- ), p0&)Skex). () , ,
s The covariance matriya,s, depends on the system and the

whereS(p) is the von Neumann entropy of the quantum statedain of the displacement, which is written as
0, Xg is Bob’s measurement result obtained with the probabil- T

ity p(Xs), pex IS the corresponding state of Eve’s ancillary, YAk = [ YA T pgB, ] = (4)
andpg = Y, P(X8) pei, are Eve’s partial states. TABs VB

_ Firstly, Eve is able to purify the whole systgig,g, to max-  where |, is thenx nidentity matrix andr, = diag (1, -1). The
imize her information, we havé (oe) = S (pase,)- Secondly,  symplectic eigenvalue,_, of the above matrix are given by
after Bob’s projective measurement resultingxy) the sys-
tem pa,e is pure, so that (E|xg) = S (As|xg). In practical 2. = 1 A 2 2

: : ! 2,=5|Ax VAZ-4?|, (5)
experiment, we calculate the covariance magiyg, of cor- 2
related variables from a randomly chosen sample of measurgshere we have used the notations
ment data. According to the Gaussian optimality theorem, we
assume the final state,g, shared by Alice and Bob is Gaus- A =a%+b? - 2c? (6)
sian to maximize the quantum information available to Eve. B =ab-c? '
Thus, the entropieS(oa.s,) and Y. pP(Xs) S (oa,x;) can be L . a
calculated using the covariance r‘r?atriq«aga4 characterizing TThe symplictlc e|genvalluel§ of the matr|XyA3’|xB BRG
the stateoa,g, andya,x, characterizing the stae,. Sothe  Tas,(X¥8.X) “oap, (X = diag (1, 0)), after Bob's homodyne

al, coy
Coy b|2 ’

expression foyge can be further simplified as follows measurement, is given by
A2 =a(a-c?/b). 7
(B-E)—ie A1) gl @) =) v
S i=1 2 2
WhereG(x) = (X + 1) |ng(x + 1) — Xlog2 X, /11(2) are the sym- 1. MODIFIED SQUEEZED-STATE CV-MDI QKD
plectic eigenvalues of the covariance matyixs, and Az is
the symplectic eigenvalue of the covariance maggyys . In this section, we propose a modified CV-MDI QKD pro-

As discussed above, in experiment Alice and Bob can getocol using squeezed states by adding proper classicalGaus
the covariance matrixa,g, from parameter estimation step. sian noise to the reconciliation side (Alice’s side for thB D
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FIG. 4. (Color online) Secret key rates of the coherenedfialack), FIG. 5. (Color online) Optimal added noise for the modified
squeezed-state (blue) CV-MDI QKD protocol, and the modifiedsqueezed-state CV-MDI QKD protocol in symmetric cabg:(=
squeezed-state CV-MDI QKD protocol (red) in the symmetase  Lgc) using perfect homodyne detectors£ 1, vg = 0) and imper-
(Lac = Lgc) with perfect homodyne detectorg € 1, vy = 0) and  fect homodyne detectorg (= 0.9, vy = 0.015). Here we use the
imperfect homodyne detectors = 0.9, vy = 0.015). The dot- ideal reconciliation fiiciencyg = 1, large varianc&/ = Vg = 10°,
dashed line and solid line represent the situation for useréectand  ande = 0.002.

imperfect detectors, respectively. Here we use the ideainelia-

tion eficiencyg = 1, large varianc&/, = Vg = 10°, ande = 0.002.

where the matricega,n,ns, Yas andoa,n,n;e, Can all be de-

protocol or Bob’s side for the RR protocol). This method rived from the decomposition of the matrix

has practical benefits because there exists certain ptepara T

noise [39-44] and detection noisel[7, 36] in a practicalesyst VaguiNggs = | oMo TANINBs | (10)
If we optimize such noise in the way we discussed below, the OAsNiNsBs ~ VBs

performance of the protocol will be improved.

The EB scheme of the modified protocol is illustrated in  The above matrix can be derived with an appropriate rear-
Fig. 3, where Alice and Bob implement the original squeezedrangement of lines and columns from the matrix describing
state CV-MDI QKD protocol as we proposed in the last secthe system in Fig. 3
tion but Bob adds some proper noise before his homodyne
detection. . . . YAsBsNsN; = YBaN, (YAsBs © YNoN,) Yg4Nz’ (11)

In the EB scheme, the added Gaussian phase-insensitive
noise is modeled by mixing the orlgmal modky with a whereyag, is the same as expressed by Eqydy, is the
thermal state (half of an EPR) of varianb by a beam  standard covariance matrix of an EPR state with varidfige
splitter of transmissivityTg, thusyn = (1 - Tr) Nr/Tr. In andYa,n, = 1@ YBS @ I, whereY®S can be written by
the corresponding PM scheme, the added noise means that -

Bob adding proper classical Gaussian noise of varigfce
(1 - Tr) Nr/Tr before sending the modulated squeezed states YBS — VTr- 12 V1-Te-l2 (12)
to Charlie. ~VI-Tr-l2 VTr-I2

Then we follow the analysis of Sécl |l for collective attacks
butitis clear from Fig. 3 that two additional modis andN;
need to be included in the calculation of the reverse recon- 1IV. NUMERICAL SIMULATION AND DISCUSSION
ciliation protocol. Here we only derive the expression a&f th

reverse reconciliation protocol and for the direct recbaci i i
tion protocol we can use the similar method to calculate. By N this section, the performance of the proposed and the

replacing the EQ]3 (B : E) is calculated from the following modified squeezgd—state CV-MDI QKD protocol is illustrated
equation: and compared with the coherent-state based protocol [21, 22
As discussed above, in a practical experiment, Alice and
2 -1 5 A4-1 Bob can get the covariance matnix,g, from parameter es-
x(B:E)= ZG(T) - G(T) (8)  timation step. However, in a numerical simulation, a model
i=1 i=3 of simulating what the channels are and what Charlie does

where 155 remains the same as the E¢. 5 whilgys) rep- S needed to gefa,g,. To compare with the performance of
resents the symplectic eigenvalues of the covariance xnatrthe coherent-state CV-MDI QKD protocol [21], we use the
Y AsNyNsixe» Which is given by same method to simulate the channels’ environment (two in-
dependent entangling cloner attacks) and Charlie’s measur
YAsNiNslxs = YAsNiNs — (rI\gNl,\st(XyBSX)’laAgNlNﬁS, (9)  ment (standard Bell-state measurement), which is illtestra
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FIG. 6. (Color online) A comparison among the maximal traizsm FIG. 7. (Color online) A comparison among the maximal traissm
sion distance for the coherent-state, squeezed-state BVQKD sion distance for the coherent-state, squeezed-state BVQKD
protocol, and the modified squeezed-state CV-MDI QKD protoc protocol, and the modified squeezed-state CV-MDI QKD protoc
with perfect homodyne detectorg € 1, vy = 0) and imperfect ho-  with perfect homodyne detectorg € 1, vy = 0) and imperfect ho-
modyne detectors;(= 0.9, vg = 0.015), within which the key rate  modyne detectors;(= 0.9, vy = 0.015), within which the key rate
K is positive. Here we use the ideal reconciliatidghicéencyps = 1, K is positive. Here we use the realistic varianGe= Vg = 5.04 and

large variance/, = Vg = 1%, ande = 0.002. e =0.002.

in Fig.[d. The relationships are as follows: squeezed-state CV-MDI QKD protocol increases bothkén
N " A using perfect detectors and imperfect detectors than flléo
AL = ‘/T_lfiz +Vv1i-TiEy coherent-state based protocol. Furthermore, by addinggpro
|§1 = )/T_ZBZ * V1-ToE, Gaussian noise in Bob’s side, the performance of the modi-
Ci= A1/ ‘/Q_Bl/ V2 fied squeezed-state CV-MDI QKD protocol improves. The to-
D; = Al/ \/§+|§1/\/§ 13) tal maximal transmission distance increases badtkin and
G, = \/ﬁél + \/r,ﬂfo ’ the optimal adQed noise.is illustrated in Hig. 5. We also ob-
B, = Wﬁl + \/rnfo serve that 'ghe |mpe_rfect|ons of the homodyne detectors de-
B = B+ oC creaselag, i. €., usingy = 0.9, vy = 0.(_)_15 homodyne de-
Dax = Bax + Oeax tectors decreaskag 7.2 km for the modified squeezed-state
Bap = Bap — gD2p

CV-MDI QKD protocol. This is because the imperfections of

The parameters that willfiect the secret key rate are the
reconciliation #iciencyg, the variance of Alice’s and Bob’s
modulationVa — 1, Vg — 1, the transmissionfgciencyTy, To, 10
excess noise, &, of two quantum channels, the ifieiency
n and the electronic noisey of the practical homodyne de-
tector. Here we first choose large variange= Vg = 10° to
see the performance of ideal modulation, then we will use thes | 2|
practical varianc&s = Vg = 5.04 to see the realistic perfor-
mance. Excess noises are= &, = £ = 0.002 and transmit-
tances ard; = 107?-+c/10, T, = 1074s¢/10 (o = 0.2 dB/km)
for simulation, which are standard parameters in one-way CV
QKD experimentl[7]. Furthermore, we uge= 1, vg = 0
representing for the perfect homodyne detector ard0.9, ] -
uele_ 0.015 for th(_e imperfect detector. _ 10 o 1"0' 2‘0 3‘0 4‘0 5‘0 6‘0 7‘0 8‘0 9‘0 160 110

irst, we consider the performance of the symmetric case Distance (km)
where the length of two quantum channels is equat (=

LE?C)'_ We (_:alculate the secret keY radeas a function of tra_ns- FIG. 8. (Color online) Secret key rates of the coherenedalack),
mission distance = Lac = Lec With perfect detectors or im-  sqyeezed-state (blue) CV-MDI QKD protocol, and the modified
perfect detectors. The simulation results are shown inig. squeezed-state CV-MDI QKD protocol (red) in the most asytmicie
where we also calculate the CV-MDI-QKD protocol using co- case [gc = Okm) with perfect homodyne detectors £ 1, vg = 0)
herent states [21] for comparison. We find that the secret kegnd imperfect homodyne detectors# 0.9, vy = 0.015). The dot-
rate of the squeezed-state CV-MDI QKD protocol is alwaysdash line and solid line represent the situation of usingepeand
larger than coherent-state based protocol. Explicitlg,tth ~ imperfect detectors, respectively. Here we use the reafisrame-
tal maximal transmission distanceag = Lac + Lac) of our  (€rs:Va = Vg = 5.04 ands = 0.002.
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