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Abstract

The replay attack detection problem is studied from a new perspective based on parity space method in this paper. The proposed
detection methods have the ability to distinguish system fault and replay attack, handle both input and output data replay, maintain certain
control performance, and can be implemented conveniently and efficiently. First, the replay attack effect on the residual is derived and
analyzed. The residual change induced by replay attack is characterized explicitly and the detection performance analysis based on
two different test statistics are given. Second, based on the replay attack effect characterization, targeted passive and active design for
detection performance enhancement are proposed. Regarding the passive design, four optimization schemes regarding different cost
functions are proposed with optimal parity matrix solutions, and the unified solution to the passive optimization schemes is obtained; the
active design is enabled by a marginally stable filter so as to enlarge the replay attack effect on the residual for detection. Simulations
and comparison studies are given to show the effectiveness of the proposed methods.
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[. INTRODUCTION

Cyber-physical systems, which integrate sensing, computation, control, and communication into physical systems, provide us an efficient
framework for complex system information service, control, and real-time perception. Increasing applications of cyber physical systems have
been demonstrated in recent years, including water distribution systems, power systems, industrial control, and intelligent transportation. As
essential parts of cyber physical systems, control systems have been largely energized and also remolded within the cyber-physical framework.
The cyber-physical framework strengthens control systems in many directions and at the same time, induces the risk of cyber security and
vulnerability of cyber attacks as well, which can cause disastrous consequences demonstrated by living examples [1], [2].

From the viewpoint of implementation resources and destructive effects, cyber attacks for control systems are generally classified into
disclosure attacks, deception attacks, and disruption attacks [3], [4], where eavesdropping attack, zero dynamic attack, replay attack, covert
attack, false data injection attack, and denial of service attack are mainly considered [5]. Specifically, replay attack, which is one of the
deception attacks, does not depend on control system model information for implementation and can cause fatal deterioration in control
performance while keeping stealthiness (e.g., the Stuxnex [3]). Thus, driven by the rapidly increasing and strong demands for cyber security
against replay attack, a significant amount of research attention has been devoted to replay attack detection.

Since the stealthiness of replay attack builds on the (statistical) feature similarity of control system data in different time periods, the
reported detection methods aim to break this similarity or stealthiness for successful replay attack detection. In general, watermarking method,
moving target method, and end-to-end encryption method are adopted for replay attack detection. The watermarking method aims to add
authentication noise signal to system control signal, and thus the output data replay will break the control signal consistent between the
monitoring side and the plant side, which contributes to successful replay attack detection. The basic idea of watermarking method regarding
residual distribution property check is presented in [6], the so called dynamic watermarking method is proposed for different control system
signal distribution check [7]-[10], and the periodic watermarking design is given in [11]. As the authentication noise signal leads to control
performance loss, trade-off between control and replay attack detection performance is studied in [12], [13]. For the moving target method,
extra system dynamics, including extra (virtual) control channels, sensing channels, and system states, are added and most importantly, time-
varying elements, which are independent of the attacker are introduced to system dynamics (e.g., gain switching or time-varying parameters).
In this case, replay attack can be detected since the output data similarity for the detector along time does not hold. Excellent results of
moving target method, including replay attack detection performance analysis and optimization, can be found in [14]-[16] and references
therein. The end-to-end encryption method is the most adopted method for ensuring data security in communication based on encryption
algorithms, where the secret key of encryption builds the security of data as well as the possibility of anomaly detection. For cyber-physical
control systems, various realizations of the classical end-to-end encryption idea have been exploited. To mention a few, output filter based
encryption and decryption scheme is proposed for attack detection in [17] and characterized residual signal generation as well as gain
switching for encrypted signal transmission is proposed in [18] for general deception attack detection. Direct sensor signal coding by random
noise for attack detection is proposed in [19]. The spectral estimation based replay attack detection method with communication error related
hidden encryption for output data is given in [20]. The generalized control signal encryption and decryption scheme realized by disturbance
compensation is given in [21]. The input signal based output signal encryption is studied in [22].

The reported replay attack detection methods are powerful, supported by different implementation resources and accompanied by different
levels of control performance cost. However, the following issues need a further consideration for replay attack detection:
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Fig. 1. Closed-loop control and monitoring configuration of cyber-physical systems under replay attack.

1) it is much more challenging to detect the replay attack with both input and output data replay, especially when the attacker is aware of
the existence of the detector;

2) watermarking input data requires a control performance sacrifice at any time for replay attack detection, even if the control performance
is significant for the user;

3) it is hard for the reported detection methods to distinguish system fault and replay attack by the detector, where the user may be
confused and the attack warning is ignored even if an alarm is triggered by the replay attack detector;

4) the moving target method requires certain plant-side implementation resources due to the deep coupling between the original system
dynamics and the added time-varying dynamics.

Motivated by the discussed issues above, we come back to the replay attack effect on control system directly and try to exploit the intrinsic
behavior of replay attack as well as the attacked control system dynamics for detection. In this paper, we study and propose a new scheme
for replay attack detection based on parity space method. The proposed scheme has the following distinctive features: (1) maintaining the
control performance; (2) handling both input and output data replay attack; (3) isolating replay attack from system faults; (4) not requiring
the real-time secret key synchronization; and (5) easy implementation in both cyber and physical domains.

The classical parity space method has been well studied for fault diagnosis [23], but the very important ideas for adopting the parity
space method here are its finite horizon property and real-time input-output data parity check, e.g., forming a system kernel space [18]. By
employing the parity space based residual generation, the replay attack detection problem is solved in three steps: catch the replay attack
effect, analyze the replay attack effect, and enlarge the replay attack effect. Specifically, the feasibility and advantages of using the parity
space method for replay attack detection are analyzed, the replay attack effect on the residual by means of the parity space method is
quantified explicitly, and the associated replay attack detection conditions and performance are addressed quantitatively. Thus, the security
level of the considered cyber-physical system can be known. After the replay attack effect catch and analysis, targeted detection methods
based on parity space formulation are proposed to improve the detection performance by enlarging the replay attack effect. Both passive and
active detector design methods are proposed. About the passive detection method, four optimal parity matrices are derived corresponding to
different optimization indices, and the relationship among these parity matrices are discussed for a unified solution. For the active detector
design method, based on the amplitude and occurrence analysis of the replay attack induced residual change, a marginally stable filter is
introduced to the control system to improve the detection performance further.

This paper is organized as follows. The system description and problem formulation are given in Section II. Replay attack effect
quantification and detection performance analysis are given in Section III. Detection performance enhancement with passive and active
design is given in Section IV. The proposed detection methods are illustrated by simulation study in Section V, and Section VI provides
some concluding remarks.

Notation. For vectors a and b, col{a,b} = [ a® b7 ]T, E{a} denotes the expectation of a, cov{a} denotes the covariance (matrix) of
a, and cov{a, b} denotes the covariance (matrix) between a and b. For a square matrix X, det(X) and ¢tr(X) are the determinant and trace
of X, respectively; X > 0 (X < 0) denotes a positive (negative) definite matrix X. || X||, is the 4-norm of X (i is omitted when i = 2).
X T, X _1, X J‘, and X7 are the transpose, inverse, orthogonal complement, and Moore-Penrose inverse of X, respectively. diag{ X1, X2}
is the block diagnal matrix formed with X7 and X2. N(u,X) denotes the Gaussian distribution with mean p and covariance X. * is used
for denoting symmetric blocks in matrices. For simplicity, we omit the variables in functions if it is clear from the context.

Il. PRELIMINARIES

In this section, the considered cyber-physical system configuration, replay attack description, and parity space method are introduced.
Then, the replay attack detection problem is formulated.

A. Cyber-Physical System Configuration

Consider the following linear time-invariant system:

y(k) = Can(k) +v(k) W
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where z(k) € R"™ is the system state, u(k) € R™ is the system input, and y(k) € RP is the measurement output. w(k) € R? and
v(k) represent the process and measurement noises, respectively. Without loss of generality, we assume that w(k) and v(k) are zero mean
Gaussian white noises satisfying

coo{[ w''(k) o (k) |"} = diag{Q. R},

where @@ > 0 and R > 0 are known matrices. A, By, By, and C are known matrices with appropriate dimensions.
The control and monitoring configuration of the cyber-physical system is shown in Fig. 1, where

e y is the system output, y. is the received system output for the controller, y, is the received system output for the detector,
e w is the system input, u. is the controller output, and ug is the received control signal for the detector.

The detector is employed to detect the potential anomaly (attacks or faults), and the controller is used to ensure a certain control performance
of the system, e.g., stability or tracking performance. The controller is assumed to be linear, either static or dynamic, e.g., linear quadratic
Gaussian (LQG) controller. The control and measurement signals are transmitted via the network. Moreover, due to the cyber-physical system
framework, the control system may encounter cyber attacks.

B. Replay Attack Description

In this section, the description of replay attack associated with the considered cyber-physical system is given.
Without any attack, the signal transmission between the cyber part and the physical part is denoted by

y(k) = ye(k) =
{ u(k) = uc(k) = uq(k). ®)

For implementation of replay attack, the attackers have the ability to

o read any sensor output and/or control input transmissions, and
o modify any sensor output and/or control input transmissions.

To perform a stealthy replay attack, a two-stage action is implemented.

stage-1 Eavesdropping: record the accessible sensor output and/or control input transmissions for a sufficiently long time period [t,1, t,2],
where t,.1,t0 € N7 and (@) holds.

stage-2 Replay: replace sensor output transmissions since k > Ty by the previously recorded data (Tp > tr2), where yc(k) = yq(k) =
y(1h), tr1 < T < tp2, and Tp € N'T; add a malicious signal uq (k) to the system control input: u(k) = uc(k) + uq(k);
and/or replace the control input transmissions for the detector by the previously recorded data such that uy(k) = u(7 ), otherwise,
uq(k) = uc(k).

To keep the generality of the replay attack detection problem, the following Assumption is given.

Assumption 1. In the absence of replay attack, E{y(k)} and cov{y(k)} are constant.

Assumption 1 can be achieved when system (I} has run in steady state for a sufficient long time period. The generality of Assumption 1
for replay attack detection will be explained later (See Section III.A).

Thus, under Assumption 1, the replay attack has the following properties.

o The attacker can destroy the control system performance based on the signal uq(k), while the data replacement of y.(k) opens the
control loop;

o The attacker can remain stealthy by data fraud, i.e., y(7%) =~ y(k) and u(1) =~ u(k) when k > Tj.

As uq (k) is not accessible for the detector, ug(k) and yg(k) is the available source data for replay attack detection, which ensures the
basic stealthiness of replay attack.

C. Parity Space Method
For anomaly detection purpose, the residual generation based on parity space method is introduced in this section.

Define

— S8
— S

Ya(k) = col {y(k — 8), 5k — 5+ 1), y(k)},
Us(k) = col {u(k — s),u(k —s+1), - ,u(k)},
(k) = col {w(k — s),w(k —s+1), - ,w(k)},
(k)

The parity relation based on () is given by

Ys(k) = Ho sx(k — s) + Hu,sUs (k) + Es(k), 3)
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where Es(k) = Huw,sWs(k) + Hy,sV (k), s is the order of parity relation, and

I 0 0 0
Hus = CBuy 0 7
: 0
| CA*!'B, CBu 0
I 0 0 0
CB 0 R
Hw75 = . v bl
: K E 0
| CA*T!'B, CBw 0
I, 0o - 0 C
- : CA
0 I .
Hy s = ) P ; HO.,s = .
. .. '. 0 . R
0 0 I cA

For parity relation check [23], the residual rs(k) based on the accessible input and output data is given by
rs(k) = Zs (Ys(k) = Hu,sUs(K)) , Q)

where Zs € RP>*PGHD) g the parity matrix. Define z ; the i-th row of Zs which is delivered from its parity space Ps = Hd:s.
Based on (@) and the definition of Zs, we have

rs(k) = ZsEs(k) ~ N(0,0s), )

where
Os = ZsHuw sQs HY ZL + ZsHy sRsHE (Z7T .
QS = Is+1 2] Q7 Rs = Ierl @ R.

Based on (@) and (3), an anomaly detector can be designed based on the mean and covariance change detection of the residual 74 (k).
In general, X2 and generalized likelihood ratio (GLR) based test statistics can be used (the motivation and applicability of these two test
statistics will be given in Section III).

D. Problem Formulation

Recalling the implementation property of replay attack, a switching in data for dynamic systems is necessary, where this switching will
cause data “ripples” even if system (1)) is in steady state. Thus, we try to catch and quantify the data “ripples” triggered by this switching
for detection. Just like the natural scene that water “ripples” will vanish after a long time period since its occurrence, the data “ripples”
induced by replay attack will converge to zero in stable closed-loop system, which means that timely detection of replay attack is essential.
This enlightens us to focus on finite horizon detection schemes with respect to system dynamics, where the parity space method is adopted.
Besides, the control performance degradation, fault and replay attack isolation, and simultaneous input and output replay are all open issues
to be addressed for replay attack detection.

Based on the above analysis, the detection problem of replay attack using parity space method for system (I) is studied to solve these
open issues. Generally, under all these claimed “expectations” above for replay attack detection, two major questions are to be answered:
whether the parity space method works for replay attack detection and how to improve the detection performance if the parity space method
works. Specifically, the key problems are to

1) catch and quantify the residual change driven by the replay attack,

2) quantify the performance of replay attack detection based on parity space method,

3) design the optimal weighting matrix regarding the residual change for performance enhancement of replay attack detection,
4) and reconfigure the detection scheme to enhance detection performance in the framework of parity space formulation.

The cases with and without input data replay are comprehensively considered. It is worthwhile to highlight that by applying the proposed
new scheme, the control performance sacrifice is not needed here, and the proposed detection scheme can be implemented conveniently and
efficiently and distinguish physical fault and replay attack.

Remark 1. Both passive and active detection/design methods are introduced in this study. The passive detection method means that no extra
signal or system dynamics is added to the plant side for detection. Different from the passive detection method, extra excitation/encryption
signal and/or dynamics is used for active detection, e.g., the watermarking method [6], encryption method, and moving target method [3].
The key point for active detection is the ratio between the performance improvement and the implementation cost of the method. Generally,
the passive method and active method feature their own advantages for implementation and detection performance, respectively. In this study,
we propose satisfying passive detection method and also active scheme for diverse applications.
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[1l. QUALITATIVE AND QUANTITATIVE PERFORMANCE ANALYSIS OF PARITY SPACE METHOD FOR REPLAY ATTACK
DETECTION

To achieve successful replay attack detection, the key is to catch and then amplify the attack effect on the residual. We start with analyzing
the statistical changes in residual due to replay attack, where the observed changes lead to the feasibility/condition for replay attack detection
via parity space method. Both qualitative and quantitative detection performances are analyzed, and the cases with and without input data
replay are all considered.

A. Quantification of the Replay Attack Effect

Observing (@) and (@), from the viewpoint of the detector, the system input and output form a perfect matching in the absence of any
attack (and fault), or the input and output data belong to the kernel space of the system [23]. However, what will happen to the equation in
@) in the presence of replay attack? To answer this question, we will show the statistical changes triggered by the replay attack on (@) as
well as rs(k).

For k > Ty, the replay attack is in stage-2. Thus, y4(k) and uq(k) are replaced by y(73) and u(7y), respectively (Note: the case without
input data replay will be discussed later). Let a« € N be the step number of data replacement, i.e., « = k — Ty + 1. Thus, a = 0 means
attack-free, o > s means full data replacement for parity relation, and 0 < o < s means partial data replacement for parity relation.

In the following, we will analyze the change of residual due to replay attack.

1) Residual Changes with Full Data Replay: Define

Yy s(k) = col {yq(k —s),yalk —s+1),--- ,yq(k)},
Ug,s(k) = col {ug(k — s),uqg(k —s+1),-- ,uq(k)},
Ue,s(k) = col {uc(k — s),uc(k —s+1),--- ,uc(k)}.
When « > s, it is known from the replay attack description that Y, ¢(k) = Ys(7x), and thus
+ Huy,sUq, s(K)
— Ua,s(k)] + Es(7)- (6)

Ya,s(k) = Ho,sz (7 — 5)
+ Hu,s[Us (7k)
When the input data encounters replay attack, we have Us(7y) = Uyq 5(k), so the residual is given by

e (k) = Zs (Ya,s(k) — Hu,sUq,s(k))
= Zs (Ys(mg) — Hu,sUs(7y))
= ZsEs(m) = rs(k)- @)

It is obvious that the residual signal r§ (k) has the same statistical characteristics as rs(7) under both input and output data replay for the
detector when o > s. However, with only output data replay, one has Uc,s(k) = Uq (k) and

T?(k) =Zs (Yd,s(k) - Hu,sUd,s(k))
= Zs (Ys(m) — Hu,sUc,s(k))
=1s(7k) + ZsHu,s[Us(1k) — Ue,s (k)] ®)

Now, the change of residual induced by only output data replay lies in Us(73,) — Ue,s(k) when o > s . If a static controller is adopted,
Us(1,) — Ue,s(k) = 0 when a > s and k > T, because the same static controller outputs the same control signals at two different time
instants with the same input vectors Ys(7). If a linear stable dynamic controller is adopted, QILmM[US(Tk) — Ue,s(k)] = 0 for k > Ty,
where the influence of the controller initial value discrepancy at two different time instants will vanish due to the convergence property of
the controller when av — oo. All in all, the above analysis together shows that replay of both input and output data will largely increase
the stealthiness of replay attack, since Us(7y) — Ug, (k) = 0 holds in spite of the controller structure during the time period of input data
replay.

In practice, under the convergence property of the controllers, |Ju(7y) — u(k)|| will be relatively small when « > s and k > Tp. Thus, it
is more promising to detect the replay attack when 0 < « < s, and thus the change of the statistical property for r§' (k) due to the controller
initial value discrepancy is analyzed in the next subsection.

Remark 2. The well-known watermarking technique for control input works for replay attack detection, based on the statistical charac-
teristics verification of residual at each time instant. However, the watermarking technique may fail when input data replay is activated for
detector based on the above analysis (based on (@) when o > s, the statistical characteristic of residual is not distinguishable from the
attack-free scenario).

2) Residual Changes with Partial Data Replay: With both input and output data replay for the detector, Equation (3) is rewritten as

Ysa(ky T]i}) = HO,Sx(k - S) + H’UqSUSa(kv T]i})

+ Es(k) + 5 (k), )
where
Ys(k), a=0
Ys(7s), a>s

Ysa(va ) =
. { Yoealk - a)

Y1 (75) } , else
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s (k) = H&S(JZ(Tk —s)—z(k—3))

[ Us—a(ty — ) = Us—a(k — a
+H3,s_ sa(k )0 sa( ):|
+ Hyy,s(Ws(1i) = W(k)) + Hy' s (Va(ri,) = Vs (k)),
0, a=20
HE . = Hy s, a>s
8 T
Hys — Ho,s—a , else,
Oparxn
0, a=
e _ Hys, a>s
s Hys—a 0 —
Hoy s — s p(s+1—a)xam , else,
' Opax(s—i—l—a)m Hya-1
0,a=0
e Hys,a>s
w,s ™ Hy s—a 0 (s+1—a)xXa
Hw,s - ’ P 4 761567
Opax(erlfa)q Opaxaq
0,aa=0
H
HS‘)S _ 18570[ > s
|: p(s+1—a)xp(s+l—a) :| else.
Opax(s—i—l—a)p pa

and US' (k, 71) can be obtained by submitting y in Y*(k, 7, ) with w.
Based on (@), the parity space based residual can be generated as

ro (k) = Zs (Y (k, ) — Hu,sUg' (k, 7)) - (10

The equation in (9) denotes the mathematical relation between the accessible system input and output in the presence of replay attack. As
the process noise, measurement noise, and state information are not precisely known, only the statistical property of r§ (k) for replay attack
detection can be checked. Specifically, since the general detection logic and threshold are designed based on attack-free residual rs(k), we
will discuss the statistical difference between rs(k) and rg (k) resulted by replay attack. Both the mean and covariance changes will be
addressed. The main results are given in the following propositions.

Proposition 1 (mean change of the residual). Under Assumption 1 and both input and output data replay for the detector, it holds that

E{re(k)} =0, (1

when 0 < a < s.
Proof: Under both input and output data replay, it is known that Yy (k) = Yi*(k,73,) and Uy ¢(k) = US*(k, 7). When 0 < o < s,
by taking @) into (IQ), it yields
re (k) = Zs (Y5 (k, ) — Hu,sUs' (k, 71,))
= Zs (Ys(k) — Hy,sUs(k)) + ZsT5 (k)

= ZsEs(k) + ZsT5 (k). (12)
Following from (I2)), it has

E{rs(k)} = E{ZsT5(k)}. (13)

Reformulating T'§' (k) in @) into a compact form, it yields

0 _
Fa k) — s+l1—«
s (k) { Yo-1(m%) — Ya—1(k)
Oerlfa

— . 14
|: Hu,a—an—l(Tk) - Hu,a—an—l(k) 4

Based on Assumption 1, £{y(i)} = E{y(j)}, where i, j € N'T, it is known that

g{Yafl(Tk)} = 5{Ya,1(k)}, 15)
E{Ua—1(1)} = E{Ua-1(k)}- (16)
Finally, ({1} is proved by taking (4}, (I3), and (16D into (13D. [ ]

Proposition 1 reveals the relative mean change of the residual in finite horizon due to replay attack under Assumption 1. Based on (II),
it holds that £{rg(k)} = E{rs(k)} as w(k) and v(k) are weak stationary processes. If Assumption 1 does not hold due to the transient
behavior (initial value effect or reference change), £{y(?)} # £{y(j)} when ¢ # j, which leads to £{rg (k)} # 0; in such a case, the replay
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attack can be detected easily. Thus, the attacker usually avoids implementing the data replay when E{y(i)} # £{y(j)}. This is the direct
reason for introducing Assumption 1 to ensure the generality of this study, from the aspects of both the defender and attacker.
Remark 3. Even if E{rs (k)} = E{ZsT5(k)} = 0 is proved, it is of interest to exclude the case that TS (k) = 0. Since

a Os+1—a
I's(k) =
(k) |: Yo—1(1%) — Hy,a—1Ua—1(7%) :|

_ Os+1—a
[ Ya—l(k) - Hu,a—an—l(k) :| ’ "

it is almost sure that
Yocfl(Tk) - Hu,afanfl(Tk) 7’é Yafl(k) - Hu,afanfl(k)y

due to the existence of nonzero system noise and the parity relation in (3), which means the non-identical residuals for different time instants.
Then, it is almost sure that T'¢ (k) # 0. The non-zero T'S (k) when 0 < o < s means the existence of data “ripple” due to the replay attack
as discussed in Section II.

Regarding the covariance of rg'(k), when 0 < o < s, it is known from (12} that

cov{rg (k)} = cov{rs(k) + ZsI's' (k)} = ©F, (18)
where 0% = ©5 + A, and

Ao = cov{ZT5 (k)} + cov{rs(k), ZsTs (k)}
+ cov{ZsTg (k),rs(k)}.

Regarding the covariance of r§ (k), the following proposition is given.
Proposition 2 (covariance change of the residual). Under Assumption 1 and both input and output data replay for the detector, it holds
that

cov{rg (k)} # cov{rs(k)}, (19)

when 0 < a < s.
Proof: Based on (12)), one knows that

cov{rs (k)} = cov{ZsEs(k) + ZsT'5 (k)}
= Zscov{Es(k) + T (k)} 2T (20)

When 0 < o < s, it is known from Remark 3 that I'g' (k) # 0. Moreover, ZsI'§ (k) # 0 and
T2 (k) £ —2B4 (k)

can be concluded by referring to the structure of 'Y (k) in (I7). Recalling the definition cov{rs(k)} = Zscov{Es(k)}ZL, {@) is proved.
|

Proposition 2 proves the existence of a nonzero covariance change of the residual due to the replay attack. Thus, Propositions 1 and 2
together depict the replay attack effect on the parity space based residual.

The change of residual caused by replay attack with both input and output data replay is analyzed. It is also of interest to address the
case with only output data replay.

Following from the analysis in Section III.A.1 and in the presence of system output data replay, the adopted data for residual generation
is

Yy(k) = Y5 (k, 1), (21)

0

Ug(k) = Us'(k,3) + Ue,a(k) = Ue,a(tg) |’

(22)
when 0 < a < s.

Comparing the adopted data set for residual generation in the cases with and without input data replay, one modification term Ue o (k) —
Uc,a (k) to Us'(k, 1) is needed here for the case with only output data replay. Note that Uc, (k) is driven by Y (73 ), which is the input
for Ue,a(71) as well, due to the system output data replay. Uc,« (k) — Ue,a(7) is the direct result of initial value discrepancy of the dynamic
controller as discussed in Section IIL.A.1.

To characterize U, (k) — Uec,a (7)) and without loss of generality (if static controller is considered, Uc, o (k) — Ue,a(7;) = 0), a linear
dynamic output feedback controller is considered. Assume the controller owns a realization of {A¢, Be, Ce, D¢} with controller state Z(k).

Based on (2I) and (22)), the residual for system output data replay is generated as

re (k) = Zs (Y5 (k, 7)) — Hu,sUs' (k, 7)) + ZsTe o (K), (23)

where
0

@ —
Cos) = | B o i Heoo1 (3 — a4 1) — 2k — a4+ 1))



8 XXXX 2022

and H. o_1 can be constructed by replace A and C' in Hp o—1 by Ac and Ce, respectively. Taking (I2) into 23) yields
rs (k) = ZsEs(k) + ZsTg (k) + ZsTg 4, (k). (24)

Following the proofs for Propositions 1 and 2, the results in (II) and (I9) cover 7§ (k) in (24) as well under Assumption 1. Thus, with
or without input data replay, the replay attack will cause a covariance change on the residual comparing to the attack-free case. Based on
this conclusion, in the following, the residual covariance change due to replay attack will be further quantified for detection.

B. Quantification of the Residual Covariance under Replay Attack

Even though replay attack effect does exist on the residual generated by the parity space based detector, quantitative characterization of
this effect is essential for successful replay attack detection and specifically, for the targeted detection scheme design. In this Section, the
replay attack effect, i.e., the covariance change of residual, is further quantified.

As A, in (I8) is the key change caused by replay attack, we will analyze A, for the case under both system input and output data replay
and then extend the result to the case with only system output data replay.

1) Residual Covariance Change under System Input and Output Replay: Since 71, < Ty < k, we have

cov{Es(k), Ya—1(rx)} =0,
cov{Es(k),Ua—1(7x)} =0,
cov{z(k),z(m,)} = 0.
Then, it comes that
cov{T% (k)} = 2diag{0, Pr o} 25)
and

cov{Es(k),T5 (k)} + cov{T5 (k), Es(k)}

0 0
=-2
[ 0 Hw,alealeZ;,afl +Hv,a71Ro¢leg:a71 :|

T
0 Hw,s—apww,aHQa_l
- T T T
* ngl,aflpwm,aHO,afl + HO,aflpww,anm,a—l

B [ 0 Hys—aPoraHjo

. . : (26)

where

Pr = cov{z(k)},
Puyz,a = cov{Ws_a(k —a),x(k —a+1)},
Pyp.a = cov{Vs_aq(k —a),z(k—a+1)},
Pro= Hoo 1PrHpo 14 Huo 1Qa-1Hop o1
+ Hyo 1Ro 1Hi o 1,

and Hyy, o—1 is the lower left block of Hau,s with row range p(s 4+ 1 — ) : p(s + 1) and column range 1: ¢(s + 1 — ).
Taking (23) and 26) into Aq, it comes that

Ao = ZsPa, ZY, 27

where

Pr = { 0 0 ]
o= 0 2Hoa 1PeHE (4

T
0 Hw,sfapwm,aHo,afl
|+ H Puwz,aHj. o1 + Ho,a— 1Py o He,
wa1,a— 11wz, dly o—1 0,a—1rwz,alwyy,a—1

[0 Hys—aPoraHio
* 0

2) Residual Covariance Change with System Output Replay: Consider the system output replay scenario as for 23)). Since
cov{Es(k),Ya—1(m1)} =0,
cov{Es(k),Up—1(11)} =0,

cov{z(k),&(rg)} =0,
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it comes that

cov {F?)u(k)}
0 0
= 2 ) 28
[ 0 Hu,a—ch,a—lPng:a—ng,a—l :| @9

cov {T'5(k),I's u(k)} 4 cov {T'5 . (k), T3 (k) }

0 0
=2
[ 0 HO,a—IPz,iHZaleg,afl :|

0 0
+2 ; 29
[ 0 Hu,a—ch,a—IPi,erOlja—l :| @

cov {Es(k),Tg (k) } + cov {I's (k) Es(k) }
0 Hw,s—ani,aHg:a—lHZ:afl

T T
= - % Hw21,aflpwi,ch,aleu,afl
+Hu,a—1Hc,o¢—1PT HT

w,attway,a—1

[0 HusaPuaHoa 1Hya 30)
* 0 '
where
P; = cov{z(k)},
Pu)j,a = CO'U{WS—a(k - 0‘)753(]C —a+ 1)}7
Pyi.o = cov{Vs_a(k —a),&(k —a+1)}.
Combining 28D, @9), (30D, and @7) with @4) yields
Ao = ZsPr 22 + ZsPyngZs @D
where
0 0
P, =2
uAa [ 0 Hu,a—ch,a—lPng:a—ng,a—l :|
o] ]
0 HO,a—IPm,nga—ng,a—l
+2 { 0 0 ]
0 Hu,alec,aflpi,erOlja—l
0 Hw,s—an@,aH;‘F,a—ng,a—l
- " ngl,a—lpwi,aHga—ng,a—l
+Hu,a71HC,Ot*1Pw;%,aH’52110‘71
_ |: 0 Hv,s—ani,chjja—ng,a—l ] (32)
* 0 ’

3) Interpretation and Discussion of the Residual Covariance Change: It is of interest to study Aq in (27) and (BI) to reveal the
possibility of stealthy attack implementation and successful attack detection. Both system state and dynamics are involved in A, and
it is concluded that better closed-loop control performance, e.g., smaller ||Pz|| and ||P;||, implies lower attack detection rate and higher
stealthiness for attack implementation. This is due to the fast convergence effect of the closed-loop system, which usually implies a weak
cross-correlation between system input and output data series within a short time lag.

Regarding the occurrence of replay attack, it is known that A, 7# 0 when 0 < o < s based on Proposition 2. How about the residual
change due to the end or disappearance of replay attack? It can be derived that the non-zero covariance change of residual holds s steps
starting from the stop of replay attack, according to the finite horizon property of the parity space scheme as well as the proof of Proposition
2. Thus, both the occurrence and disappearance of the replay attack show a finite time tailing effect (or covariance change) on the parity
space based residual. Based on this property of A, the distinction between fault and replay attack can be achieved directly, where the
permanent fault causes no tailing effect on the residual and the intermittent fault causes no tailing effect holding exactly the same length
and type as that of the replay attack.

Moreover, when « is relatively small, it is known from @7) and (32) that there are few nonzero elements in the weighting matrix P,
and P, o, for the quadratic forms with respect to Zs, which implies a relative small ¢r (An). However, when « approaches s + 1, we
can conclude that tr (Ay) will become relative small again due to the fact of ZsHg s = 0 and both H,, o—1 and Hg o—1 contain part of
Hy 5. Thus, the replay attack effect will increase to a peak and then unsymmetrically decrease to the nominal value, which also facilitate the
distinction between fault and replay attack. The detailed analysis of distinction between system fault and replay attack for anomaly detection
is given in the next Section.
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Since a covariance change is caused, replay attack can be viewed as a special multiplicative fault to the system. However, the change of
the covariance is indefinite since the weighting of A, in both @7) and (1), i.e., P, and Pp,, + Py, A, are indefinite [24]-[26]. Note
that the covariance change is contributed by Pz, Pz, Py 3, Pwz,a, Poz,as Pyz o, and Py o. Since the closed-loop system is stable, the
norms of Py 2, Pwz,a, Poz,as Pwz,a> and Pyz o are usually much smaller than those of Py and P;.

Remark 4. The existence of Aa has been explained above; however, it is of interest to emphasize the key reason for the non-zero Aq.
Since a finite horizon detection scheme is used, we retrospect the control performance change within finite steps just after the occurrence of
replay attack, which is an in-time detection and avoids the change (or “ripples”) vanishment due to infinite horizon scheme, e.g., consider
the performance change for k — oo.

C. Replay Attack Detection and Detectability with the Parity Space based Residual

Based on the analysis in Section IIL.B, it is known that a covariance change of the residual is triggered by the replay attack. Thus, different
test statistics can be adopted for replay attack detection. In the following, the most used X2 test and likelihood ratio (LR) based replay attack
detection scheme and detectability analysis will be presented.

1) x? Test Based Replay Attack Detection and Detectability: Based on (@), define the following test statistic

To 2 (k) =l ()05 'rs(k), (33)

then it is known that J, , 2 (k) ~ x2(1). Thus, based on a given false alarm rate -, the detection threshold Jth, 2 can be determined by
using the available X2 data table [27]. With J87X2 (k) and Jth,xz’ the following decision logic is established:

Js2(k) < Jth,x2: attack free, 34
I 2 (k) > J,g;LXQ7 attack on.
In the presence of replay attack, rs(k) is replaced by r§ (k) in practice and the test statistic turns to be
T _
TE 2 (k) = (rS (k) ©5 178 (k). (35)
To check the detectability of the replay attack based on the pair {ngz (k), Jth,X2 } the following Theorem is given.
Theorem 1. With the given threshold Jth,Xzy test statistic J , 2 (k) in (3D, and decision logic in (34,
1) the replay attack detection rate is upper bounded by P25
2) if l+tr (Aa@gl) — Jiny2 = 0, the replay attack detection rate is lower bounded by B2l
where
I+ tr (Aaegl)
fy2 =min | ———= 1|, (36)
X Jth,\2
_2
kx
_ 7 37
Be =14 R2 @7
-1
1t (BaOT) =y e
Ry = e P
2tr(05 "0305 " 0%)
Proof: Based on (I8)), the mean of JSO‘X2 (k) is derived as
T -1
LI 2 (k) = {2 (k) TO5 (k)]
= 1+tr(2a65"). (38)
Since ngz (k) > 0, based on the Markov inequality and & {ngz (k)} given in (38), it comes that
P (82 (8) 2 Jin, ) < fiya, (39)
where fi, 2 is given in (36).
Based on Lemma 2 of [28], a conditional lower bound of the replay attack detection probability B2 is given by
P22 (0) = Ty o) = i ) (40)
if
L+ tr (8a071) = Jy 2 > 26tr(05 02071 07),
m
where k = 1:222 . Since cov{Jso‘Xz (k)} >0and I+ tr (Aa@gl) — Jipx2 = 0, we have [o 3 given in (37). Finally, Theorem 1 is
=X ’ ) —

proved. |



AUTHOR et al.: REPLAY ATTACK DETECTION BASED ON PARITY SPACE METHOD FOR CYBER-PHYSICAL SYSTEMS 11

Note that i, 2 is the upper bound of the replay attack detection rate when parity space formulation and X2 test are used. Specifically, if
l+tr (Aa@s_l) > Jth,Xz, [i,2 =1 and B2 > 0, which supports the detectability result in Theorem 1; if [ + ¢r (Aa@s_l) < Jth)Xg,

Hy2 < 1 and the condition for (37) failed, which also means no guarantee for the lower bound of the detection rate. Thus, when ¢r (Aa6;1

is large enough, a lower bound of the detection rate can be ensured; when tr (AQG);l) is relative small, the upper bound of the detection

rate can be known from (39). Since J;J‘Xz (k) does not belong to x2(1) when 0 < o < s due to the presence of replay attack (or Ag), it is
hard to get the exact probability of detection performance by referring to the probability distribution table directly. Thus, the results in (36)
and (37) together present the probability range of detection performance. Due to the lack of full distribution information of ngz (k), the
range in Theorem 1 may be conservative.

Remark 5. For diagnosability analysis, specific feature of test statistic is concerned. If the mean of the test statistic is considered, based
on BB8), the detectability condition of replay attack is

tr (Aa@gl) >0, 1)

as the test statistic in (33) is in the form of T2. However, the condition in @) does not always imply a successful replay attack in practice,
as it indicates only the feasibility of detection with an potential increase of the test statistic. This gap, between detectability condition and
detection performance, has been discussed in [28]. In this case, we present the quantitative probability range of detection for replay attack
detection performance evaluation in practice. Also, if the covariance of the test statistic is considered, the corresponding detectability can
be derived, and the Riemannian manifold as well as symmetric positive definite matrix theory can be adopted to measure the detectability
of replay attack [29].

2) LR Based Replay Attack Detection and Detectability: It is known that the x? test is efficient for mean change or additive anomaly
detection [29]. To ensure a successful detection of replay attack, the multiplicative anomaly effect on the residual, i.e., ||[['§ (k)| as well as
|75 (k)| should be significantly large compared to ||7s(k)|| when x? test is used; however, this magnitude requirement of anomaly effect
may not hold. Considering this case, GLR test is adopted, and the performance of LR based replay attack detection is further analyzed.

Let L(e|rs(k)) be the likelihood function of the probability density function parameter set ¢ given by rs(k). The likelihood ratio for
replay attack detection is

L(za|rs(k))

h(rs(k)) = , 42
( S( )) L(€0|T5(k)) ( )
where €g and €, are the parameter sets without and with replay attack, respectively.
For replay attack detection, it is clear that
Os, without attack,
€= { 0f, with attack. @3
For convenience, log-likelihood ratio is adopted, then
L(©5|rs(k))
h(rs(k)) =In ——————==. 44
Note that the replay attack occurrence time 7y as well as the parameter set £, is unknown for real-time detection. Thus, the GLR,
- L(O%]rs(k
A(rs(k)) = In 2OsIrs(®)) 45)

~ L(Os|rs (k)

is adopted, where ©% is the maximum likelihood estimation of ©%. Since w(k) and v(k) are Gaussian white noises, it is known that r (k)
is Gaussian when attack free. The probability density function of rs(k) is

1.7 —1
Jelra(k)) = —mee™ 7 (e, (46)
(27r)l dete
With n, observations of rs(k), the test statistic for implementation based on (#3) and (@6) is given by
1 det Og
J, k)= =n,1 =
’nxmLR( ) 2”"' ndet@‘g‘
1 ne—1
+5 2 {rs (k=05 rs(k— i)
1=0
—ri (k=) (©9)'rs(k — i)}, 7

n.

. nyr—1
where 6§ = L5 (rs(k — Tk — i)).

1=
The threshold Jy, 1 g design for the GLR based detection is not a routine task, due to the lack of analytical solution for the probability
computation. The numerical solutions have been well studied and adopted for such a situation. For simplicity, please refer to [29] (Section
15.1).
For detectability performance analysis, as both © and ©F are known, the test statistic h(rs(k)) is considered, and the LR based replay
attack detectability is summarized in the following Theorem.
Theorem 2. With the given threshold Jyp, 1 g and test statistic in @4,
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1) the replay attack detection rate is upper bounded by [if R,

2) if % In gss 83 +tr (AaO; 1)) — Jin, LR = 0, the replay attack detection rate is lower bounded by p, o,
s LR

where
o In gg:gé +tr (Aa@gl) . “s)
/"LLR - 2Jth1GLR ’ )
_2
KLR
= —== 49
Bir =717 R2 (49)
and

In ggttgé +ir (Aa@s_l) —2Jih,LR
= — 2 — .

4r{(05109)"} + 41 - 8tr{6; "0}
Proof: After the occurrence of the replay attack, it is known that

E{h(rs(k))} = D(foq (rs(k)), fo,(rs(k)))

1 det O 1
= 3 (ln Toror T (Aaes )) (50)

where D(foa (rs(k)), fo,(rs(k))) is the Kullback-Leibler divergence of the distributions of residual with and without replay attack [29].
Similar to the proof for Theorem 1, iy, r is obtained based on E{h(rs(k))} in (30) and the given threshold Jyj, 1.R.
Based on Lemma 2 of [28], a conditional lower bound of the replay attack detection probability p LR is given by

P (h(rs(k)) > Jin,LR) > 11} s 1)

KL

if D(foa(rs(k)), fo,(rs(k))) — Jin.Lr > crrcov(h(rs(k))), where kg = /%. With (30) and cov(h(rs(k))) given in Appendix,
8 ’ ELR

Ky g is determined as given in (49). Finally, Theorem 2 is proved. [
Note that the result in Theorem 2 is an ideal case for the GLR based detection performance since OF is used for detectability analysis.
Remark 6. Similar to the detectability analysis in Remark 5, the replay attack detectability condition is

0 det O
det ©F

Kullback-Leibler divergence is adopted for detectability quantification. It is obviously that (32) is identically true [29], because the LR based
detection means to compare the residual distributions with and without replay attack. Nevertheless, one has to enlarge the left side of (32)
to improve the detection performance, which will be studied in the next Section.

Remark 7. To check the detectability condition and the detection performance bound for both X2 and LR based replay attack detection,
the key is to get Aq. Besides, Ao can be used to measure the intrinsic security of the considered control system against replay attack for
both the defender and attacker. Instead of theoretical calculation (introduced in Section IV.A.3), one can“learn” cov{ZsT's (k)} and Aq
based on the attack input and output data sets from the detector side. As O is known (or can be learnt), Ao, the estimation of Aq, is
given by

1 Titr (Aaegl) > 0. (52)

Aa=é?—957

where ©F is the estimation of cov {r&(k)} and can be obtained by referring to Algorithm 1, which will be given in Section IVA.3.

D. Security of Parity Space Based Replay Attack Detection Scheme

Based on the detection performance analysis, one can find that the replay attack is not absolutely stealthy when the parity space based
detection is employed. Thus, it is important for the attacker to estimate the stealthiness level of the replay attack in advance to avoid potential
alarm. Specifically, the detection performance for the detector is inversely proportional to the stealthiness level for the attacker. Based on
this fact, the attacker can identify the vulnerable control system and decide the stealthy starting time period for attack.

The stealthiness evaluation of control system for the attacker can be done in stage-1 of the replay attack and both system input and output
data is required. Again, the key is to get ©F or Zs. In stage-1 of the replay attack, data-driven parity vector identification is feasible based
on system input and output data [27]. With the estimation of the parity vector and input and output data, ©F and ©s can be estimated with
and without off-line data replay, respectively. Based on the estimation of ©F and Oy, the replay attack detection/stealthiness performance
can be known based the results in Theorems 1 and 2.

Even so, due to the lack of dimension information of Zs, the data window length s, and the detection threshold, the stealthiness level
cannot be well estimated. From the perspective of cyber security, the window length s and parity matrix Zs encrypt the detector. To keep
the security of the parity space based replay attack detection scheme, multiple residuals are suggested, where each residual corresponds to
different Zs, s, and detection threshold. Besides, since the essential output data replay induced data switching is inevitable for the replay
attack implementation, the replay attack effect on residual is a kind of intrinsic property of the control system, determined together by the
detector and the control system dynamics. Thus, the security level against replay attack for control systems is also partially determined by
the dynamics.

Based on the analysis in Section III.C, the direction for improving the detection performance/decreasing the stealthiness level of replay
attack is motivated: to enlarge the difference between O, and ©F for detection, which is introduced in Section IV.
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E. Fault and Replay Attack Distinction

To distinguish system fault and replay attack, the comparison between system fault-driven residual and replay-attack-driven residual is
given.
Assume system () to be faulty:

{ 2(k+1) = Az(k) + Buu(k) + Buww(k) + By f(k),
y(k) = Cx(k) +v(k) + Dy f(k),

where f(k) € R"f is system fault and By and Dy are fault distribution matrices with appropriate dimensions. With different B; and Dy,
f(k) can be used to model actuator fault, process fault, and sensor fault [23].
Under the existence of fault f(k), the parity space based residual turns to be

rs(k) = ZsEs(k) + ZsHy o Fs(k), (53)

where Hy , and Fs(k) can be obtained based on Hy,s and Ys(k), respectively.

Generally, in spite of the fault location, f(k) can be deterministic or statistic and time-varying or time-invariant. But, the concerned effect
of Fs(k) on the residual is its mean change and/or covariance change. Note that E{Es(k)} = 0 and cov{ZsEs(k)} = ©Os. Thus, the
residual mean and covariance changes induced by the nonzero Fi(k) implies that E{rs(k)} # 0 and cov{rs(k)} # ©Os, with rs(k) given
in (33).

One dimensional test statistic is adopted, i.e., the x? test statistic in (33) or the GLR test statistic in {@3). The change from E{Es(k)} = 0
to E{rs(k)} # 0 will enlarge the test statistic in (33) and in (@3}, compared to the fault-free case; the change from cov{ZsFEs(k)} = O,
to cov{rs(k)} # O will enlarge the test statistic in (43) and decrease or enlarge the test statistic in (33), compared to the fault-free case.
Thus, from the detection perspective, it is known that system fault, just like replay attack, causes a change on the adopted test statistic based
on parity space method, despite the original change form (on the residual mean or covariance).

Note that the duration of the statistical property change of the residual caused by system fault is determined by system fault type; however,
the duration of covariance change of residual due to replay attack is determined by the order of parity relation, when fault and replay attack
last longer than s steps. Moreover, both the occurrence and disappearance of replay attack cause residual covariance change within s steps.
Also, the replay attack driven residual covariance change will make an inverted v-shape change of the adopted test statistic with respect to
the order of parity relation s, if the replay attack can be detected. Thus, by using the information of the residual response pattern and the
order of parity relation, the theoretical features of fault and replay attack on X2 and GLR test statistics can be distinguished. To enhance the
distinction performance between system fault and replay attack, observer-based detector is recommended to run in parallel with the parity
space based detector, since the classical observer-based or Kalman-filter-based scheme is not sensitive to replay attack as reported in [3],
[51, [6], [18]. In addition to the observer-based detection method, as mentioned in Section III.D, multiple residual generations are suggested
with different choice of s to deal with the sparse fault and replay attack distinction.

Remark 8. The rare case, one faulty point or outlier lies in the detection window, can cause a residual change lasting for s steps, which
is similar to the case of replay attack. However, the one outlier case can be catched more easily by the observer-based detection scheme
than the parity space based detection scheme if it is detectable, and the residual change response pattern is different from the replay attack
case except the response duration. Thus, the sparse outlier can be distinguished from the replay attack as well.

IV. PERFORMANCE ENHANCEMENT FOR PARITY SPACE METHOD BASED REPLAY ATTACK DETECTION

In this Section, both passive and active design methods are proposed to improve the replay attack detection performance, where the passive
design aims to optimize the detection performance without any plant-side modification and the active design means a targeted plant-side
modification to facilitate the detection of replay attack.

A. Passive Design

Based on the characterized residual change under replay attack, the optimization of the parity matrix Zs is proposed to improve the
detection performance.
1) Optimal Parity Matrix: The parity matrix Zs can be parameterized as

Zs = MsNs, (54)

where NsHg s =0, Ns # 0, and M € Rz s the nonzero weighting matrix to be designed.

As motivated by Theorem 2, the key to improve the detection performance is to make sure that ©F or A, is relatively different from ©.
Note that the weighting matrices for Ay, Pa,, and/or P, A, are indefinite. There are various “directions” to go to enlarge the difference
between OF and ©s. Under the circumstances, four general optimization problems will be addressed for replay attack detection regarding
different indices.

Positive definite portion optimization. Let

o« [0 0
=P % 2Hga-1PeHG oy |

o« { 0 0 ]
&P * Hu,alec,aflpng:alegjafl '

then it is known that Zs P, PZE and ZsPg' PZST are semi-positive definite portions in Ay. Thus, we can maximize these semi-positive
definite portions compared to YR IAS
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Let
Te, = Ns (Hw,stHfﬁ,s + HvysRSHUT)S) NT.
Ns!:’;;fp]\fsT7 with input replay,
Aa,P = . .
° Ns (P p + Pi'p) NI, without input replay,

then we have

_ T
{ Os = MsTo M, (55)
Aa,P = MsTAa,PMs .
Consider the following ratio type index
1
[rei..|
Ji = s § = 2,00. (56)
o
4

1 1 1
It is known that 7 gs € R (atP)(s+1) Without loss of generality, we assume Tgs a full row rank matrix. Therefore, doing SVD of T gs

yields
3 T
T3, =U[A 0]V, (57

where UUT =T and VVT = I. The solution to the maximization problem of J7 in (38) with respect to My is summarized below.
Theorem 3. The solution

My =A"1UT (58)

solves the optimization problem H]\l/?x J1 with maximum
S

_ 1 T s
J1 = HA_ U TAQQ pll s 1=2,00. (59)
i
Proof: The proof for Theorem 3 is similar to the proof given in [23] (Chapter 7.4), and thus the details are omitted here. |

Note that the solution in (38)) also solves
1
o; (MSTAQQ, P)

max 1
3
HMST@S 2

M

for all i. Since the weighting in (38) is independent of Ta,, p or ¢, it means to optimize the replay attack detection performance in terms
of index Jp at any steps. Thus, (38) is also the solution for the following optimization problem:

1

S 2
Ms{ > TAa,P}

a=1

max
M, ‘

1 3 7: = 27 m?
2
MTg,

K2

where an interval accumulation index is adopted.
Ratio trace optimization. For both the X2 and GLR based replay attack detection, the term ¢r (@;192‘) (or Ay) is the key for maximizing
the detectability of replay attack. Thus, we propose the following index

Jg::iitr(eglAa). (60)

a=1

The index Jo is motivated by the fact that the replay attack effect is nonzero when 0 < o < s, and it requires an interval accumulation
index optimization for detection.
Let

Agx = MTasMT, (61)
where

S
Tas = Z Tag»

a=1

NsPp,, NST7 with input replay,
Aq —
N (PAa + Pu,Aa) NST7 without input replay.
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Taking (&I) into (&Q) yields
S
Jo= Y tr(65'Aa)
a=1

tr (Gs_lMSTAVEMST) . (62)

The solution for optimizing Jo in (62) is summarized in the following Theorem.
Theorem 4. Let M. ST ; and \; be the i-th largest generalized eigenvector and eigenvalue for (TA,E7 To S), then

Ms,l
My=| (63)
Ms,l

_ l
solves the ratio trace problem II]%?X Jo with maximum Jo= > \;.

S =1
Proof: Based on [30] and [31], it is known that ’

det (MTa M)
arg ma;
BN det (MsTo, MT)
= arg nﬁ}x tr (@S_lMSTA)ZMST) (64)

and the solution to the determinant ratio problem in (&3) solves the ratio trace optimization problem. Based on the solution of Ms, we have
Ta,sMT; = N\iTe, ML, then

S,1°

MTa s M{ = MsTo,M! E, (65)
o
where = = diag {\1,--- \;}. Taking (63) into (62) yields Jo= > X;. This completes the proof. [ ]
i=1

Maximizing tr (G)S_lAa) improves the replay attack detectability directly when X2 test statistic is adopted. It is of interests to check

whether the optimal M works for the LR based detection scheme, where the result is given in the following Corollary.
Corollary 1. Ler Ms € R and

T

MS:[qujl MsT,z] 7 (66)
T . . . . . . . det(TA +Teo )
where M ; is the generalized eigenvector corresponding to the i-th largest generalized eigenvalue for (Ta, +To,,To,) when W

S
1 and for (To,.TA, + To,) when % < 1, then Ms in @8) solves the maximization problem max Jo, a1, where
Ej S
Ja.m = D(fog (rs(k)), fo, (rs(k))). (67)
Proof: Based on (30) and (67), we have
1 det © _
max Jy = 3 max <ln W +ir (95 1@?)) . (68)

«
Let dg = i‘i gz and it is known that dg > 0. Referring to (64), the maximization problem in (68} is equal to

1
n— +de ) .
Hﬁx<n * ®>

s d(—)

Besides, it is known that sign {8 (ln % + d@) / 8d@} = sign(de — 1). Since My is a square matrix and based on the proof of Theorem

. . . e det(T To. T T . .
4, Ms in (66) implies a maximization of Jo, s when % > 1; when dtt“(iz;@)s < 1, dg — 1 < 0, then the matrix pair for
Os Os
determining M to maximize Jy ps turns to be (T, Ta, + T @S;. This completes the proof. |

Cumulative sum ratio optimization. The index .J; focuses on all the detection steps. To concentrate on specific finite step detection when
0 < a < s, the following index is proposed

°\ MsTa sMI
Jp= Y —EAXTE (69)

MTo, MT

a=1
Different from the index J7, the quadratic form in (69) quantifies the overall influence of the covariances. This ratio index is well adopted
to compromise the detection robustness and sensitivity [23]. Besides, to enhance the replay attack detection performance for all the possible
steps like index J2, the accumulation ratio index is adopted.
Based on (69), we have

MTa s MY = J3MTo, M7 . (70)
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Thus, .J3 and M7 are the largest generalized eigenvalue and its associated eigenvector of the generalized eigenvalue-decomposition of (Z0),

respectively. The solution regarding index .J3 is summarized below.
Theorem 5. Let M ST and X be the largest generalized eigenvector and eigenvalue for tuples (TA;;, Te, ) then M, ST solves the maximization
problem max  J3 with maximum J3=M\.

Mg ERl XNy
Remark 9. Regarding the case | > 1, the ratio index J3 can be modified to be a trace ratio problem given by

s tr (MSTAEM;T)
J3,.m = _—
a=1
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2) Unified Solution: The optimization regarding J2, J3, and J4 aims for the promising time interval for detection. If a specific step is
considered, e.g., &« = 1 (related to detection delay) or o = int (5'51) (related to the maximum of significance), one can modified Th x
correspondingly to get the optimal weights.

The relationship between the norm-based and the trace-based indices, i.e., J;1 and J3, is to be discussed. If we parameterize the solution

to max Jg as Ms = wA~U”T where A and U are obtained from (37), then (70) is given by

wA U T sUN o = 3o (76)

The equation in (Z6) implies the eigenvalue and eigenvector solution to the optimization problem nﬁx J3, where J3 4 and @’ are the maximal
S

eigenvalue and its associated eigenvector of AT AﬁgUAfl, respectively. Since the solution to the (generalized) eigenvalue-eigenvector
problem is not unique, it is easy to found that the optimal solutions to nj\?x Ji (1 =1,2,3,4) always owns the form Ms = @A~ UT. This
is the same as the sensitive versus robustness optimization solutions for fault diagnosis [23]. Thus, an approximated/unified optimal solution
for Ms regarding all the J;s is Ms = ATIUT, which only depends on Tg,. Moreover, based on the solution discussion in [35] between
the LR and the symmetric and positive-definite matrix detection methods, the symmetric and positive-definite matrix method can also be
covered here by the unified solution.

3) Implementation: The optimal solutions to J2, J3, and J4 requires to known TA s, where Py, Py 4, Puwa,a» Poz,ar Pws,ar Pod,as
and/or P; are needed. Since the closed-loop system is stable under either static or dynamic controller, the required covariance information
can be obtained.

Consider system (I) running with an observer-based state feedback controller:

where

#(k+1) = AZ(k) + Buu(k) + L(y(k) — C2(k)).

Define Z(k) = | 2T(k) 2T (k) ]T, then the closed-loop dynamics for system (IJ) is obtained as

{ z(k + 1)3 Az(k) + Bww(k) + Byv(k) a7
y(k) = Cz +v(k) ’
where
A= [ LAC’ A+£fl§—LC}’Bw: [ Bow ]’B”: { 2 }
c=[C 0].
Choose K and L appropriately such that (77) is asymptotically stable. Then the following Lyapunov equation holds:
APz AT — Py + BwQBi, + ByRB =0, (78)
and the solution to (78) is known as
Pe= 3" M (BuQBL + BRED(AT)" 3

k=0

From Pz one can get Py, P, ; and P; directly. Also, based on the state solution for (Z7), Pwx,a» Pox,a Pus,a» and Pz o can be
obtained.

Based on (Z7) and (79)), it is clear that the closed-loop stability or control performance affects the detectability of replay attack.
If Pz is not available, the optimal weighting M to Jq or the unified solution is recommended. Alternatively, one can get T , by learning.
The procedure is given below

Algorithm 1 Data-driven estimation of T'a ,

1: Determine Ng and set Ms = I;
2: Replay system output and/or input data off-line for 2s steps for n; batches, and calculate the residual 7§ (k;) for 0 < o < s based on
15 (k) = Zs (Ya,s(k) — Hu,sUq,s(K)):

~ g
3: Calculate the approximation of Ta, = 1_1 S (k) (r (k)T — ©s.

nt :
1=1

Output: TAQ, where 0 < a < s.

Remark 11. Based on Algorithm 1, a pure data-driven replay attack detection based on parity space method can be achieved by identifying
Ns and learning Tp,, as well as Os [27].
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B. Active Design

From Section III, it is known that the closed-loop control performance or stability affects the correlations between different variables in
the loop, and these correlations really matter the detectability of the replay attack. However, since the control performance is fixed by the
closed-loop system dynamics as given in (Z7), it is usually not feasible to redesign A or the closed-loop control performance to trade for a
better detection performance against replay attack, if the original detection performance is not satisfying.

As long as the control loop is closed, the system dynamics or A, consisting of controller and plant are fixed. However, when the control
system is opened, we know that with or without any input data replay, the system open-loop dynamics affect A, directly. The problem is
how and when to open the control loop for replay attack detection. Note that replay attack opens the control loop in stage-2. This is the
property to be exploited, where an “attack event-triggered” active attack detection scheme can be designed.

In addition to replay attack detection, the output data-transmission is essential for feedback control. Thus, the expected active detection
scheme should keep the quality of feedback information when attack free. In this case, we try to improve the replay attack detectability by
redesign the open-loop stability of the attacked system, and the closed-loop control performance remains when attack free.

Referring to the residual generation based on parity space method, it is known that unstable open-loop system usually implies good
detection performance regarding replay attack, e.g., tr (A% p) is relatively large and the indefinite matrices Pa,, and P, A, have more and
larger positive eigenvalues [24], [25]. Based on the above analysis, a marginally stable filter method is proposed to compromise the stability
and control performance requirement.

The main idea is to cascade a marginally stable filter to the system output. The filter is given by

C(k+1) = A¢C(k) + Bey(k + 1), (80)

where ((k) € R? is the filter state, and A¢ and B¢ are the filter matrices to be determined (B is of full column rank). Instead of y(k),
¢(k) will be sent to the monitoring and control side. Compared to the passive scheme that no plant-side design is needed, a smart sensor is
required here to realize (80).

For control purpose, y(k) will be recovered from the received ((k), and the received (k) will be used for attack detection. The detailed
communication scheme is given in Algorithm 2

Algorithm 2 Measurement Information Transmission

1: For k =0, send ¢(k) = 0 and y(0) to the control and monitoring side, and y(0) can be obtained directly;
2: For k > 1, send ((k) = A¢((k — 1) + Bcy(k) to the control and monitoring side, and y(k) = Bg (C(k) — Ac¢(k —1)).
Output: y(k).

The transformation for y(k) can be implemented conveniently, and the original controller works without any reconfiguration when attack
free, because the same controller input y(k) is provided.

Define Z(k) = [ xT(k) CT(k) } . Combining system dynamics and the filter dynamics, the overall dynamics for monitoring is given
by

g:«(k+1):[ B;({YA }?C ]g:«(k)+ { BC%BM ]u(k)
e
* { BCEC;‘wa B, ] { o) } @81)
Buw (k)
yk)y=¢(k)=[0 I |z(k)
c

Now, based on (BI), the parity space based replay attack detection can be established as introduced in Sections IIT and TV.A.

A simple choice for By and A; is By = I and o; (AcAg) = 1, where ¢ = 1,..., p. The performance can be checked based on the
detectability analysis. For the realization of (0D, |o; (AC){ are suggested to be a little smaller than 1 to compromise the realization error
and detection performance.

A more general case for the marginally stable filter is

C(k+1) = AeC(k) + Bey(k). (82)

Correspondingly, if the pairs (f_l, B) and (A, C_’) based on (82)) are detectable and stabilizable, respectively, the recovery step for y(k) in
Algorithm 2 can be omitted, but instead a controller reconfiguration is needed. Thus, the marginally filter in (80) as well as Algorithm 2
provides a simple and feasible realization for constructing the active method for replay attack detection.

Remark 12. In the literature, the “moving target” method is used for attack detection, where an augmented system is introduced as well
[16]. However, the marginally stable filter method proposed here is different from the “moving target” method. First, we do not assume
noises for the auxiliary system. Second, no extra actuator and sensors are needed. Third, a cascade connection between the original system
and the marginally stable filter is adopted here which is feasible in practice and no specific original system state and augmented system
state interconnection is assumed. Comparing with the moving target method, much less investment/implementation resources is needed for
the proposed active design method to detect replay attack, letting alone the proposed passive design method.

Remark 13. The control system dynamic property is exploited for replay attack detection in this study. The intrinsic security of the control
system is established, where the proposed detection scheme does not depend on real-time secret key synchronization and protection.
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Fig. 2. J, 42 (k) and Js,r r(k) under replay attack y(k) = y(k — 300) and u(k) = u(k — 300) when k € [601, 650].
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V. SIMULATION STUDY

In this section, both passive design and active design examples for replay attack detection are presented.

A. Passive Design Example

Consider the following system:

0.9 0 0
A= 13.4679 0.9 0

0 0.1813 1

0.2835 (83)
By = By = 0 ,
0

C=[0 0 1], Q=R=0.01L

)

Kalman filter based feedback control is designed to keep the closed-loop control performance. Both X2 and GLR detection schemes are
simulated. Set s =9 and implement replay attack y(k) = y(k — 300) and u(k) = u(k — 300) when k € [601, 650].

In Fig. 2, the test statistic responses are illustrated, where it can be found that

1) both the occurrence and disappearance of the replay attack can be detected,

2) and the anomaly response lengths for X2 and GLR schemes are exactly 9 and 18 steps, respectively, which meet the theoretical result.

To show the detection performance further, replay attack is set to be y(k) = y(k — 300) and u(k) = u(k — 300) when k& > 600. The
thresholds for x? and GLR methods are 20 and 40 respectively. The cases with and without the unified solution of the parity matrix are
all simulated 500 times. The detection rate is shown in Fig. 3, where the aimed optimization of the parity matrix improves the detection
performance under different test statistics. Also, Fig. 3 shows that the influence of replay attack on the adopted test statistics is detection
data length dependent, which provides us a way to distinguish system fault and replay attack without extra investment.

To check the distinction performance between system fault and replay attack further, four fault cases are considered:

o constant actuator fault: By = By, Dy =0, and f(k) = 1;

o random actuator fault: By = By, Dy =0, and f(k) ~ N(0,0.25);

o time-varying process fault: By = [1 0 17, Dy =0, and f(k) = 0.5sin(k/20);

o random sensor fault: By =0, Dy =1, and f(k) ~ N(0,0.25).

Set the faulty time interval to be (200, 600). The test statistic responses are illustrated in Fig. 4. Based on Figs. 2 and 4, it can be found

that the effects on test statistic driven by system fault and replay attack are different, which implies a distinction between system fault and
replay attack.
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f(k) ~ N(0,0.25).
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B. Active Design Example

It is known from Section III that the detection performance of replay attack based on parity space method is largely determined by the
intrinsic dynamics of the closed-loop control system. The detection performance for the control system based on passive design is generally
satisfactory; however, poor detection performance cases do exist due to their intrinsic control system dynamics. For example, the control
system considered in [6]:

(84)

A= By, =By =C=1,
Q=1, R=0.1.

LQG controller is employed for ensuring the closed-loop control performance.

Following the same simulation setting for Fig. 3, both x? and GLR detection schemes are simulated, with s = 9, y(k) = y(k — 300) and
u(k) = u(k — 300) when k > 600. The thresholds for x* and GLR methods are 20 and 40, respectively. The cases with and without the
unified solution of the parity matrix are all simulated 500 times, and the detection rates are illustrated in Fig. 5.

Again, it can be found that the passive design does improve the replay attack detection rate with different test statistics; however, the
overall detection performance is still poor.

Based on Algorithm 2, let A = B = 1, then the proposed active design for replay attack detection is applied. The rest simulation setting
is the same as for Fig. 5, and the detection rate is illustrated in Fig. 6.

It can be found from Fig. 6 that the active design improves the detection rate for replay attack largely, even if the original control system
dynamics correspond to a poor detection rate as shown in Fig. 5. The effectiveness of the active design is verified.

VI. CONCLUSIONS

In this study, the replay attack detection problem is studied. A new idea is given based on the parity space method. It is proved that the
parity space method can catch the replay attack effect on the residual without any further plant side modification. The replay attack effect
on residual is quantified, followed by the detection performance analysis based on X2 and LR test statistics, respectively. To improve the
detection performance with the parity space based residual generation, both passive and active detection design are proposed, where the basic
idea is to enlarge the replay attack effect on residual comparing to the attack-free case. By exploiting the specific property of the obtained
replay attack effect, four optimization problems are formulated to obtain the optimal parity matrices as the passive detection design, and a
marginally stable filter method is proposed as the active detection design to enlarge the replay attack effect for detection further.
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Different from the reported methods, the proposed method can deal with input and output data replay attack, isolate system fault and
replay attack, maintain certain control performance, and be implemented conveniently and efficiently. The quantitative effect analysis of
replay attack on residual indicates the security as well as vulnerability level of the control system under replay attack. The given detection
performance can be checked based on control system model or data information. Thus, data-driven design of parity space method for replay
attack detection can be further studied from both the defense and attack perspectives.

APPENDIX
The derivation of cov(h(rs(k))). Based on (@), we have
cov(h(rs(k)))
det © _
= cov(ln dzt 92‘ + TsT(k)Gs 17’s(k)
S

—r{ (1)(O9) ' ra(h))
— cov (rST(k)es_lrs(k:)) + cov (rf(k)(eg)*lrs(k))

— 2cov (rsT(k)G;lrs(k), r?(k)(@?)*lrs(k)) . (85)

As E(rs(k)) =0 and E(rg(k)) = 0, based on [36] (Theorem 5.2¢), it is known that
cov (rf(k)eglrs(k)) = 2tr{(05 '), (86)
cov (r;f(k)(eg“)*lrs(k)) — 9. 87

Based on [37] (Lemma 2.2), we have

cov (r?(k)@QlTs(k), T?(k) (@?)_17’5 (k))
= 2tr{O0; 1O} (88)

Taking (86D, (87D, and (88) into B3I yields

[1]
[2]
[3]
[4]
[5]
[6]
[7]
[8

—

[9]

cov(h(rs(k))) = 2tr{(05 10%)?} + 21 — 4tr{©; 105}
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