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Abstract—The specific emitter identification (SEI) is a promis-
ing technology which can enhance the access security of a massive
number of devices in the near future. In this paper, we propose
a reconfigurable intelligent surface (RIS)-assisted SEI system,
in which the legitimate transmitter can customize the channel
fingerprints during SEI by controlling the ON-OFF state of
the RIS. Without loss of generality, we use the received signal
strength (RSS) based spoofing detection approach to analyze the
feasibility of the proposed architecture. Specifically, based on the
RSS, we derive the statistical properties of SEI and give some
interesting insights, which showcase that the RIS-assisted SEI
is theoretically feasible. Then, we derive the optimal detection
threshold to maximize the performance in the context of the
presented performance metrics. Next, the actual feasibility of the
proposed system is verified via proof-of-concept experiments on
a RIS-assisted SEI prototype platform. The experiment results
show that there are 3.5% and 76% performance improvements
when the transmission sources are at different locations and at
the same location, respectively.

Index Terms—Specific emitter identification, RIS, spoofing
attack, 6G.

I. INTRODUCTION

HANKS to the rapid development of the sixth-generation

(6G) wireless networks, we are gradually moving form
the Internet of Things (IoT) era into the Internet of everything
era. However, future heterogeneous IoT networks will face the
formidable challenge of securing the access of an increasing
number of devices. Recently, it has been proposed that zero-
trust security should be continuously verified and validated at
every access stage of a IoT device before granting admission
to network resources [1]]. Therefore, whether it is the tradi-
tional high-level authentication or the contemporary zero-trust
security, the overhead of the trusted access will be anyway
enormous for a massive number of dynamic connections. The
specific emitter identification (SEI) is a promising technology
to authenticate different transmitters from the wireless signal
propagation perspective. Generally, the fingerprints used for
SEI include the channel fingerprints and radio frequency
(RF) fingerprints, such as the channel frequency response
(CFR), received signal strength (RSS) or the carrier frequency
offset (CFO) and input/output (I/Q) imbalance, etc [2]]. Since
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the fingerprints come from the endogenous products of the
communication process, the SEI has the advantages of low
latency, low overhead and good compatibility. As a result, the
SEI can indeed play a pivotal role in the 6G security exercise.

Compared to the RF fingerprints, the channel fingerprints
are more convenient to acquire because they do not require
sophisticated hardware and strict time synchronization [2f]. In
one of the early works in this space, the spatial variability
of CFR has been utilized to authenticate the transmitter in
a typical indoor environments [3]]. Considering the spoofing
and sybil attacks, the authors of [4]] proposed a RSS based
authentication technology to detect and locate the attacks.
To enhance the performance, the channel fingerprints power
enabled multi-user collaborative SEI was investigated [5].
Apart from the above mentioned, the multi-observation/multi-
attribute have been considered to provide a robust authentica-
tion performance by introducing multi-dimension fingerprints
information [6]]—[8]. With the development of artificial intelli-
gence (Al), Al-assisted SEI mechanisms have been gradually
emerging, by leveraging Bayesian classifiers, extreme learning
machines, deep learning and reinforcement learning [9]-[11]].
In virtue of the fine-grained feature extraction and the strong
nonlinear learning abilities of Al, these methods can achieve
a satisfactory performance in specific wireless environments.
However, the resilience of SEI for dynamic wireless environ-
ment is extremely fragile. The channel fingerprints and noise
reflect the inherent properties of the wireless propagation en-
vironments, which cannot be controlled artificially. Regardless
of the traditional SEI or Al-assisted SEI, when such inherent
properties are not conducive to authenticate different trans-
mitters, the performance of the SEI is difficult to guarantee.
Furthermore, one big problem of channel fingerprints based
SEI is that the emitters to be identified should be potentially
located at spatially separated positions [3]]. So far, this problem
has not been well addressed in the related literature.

A. Motivation and Contributions

A reconfigurable intelligent surface (RIS) is a planar dig-
itally programmable metasurface, which can manually cus-
tomize wireless propagation environments via a programmable
field-programmable gate array (FPGA) controller [[12]. For
this reason, the evolution of RISs has spawned a number
of related academic contributions in wireless communication
and security over the past few years. To name but a few,
a RIS can act as a signal reflection hub to support passive
beamforming, coverage enhancement and wireless sensing,
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etc [13]-[15]. Form a secrecy rate perspective, reference
[16] considered the RIS-aided wireless secure communication,
where a passive RIS is utilized to guarantee the system secrecy
rate. For the key-based physical layer security (PLS), a RIS
can be used for assisting physical layer key generation in low-
entropy environments [[17]]. For instance, secret key generation
schemes with RISs have been proposed, where the dynamic
channel environment is constructed [|18|] and the RIS reflecting
coefficients are optimized to maximize the sum secret key
rate [[19]]. Very recently, RIS-assisted PLS is in full swing,
however, the great potential of RIS for SEI has not yet
attracted an equal amount of research attention. To increase
the resilience of SEI, in this paper, for the first time, we
propose a new paradigm of RISs, namely, the RIS-assisted
SEI. The feasibility of RIS-assisted SEI system is analyzed
from a theoretical perspective and real-world experiments. Our
main contributions are summarized as follows:

o To the best of the authors’ knowledge, the proposed RIS-
assisted SEI system is one of the first works that employ
the RIS for SEI The passive nature of RISs, that have no
radio frequency chains and signal amplification function,
helps avoiding introducing additional thermal noise into
the channel fingerprints. More importantly, the proposed
new architecture gives a potential solution to the long-
standing problem that the transmitters must be located
at different spatial locations for the channel fingerprints
based SEIL

o Without loss of generality, we adopt the RSS based
spoofing detection approach to analyze the feasibility
of the proposed RIS-assisted SEI system. In particular,
we derive the statistical properties of RIS-assisted SEI
via RSS, including the asymptotic distributions of RSS
and RSS statistical distance, respectively. Then, some
interesting insights are given based on the statistical
properties. Moveover, we give the metrics to evaluate
the performance of the proposed system and derive the
optimal detection threshold to maximize the performance.

o To verify the proposed RIS-assisted SEI system, we de-
velop a prototype platform and conduct proof-of-concept
experiments. The experiment results show that there are
3.5% and 76% performance improvements when the
transmission sources are at different locations and at
the same location, respectively. Last but not least, the
proposed RIS-assisted SEI system is compatible with
the existing RIS-assisted communications in protocols
and hardware. Thus, this can spur new research areas to
design integrating communications and security (ICAS)
by sharing RISs for trusted access and communications
[LL7].

B. Notations

The scalars are in italic letters, whilst vectors and matrices
are given by bold-face lower-case and upper-case letters,
respectively. The operator | - | denotes Euclidean norm and
diag[-] denotes a diagonal matrix. The operators (-)* and (-)¥
represent the conjugate and conjugate transpose, respectively.
The operators E[-] and D[-] denote the statistical expectation

and variance, respectively. Finally, Re{-} ~ N(-,-) is the real
part of a complex number following a Gaussian distribution.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. Channel Model

We consider a static three components RIS-assisted SEI
system that consists of the RIS, the legitimate users Alice
and Bob, and the malicious user Eve, which are denoted
as R, A, B and E, respectively. All of the participants are
resource-limited devices, which are equipped with a single
antenna. Alice intends to access Bob and transmits the wireless
data via orthogonal frequency division multiplexing (OFDM),
while Eve tries to mimic the identity of Alice to access Bob
and transmits the illegal data. Due to the regulations of the
access control protocol, users cannot send access requests
simultaneously. In particular, Alice attempts to improve the
SEI performance by controlling the ON and OFF states of
RIS. When Alice requests to access Bob, the RIS is in the ON
state to reflect the wireless signal. Then, the received signal
at Bob on the kth subcarrier of the nth OFDM symbol can be
denoted as

Equivalent channel

yB.k[n] = (hgg,kq’khAR,k +hap)zarn] + zeln], (1)
—_——
Cascaded channel

where k € {1,..., K} is the subcarrier number of the OFDM
symbol, har € CV*! is the channel gain from Alice to
RIS, ®; = diag [alej(’l«hagej@“, ... ,aNejeN”‘] is the RIS
diagonal phase-shift matrix with N reflection elements and
the amplitude coefficient 0 < «,, < 1,n € {1,...,N},
hrp € CN*! is the channel gain from the RIS to Bob,
hapr € C'™! is the channel gain of the direct link from
Alice to Bob, x4 ;[n] is the data symbol of the kth subcarrier
and zy[n] is the noise at Bob following a zero-mean complex
Gaussian distribution with variance o2. When Alice has no
access request, the RIS is in the OFF state and does not reflect
wireless signals. Thus, if Eve tries to access Bob, the received
signal at Bob on the kth subcarrier of the nth OFDM symbol
is given by

yB.k[N] = heB rTE k[N + 28N, ()

where hgp ) € C'*! is the channel gain of the direct link
from Eve to Bob, and zg[n] is the illegal data symbol
of the kth subcarrier. We consider the narrowband channel
fading model, where h4r » and hrp  follow an independent
identically distributed (i.i.d.) zero-mean complex Gaussian
distribution with covariance matrices 0% zIn and o3Iy,
respectively. The channel h4p follows a zero-mean complex
Gaussian distribution with variance U,%r Similarly, the channel
hgp follows a zero-mean complex Gaussian distribution with
variance 0%,

B. Spoofing Detection Formulation

Suppose that we are interested in the received nth OFDM
symbol across the kth subcarriers at the sampling frequency
fs. For simplicity of exposition, we remove the symbol [n]
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and the subscript k£ in the following. Let 7 be the available
detection time, and then the discrete sampled signal at Bob is
represented as yp = [yp(1),...,yp(L)] with the number of
samples L = 7 fs. Thus, we formulate the SEI as a spoofing
detection problem, and the RSS can be calculated by

1
T(ys) = —yBYh- 3)

L

When N is fixed and L goes to infinity, T'(y5) can approxi-
mate the statistical property of the RSS. Then, the statistical
significance testing of the spoofing detection is formulated as,

‘Ho : normal (no attack),

‘H1 : abnormal (under attack),

and the test statistic for spoofing detection is represented as
the RSS statistical distance between the observation and the
legal reference, which is denoted as

AT(yg) =T(5) - 4)

In significance testing, the test statistic AT(yg) is uti-
lized to evaluate the transmission source of the observation

y®(1),1 € {1,...,L}. For a detection threshold ¢, we define
an acceptance region Q) and a critical region 2¢. Then, we
declare the 7y hypothesis valid (no attack) if the test statistic
AT(yp) € Q and the H; hypothesis valid (under attack) if
the test statistic AT (yg) € Q€.

T(y).

III. THEORETICAL ANALYSIS OF SPOOFING DETECTION
A. Test Statistics for Spoofing Detection

Under hypothesis H, the received signal is rewritten as

N
Y = (Z ane’’" hppnharn + hAB)xA +z. (3

n=1

Lemma 1. Suppose that the equivalent channel of the kth
subcarrier from Alice to Bob is

N
123
hARB = Z ane] hRB,'thAR,n + hAB,'rLa (6)

n=1
then, the mean and the variance of the equivalent channel
. N ; .
harg is zero and Y, _, a2e?®no% o p + 0%, respectively.

Proof: Since Vn € {1,..., N}, the distribution of the
channels hrp,, and hag,, follow an ii.d., hence, the statis-
tical expectation of h4rp can be given by

N
Z e’ Ehrp|Elhar] + Elhag] = 0.

n=1

wn =Elharp] =

Moreover, the variance of harp can be calculated by

N

2f§
Op =

n=1

aZe?E(|hgp*|E[|har|?] + Ellhas|?]

N
— E 2 720, 2 2 2
= Ozne O'RBO'AR+O'A.
n=1

Then, the proof is completed. ]

Since the components of h 4rp include the product of hrp
and hapg, it is quite challenging to obtain the probability
density functions (PDF) of hagp [20]]. The random variables
yp(),l € {1,..., L}, hgp and hag, are ii.d., whilst T'(yp)
and happ are the sum of ii.d. random variables, which
motivates us to characterize the statistical properties of the
RSS by using the central limit theorem (CLT).

Proposition 1. Under hypothesis Ho, for a large L, N, the
PDF of T(yp) can be approximated by a Gaussian distribu-
tion with mean Lo = 27]:[:1 aZei?ng? po p + 0% + 02, and
variance

1
ol = 7 <2aﬁ + 20 — ug). (7)
Proof: The proof is given in Appendix [A] [ ]
Following a similar procedure, for a large L, we can
derive that the PDF of T'(yp) under hypothesis #; follows
a Gaussian distribution with mean ; = 0% + 02 and variance

. Based on the PDFs of T'(yp) under

hypothesis H( and #;, respectively, the PDF of AT (yg) in
(@) can be given in the following proposition.

o? = i(Qa‘é—s—Qa‘L—u%)

Proposition 2. Under hypothesis Hy, the PDF of the test
statistic AT (yp) follows a Gaussian distribution with mean
uao = 0 and variance

2
UQAO =7 (20§ +20* — ug).

On the other hand, under hypothesis Hi, the PDF of the test
statistic AT (yp) follows a Gaussian distribution with mean
Hatl = 211:[:1 aZelno? Lo g + 0% — 0% and variance

1
o, = L(2o% + 20 + 4o? —yg —/ﬁ).

(®)

€))

Proof: From (@), the statistical expectation of AT (yg)
can be written as

E[AT (yp)] = E[T(y5")] - E[T(y5)], (10)
and the variance of AT (yp) can be written as
E[(AT(y5) — E[AT(y5)])]
=E[(T(y5")*] - E[T(y5"))* + E(T(y5))*] - EIT(y5)]?
=D[T(y5")] + D[T(y5)].
(11)
By substituting p9, 02, p11 and o7 into (T0) and (TT), we can
complete the proof. [ ]

Remark. Regarding the PDF of AT (yg) for RIS-assisted
SEI, we obtain the following interesting insights: 1) First and
foremost, the long-standing assumption that the transceiver
should be located at different spatial locations can be relaxed.
Specifically, from the PDFs of AT(yp) under hypothesis
Hi, it can be seen that the mean pay is bigger than that
without RIS. Intuitively, it shows that the PDF of AT (yp)
under hypothesis Hi1 moves horizontally to the right side,
compared with no RIS assistance. This phenomenon implies
that the RSS statistical distance between the hypothesis H,
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and the hypothesis Hi is enlarged by the assistance of RIS.
2) Obviously, we can find that the amplitude coefficient .,
and the phase-shift 0,, can be configured to maximize the RSS
statistical distance. In other words, the cascaded channel of
the RIS can introduce a maximum equivalent channel gain
No%poip + 02 with the amplitude coefficient o, = 1
and the coherent phase-shift. Furthermore, we see that the
size of the RIS can be optimized to approach an optimal
performance. However, the RIS may also increase the variance
of the equivalent channel which is destructive to SEI, thus,
there is a fundamental trade-off behind the optimization of
the RIS structure.

B. Metrics

We present the metrics for evaluating the performance of
the proposed RIS-assisted SEI system, which includes the
probability of detection, and the probability of false alarm. The
probability of detection can be defined as the percentage of
attack attempts that are determined to be under attack. Under
hypothesis #;, the probability of detection is expressed as

+oo
P; = / pa1(s)ds = Pr(AT(yp) > €|H1). (12)

Based on Proposition 2, the probability of detection can be

further written as
€ — UA1
Py G?(:),
OA1

where Q(-) is the complementary distribution function of the
standard Gaussian function, i.e., Q(s) = \/% f;roo efédt.
Similarly, the probability of false alarm corresponds to the
probability of declaring a false positive under hypothesis #,

which is defined as

13)

+oo
Pr= [ paols)ds = Pr(AT(ym) > o). (19

For a target probability of false alarm, i.e., 0.1, the detection
threshold can be determined by ¢ = Q1 (Pf)oao+ tao. Fur-
thermore, to detect a spoofing attack as accurately as possible,
we derive the optimal detection threshold in Proposition 3.

Proposition 3. The optimal detection threshold of the RIS-
assisted SEI system by using RSS, that minimizes the proba-
bility of erroneous detection, is given by

e =

oAokal + \/U2AOJ2Al:LL2A1 + 2030041 (030 — 02;) In Zi?
JQAO - U2A1 -
(15)
Proof: See Appendix [ |

IV. EXPERIMENTAL RESULTS
A. Experimental Setup

A RIS-assisted SEI prototype platform is developed to
collect RSS data from different transmitters. As shown in
Fig.[1] the developed prototype platform consists of the high-
performance notebook HOST PCs for signal processing, the

software radio platform USRP-RIO with the synchronous
clock node WR LEN and the clock distributor WR switch to
transmit and receive wireless signals, and a RIS for assisting
the SEI. We conduct two experiments to verify the feasibility
and the performance:

Fig. 1. The schematic diagram of the developed RIS-assisted SEI platform.

o Experiment 1: Alice and Eve are placed at different
locations, where Bob is 2 m away from Alice and
Eve is 4 m away from Alice. We use “with RIS” and
“without RIS” to represent the states “ON” and “OFF”,
respectively. The goal of this experiment is to verify the
constructive role of RIS in SEI.

o Experiment 2: Alice and Eve at the same position,
where Eve takes Alice’s place when Alice leaves, and
the distance is 2 m away from Bob. The purpose of this
experiment is to validate the effectiveness of RIS on solv-
ing the long-standing SEI problem that the transmitters
must be located at different spatial locations.

B. Performance Analysis

Figure 2] illustrates the various statistical distributions of
different transmitters when the distance is set based on Exper-
iment 1. We can find that the statistics of RSS and the RSS
distance can be well approximated by Gaussian distributions.
Figure [2] (a) shows that the overlap of the RSS distribution
decreases with the assistance of RIS. This means that the
channel fingerprints of Alice and Eve have greater individual
feature than that without RIS. The deployment of RIS adds
natural endogenous properties to the wireless propagation
environments. Here, the added endogenous properties are
reflected in the mean and variance of the RSS distribution.
In other words, for a given thermal noise, we observe that
the increased signal-to-noise-rate (SNR) of the legitimate user
can improve the SEI performance. From Fig. [2] (b), we
observe that the PDF of AT in hypothesis Hg follows a
zero mean Gaussian distribution and the variance with RIS
is higher that without RIS. Obviously, when Alice switches
on RIS during the SEI, we see that the PDF overlap of AT
between hypothesis H and hypothesis /1 becomes smaller.
The overall error probability of declaring that a test statistic
belongs to hypothesis H and hypothesis H; is reduced. That
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Fig. 2. The various statistical distributions of different transmission sources.

is, the probability of detection increases and the probability of
false alarm decreases with the assistance of RIS. These results
also corroborate the validity of the theoretical analysis.

P=0.1, P =0.77,

P=0.1,P,=0942
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Fig. 3. The ROC curves of the proposed RIS-assisted SEI system and the
traditional SEI system with different locations of Eve.

As shown in Fig. 3] we plot the receiver operating character-
istic (ROC) curves to evaluate the proposed RIS-assisted SEI
system. From Fig. 3] (a), we can find that when the distance
between Eve and Bob is 4 m and the target probability of false
alarm is Py = 0.1, the probability of detection is Py = 0.942
without RIS, whilst the probability of detection is P; = 0.977
with RIS. This observation indicates that the probability of
detection yields a 3.5% improvement. It is noted that there is
a significant improvement when the scale of access devices
is large. The worse the channel quality of Eve, the more
significant the SEI performance gain brought by the RIS. It is
interesting to check the extreme scenario, where the channel
quality of Eve is as good as Alice’s, implying that Alice

and Eve are at the same location. In this case, we utilize
the traditional channel fingerprints based SEI as a benchmark
and analyze the performance of the proposed RIS-assisted SEI
system, which is shown in Fig. 3] (b). The traditional channel
fingerprints based SEI cannot detect the spoofing, which is
located at the same position of the legitimate user; thus, the
probability of detection is only Py = 0.01 with Py = 0.1.
Interestingly, with the assistance of the RIS, the probability
of detection approaches P; = 0.77. Compared to without
RIS, there is a significant increase of 76% of the detection
probability with RIS.

V. CONCLUSION

In this paper, we have proposed a new RIS-assisted SEI
system, in which the legitimate transmitter can customize the
channel fingerprints during SEI by controlling the ON-OFF
state of the RIS. We have theoretically analyzed the feasi-
bility of the proposed system followed by proof-of-concept
experiments. On this basis, we have given some interesting
insights to guide the future design of the RIS-assisted SEI. The
experiments show that there is 3.5% performance improvement
when the transmission sources are at different locations and a
significant 76% performance improvement when the transmis-
sion sources are at the same location. Most importantly, the
long-standing problem for channel fingerprints based SEI can
be solved by using the proposed RIS-assisted SEI system.

APPENDIX A
PROOF OF PROPOSITION 1

By invoking the CLT, when L is large enough, the mean of
T(yp) is equal to the sample mean, which is given by

N
o = E[T(yp)] = Z a2ei?n g2 L oi g + o4+ 0% (16)
n=1

Then, the variance of T'(yp) is calculated as follows

gamKigywaﬂuQT
= %IE KmARB(z)F +12() + harp(1)z*(1)

2
s 20 = ) | (1)
On the other hand, when N is very large, it can be shown
that the cascaded channel of the RIS can be approximated
as a complex Gaussian random variable [20]. Given that
harp(l) and z(l) are ii.d. and circularly symmetric, i.e.,

N 200 52 o o
Re{harp} ~ N[0, Za=t age’” 5 RE%ART74 ) we can get
E{(hars(1))?] = 0 and E[(z(1))?] = 0 [21]. By substituting
Ellhars()|* = 20} and E[|z())|* = 20* into (I7), the
variance of T'(yp) can be derived as (7)), and then, the proof
is completed.
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APPENDIX B
PROOF OF PROPOSITION 3

The probability of erroneously detecting the AT (y5) under
Ho as AT (yp) under H,, is equal to the probability of false
alarm Py, and we define it as eag. Similarly, the probability
of erroneously detecting AT (yp) under H; as AT (yp) under
Ho, is equal to the probability of miss detection P,,, = 1— Py,
and we define it as a1. With (12)), (T4), the overall probability
of detection error is given by

e(e) =eao +ea1

—+00 “+o0o
=1 —/ pa1(s)ds —|—/ pao(s)ds

1 € — UA1 € — HAO
=1 Q< oAl )+Q( oA0 )

By differentiating (€) with respect to € and equating the result

to 0, we obtain
_ 2 _ 2
exp <_ (6/~‘A0)> _IA0 <_ (GQ‘QM)) (19)
OA1

5 = ——ex
204 OA1

From (8), (©), we can find that 03, > 0%, holds, and then,
we derive that

(18)

OA0
In —
OA1

wzoazluzl 2039031 (030 — 03 11 220 5 0. (20)

After some algebraic manipulations, we obtain the optimal
detection threshold ¢* in (T3) and complete the proof.

REFERENCES

[1] H. Sedjelmaci and N. Ansari, “Zero trust architecture empowered attack
detection framework to secure 6G edge computing,” IEEE Network, pp.
1-13, 2023.

[2] Y. Liu, H. H. Chen, and L. Wang, “Physical layer security for next
generation wireless networks: Theories, technologies, and challenges,”
IEEE Commun. Surveys Tuts., vol. 19, no. 1, pp. 347-376, Jan. 2017.

[3] L. Xiao, L. Greenstein, N. Mandayam, and W. Trappe, “A physical-layer
technique to enhance authentication for mobile terminals,” in Proc. IEEE
ICC, May 2008, pp. 1520-1524.

[4] Y. Chen, J. Yang, W. Trappe, and R. P. Martin, “Detecting and localizing
identity-based attacks in wireless and sensor networks,” IEEE Trans.
Veh. Technol., vol. 59, no. 5, pp. 2418-2434, May 2010.

[5] N. Gao et al, “Robust collaborative spectrum sensing using PHY-layer
fingerprints in mobile cognitive radio networks,” IEEE Commun. Lett.,
vol. 21, no. 5, pp. 1063-1066, May 2017.

[6] L. Xiao, X. Wan, and Z. Han, “PHY-layer authentication with multiple
landmarks with reduced overhead,” IEEE Trans. Wireless Commun.,
vol. 17, no. 3, pp. 1676-1687, Mar. 2018.

[7]1 H. Fang, X. Wang, and L. Hanzo, “Learning-aided physical layer
authentication as an intelligent process,” IEEE Trans. Commun., vol. 67,
no. 3, pp. 2260-2273, Mar. 2019.

[8] S. Xia et al, “Multiple correlated attributes based physical layer authen-
tication in wireless networks,” IEEE Trans. Veh. Technol., vol. 70, no. 2,
pp. 1673-1687, Feb. 2021.

[9] N. Gao, Q. Huang, C. Li, S. Jin, and M. Matthaiou, “EsaNet: Environ-

ment semantics enabled physical layer authentication,” arXiv preprint

arXiv:2307.08946, 2023.

N. Gao, Q. Ni, D. Feng, X. Jing, and Y. Cao, “Physical layer authen-

tication under intelligent spoofing in wireless sensor networks,” Signal

Process., vol. 166, no. 1, pp. 1-13, Jan. 2020.

N. Wang, T. Jiang, S. Lv, and L. Xiao, “Physical-layer authentication

based on extreme learning machine,” IEEE Commun. Lett., vol. 21, no. 7,

pp. 1557-1560, Jul. 2017.

Y. Liu et al, “Reconfigurable intelligent surfaces: Principles and oppor-

tunities,” IEEE Commun. Surveys Tuts., vol. 23, no. 3, pp. 1546-1577,

Mar. 2021.

[10]

[11]

(12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

Y. Han, W. Tang, S. Jin, C.-K. Wen, and X. Ma, “Large intelli-
gent surface-assisted wireless communication exploiting statistical CSI,”
IEEE Trans. Veh. Technol., vol. 68, no. 8, pp. 8238-8242, Aug. 2019.

N. Gao, S. Jin, X. Li, and M. Matthaiou, “Aerial RIS-assisted high alti-
tude platform communications,” IEEE Wireless Commun. Lett., vol. 10,
no. 10, pp. 2096-2100, Oct. 2021.

Q. Wu, S. Zhang, B. Zheng, C. You, and R. Zhang, “Intelligent
reflecting surface-aided wireless communications: A tutorial,” [EEE
Trans. Commun., vol. 69, no. 5, pp. 3313-3351, May 2021.

H. Yang et al, “Deep reinforcement learning-based intelligent reflecting
surface for secure wireless communications,” IEEE Trans. Wireless
Commun., vol. 20, no. 1, pp. 375-388, Jan. 2021.

N. Gao, Y. Han, N. Li, S. Jin, and M. Matthaiou, “When physical layer
key generation meets RIS: Opportunities, challenges, and road ahead,”
arXiv preprint arXiv:2210.02337, 2022.

X. Hu, L. Jin, K. Huang, X. Sun, Y. Zhou, and J. Qu, “Intelligent
reflecting surface-assisted secret key generation with discrete phase
shifts in static environment,” IEEE Wireless Commun. Lett., vol. 10,
no. 9, pp. 1867-1870, Sep. 2021.

G. Li et al, “On maximizing the sum secret key rate for reconfigurable
intelligent surface-assisted multiuser systems,” IEEE Trans. Inf. Foren-
sics Security, vol. 17, pp. 211-225, 2022.

Z. Ding, R. Schober, and H. V. Poor, “On the impact of phase shifting
designs on IRS-NOMA,” IEEE Wireless Commun. Lett., vol. 9, no. 10,
pp. 1596-1600, Sep. 2020.

Y. C. Liang, G. Pan, and Z. D. Bai, “Asymptotic performance of MMSE
receivers for large systems using random matrix theory,” IEEE Trans.
Inform. Theory, vol. 53, no. 11, pp. 4173—4190, Nov. 2007.



	Introduction
	Motivation and Contributions
	Notations

	system model and problem formulation
	Channel Model
	Spoofing Detection Formulation

	Theoretical Analysis of Spoofing Detection
	Test Statistics for Spoofing Detection
	Metrics

	Experimental Results
	Experimental Setup
	Performance Analysis

	Conclusion
	Appendix A: Proof of Proposition 1
	Appendix B: Proof of Proposition 3
	References

