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ATTACKS ON COMPUTERS:
CONGRESSIONAL HEARINGS AND PENDING LEGISLATION

by
David Baliey

Los Alamos National Laboraton,
Los Alamos, New Max.co 87545

ABSTRACT

During the First Session of the 98th Congress, several days
of hearings were held on the activities of computer
enthusiastz including the Milwaukes 414s and others. The
First Session also saw the Introduction in the House of six
biils dealing with various aspects of computer crime. A
summary o1 those hearings, along with a summary of the
panding computer crime bilis, will be presented.

INTRODUCTION

During the summear of 1983 it was revealed tnar 8
number of youths from Miiwaukes had gained accass to com-
puters in various parts of tne country using tne carabilities of
Telenet, a nationwide digital communications network The
avent quickly became the summe  meda event I was
reported in virtually every newsparer and teiev§ion news pro-
gram In the country Int@rvigws were conducted on national
¢olevisicn programs. anc Johnn. Carson inciuded the incidents
n his monolog

But wh- _r: ahy harpened” HOow aserious was the prob-
lem? Who was doig this. ar.d how good ware the,” Wnat are
the real vulneraL: .68, ANy what can be done abcut tnem™ Ir
Septamber, Octopar ard Novampar. *ne Congress heid hear-
ngs to fingd out iNig parer is a repon on t -0se hearngs and
& descriptian of proposed —omputer cr.me legisiation tnat nas
been Introduced in the O8tn Congress

THE HEARINGS

Fact-finding nhearings were held in the House of
Representatives by the Committge un Science and
Technology's Sub-omm' tee on Tranaportation. Aviation. and
Materiaia, Chaired by Representativa Dan Gickman of Kangas
Represeniative Giiokman held thrpe days Of hearings in Sep-
tember and October These were folowed by two days of
hearings by the U § Genate's Subc »mmittes on Ovarsight of
GQovemment Management :haired by Senator wiliar Cohen of
Maing The ca‘es of these hagrings anc the witnesses are
shown in Appendix |

In his cpemng statement on the firat Jay of hearinge
Representative Glickman cited the pervasivenass of (Omy- (-
ors in modern society ano the lack of awargne=s of ne ways
in which computera can ba improparly used In aiting the rea-
sons for the hearings. he s+ 1d,

“AS we ehall isam today. there is an entire underground
oufture of people known as oomputor hackers who
gontinuously ty to defeat the security mesaures pru-

gramrned Into modern computers. Beyond this, computer
systems wre vulnerable to a variety of intentional ang
unintentional actions that can result in arrors, Intarrup-
xion of service, or unauthorized access to and manipula-
tion of confidential mnformation

To gain a better understanding of these thraats and vul-
nerabliities, the Subcommittee is tocay oeginning an in-
depth seriss of hearings that we nope will not onfy lazd
to such an undarstanding but also wil! identify steps
that need to be taken to prevent abuse of the rap:diy
growing technology.

Except as specifically ched. the quotations In this paper are
ahen from the prepweJ statements of wilnesses at the hea:-
ings. Thess statements & e incluCed In the hearing (ranscripts
ave//able from the cominiliees !nvoiveC. The hearing lran-
goripts were nat avel/ably & the time of writing.

8enator Cohen's press release announcing haarings of
his subcommittee asse'ted that sophist.cated criminais, rather
than hackars, ere the real problem

“The frequency of computar crime. which the FBI has
named as the fantest growing form of arceny In the
United Otates, @ growing much faster tnan tne
government's efforts to thwart the problem We are not
just daallvg with clever kids who are hav'ng fun witn
their home computers, we are faced with g sophisticated
form of crime and misuse ..'«0h can cause 108888 In the
bilvons of doilars each year.

The first cay of hearin,s was a circus The firgt two
witnesses were Neal Patrick, one of the Milwaukee 4143 anc
Jm MoClary, Division Leader of the Operational Security an.
Safeguards Division at Los Alamos As a potential confronta-
tion between viotm and attacxer 't provided a great dea! of
drama. and Rt was truly a meda event Approximate, 20
teievision camyras fiimed the procead.ngs. and the clicking cf
the atil cameras was oocCasionally 80 'oud that the spaakars
aould not be heard. During subsegquent hearings the drama
subeided encrmously anc by the end of tre Senate hearings
the proceedings had becoma routing

The nearings reveated that cumputer grime 18 a vary
compiex lssue; one that we do not yst understand very wel!
They showed that there is lttle agreament about what com-
putar arime is and virtually no meaningful aformation about
how much of it there 8 There 18 aleo INtie agreemant about
what should be done.

Nthough the attacks by hackers provided the impetus
for tha haarings, fittie time was aatuslly devuled to the prob-
loma they can oceuse. HOwever, one subjuct that arose
sovers timey was the more! and sthical question of whather



the acts of the 414s (and others fike them) were wrong (it is
fairly clear that these acts are not llilegal). Victims are In
agreement that this kind of activity is wrong, but others,
Including some members of congress, are not so sure.

The hearings did publicize the potential security and
privacy problems inherent in the use of computers. Howsvor,
the tsstimony of the witnesses did not iluminate the threats
to and vulnerablities of computer systems very well, as
Representative Glickman had hoped, nor did they support
Senator Cohen's statement. The nearings shcwed that we do
not have an accepted notion of what computer crime is. Thus,
we do not have a clear idea of how much computer crime there
is.

The discussion that follows will select & few of the
major themes from the hearings rather than trying to report
esverything in chronologica! order.

THE NATURE AND EXTENT OF THE PROBLEM

Definitions

Most of the witnasses d.d nut explicitly say what they
meant by computer crime or computer-related crime. How-
ever, they all had at least an implicit idea of what they meant,
and lack of a definition did not seem to prev.nt anyone from
discussing how much of it there is. in fact there are several
proposed detinitions which would !aad to widely varying esti-
mates of the number of such crimes. For exampte, Donn
Parker, a Senior Management Systems Conaultant at SRi Inter-
nationa;, offered a frequently heard definltion.

"Computer crime is .. any crime in which the criminal
required special knowledge of computers or data com-
municatiors for its perpetration.”

This dafinition does not require that the coi .puter actually be
used in the crima. It would, however, Include fraudulent
Income tax returns prepared to avoid computerized IRS audit
imits known to the preparer.

Susan Nycum, an expert on computer law and a partner
in the national law firm of Gaston, Snow and Ely Bartiett,
wants to broadan this even further to allow for apecial
knowledge by anyone.

"... computer crime |s defined as any lliegal act where a
uspacial knowledge of computer technology Is essential
for its perpetration, investigation, or prosecutior..”

Ms. Nycum's definition would count as a computer crime an
act in which the perpetrator did not use a computer or even
know anything ahout one simply because the police or the
prosecutor had to know something sbout computers. Thia
would seem to be too broad a definition.

John Keeney of the Department of Justice inciuded the
Ritkin case in his st of computer crimes. Staniey Rifkin, who
ls acknowiedged to be a computer expert, transferred $10.3
million to his own acoount using knowiedge about the bank's
wire transfer procedures, an suthorization oode that was
tacked to a bullatin board, and & telephons. This implicit
definition is very broad. It would appear to make speeding &
computer crime if the car was driven by a programmer,

All three of these definitions, broad or narrow, beg the
question by de’ining computer crime In terms of acts that are
already Negal for some other reasun. Pending legislation, for
exampie H.R.1002, The Federal Computer Crimes Act of 1883,
being considered in the House of Repressntativus, tries to
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create a more basic definition, but it runs into other problems
in HR.1082, fines or imprisonment are imposed for

‘whoever uses, Or attempts to use, a computer with
intent to execute a scheme or artifice to defraud, or to
obtain property by false or fraudulent pretenses,
representations, or promises, or to embezle, steal, or
knowingly convert to his use or the use of another ..."

This definition i3 at lsast not circular, but it still has
some difficulties, particularly with the definitions of computer
and use. A computer, according to H.R. 1002

‘means an electronic, magnetic, optica!, hydraulic,
organic, or other high-spsed data processing device or
system performing logical arithmetic, or storage func-
tions, and includea any property, data storage facility, or
communications facllity directly rslated to or operatiny in
conjunction with such device or system; but does not
include an automated typewriter or typesetter, a port-
able hand-held calculator, or any computer designed and
manufactured for, and which is used exzlusively for rou-
tine personal, family, or household purposes and which is
not useo to access, to communicate with, or to manipu-
late any other computer.”

Among other anomalies, this definition leaves us with the odd
situation of an electronic device thai heretofore has been
used exciusively for games and the family budget ‘and is,
therafore, nct & computer), which is now used to commit a
crime. Suppose, for example, ! calculate tables and print
sales lterature showing how much money you will make by
inveating in my phony land sales scheme. ! have not
attempt.»d & computer crime because the device | ussd is (or
was) not a computer. We Wil encouitter worse problems if we
aliow the device to be magically transformed into a computer
tha moment It Is used in a crime.

The description of the acts covered n HR1082 did
nnt appear to be circular, but once we Include the definition of
a computer, we see that It is. We are back in tt.e situation of
detemining that some event was a computer crims aftar we
airendy knew that it was a crime for p~me other reason.

More important Is the question of whethe: we want
events like the one in the land saies axample to be computer
crimes. | think not. It was simply a fraud in which th= com-
puter was involved In a non-sssential way. !t Iz beyond the
scope 1 this psper to offer a complete new definition of com-
puter crime. huwevar, | suggest that it should cover acts in
which the computer |s essential -- acts which could not have
been committed without the use of a computer. And, the
perpetrator of tha crima should be the one who used the com-
puter, not someune eise.

The definition of tha woel use also Causes some prob-
fems. In HK.1002, to use a DOMPUter means

"to Inatruct, communicate with, atore data in, or retrieve
data from, or otherwise utillze the logical, arithn etic, or
memory functions of a computer, or, with fraudulent or
malicious intent, tc cause another to put false Informa-
tion Into a compute”.”

Thie makes practically svery weltare fraud a computer crime.
They &' depsnd on convincing zome welfare representative
that you are entitied to benefits when you aren't, and the
informatkn you provide is aiv'ays sntered intc a ocomputer,
Theas frauds should not be clasend as computar crimes.



Az a final example of the difficulties involved in trying
to pin down what is meant by the terms computer and com-
puter crime, | include some definitions from the Colorado com-
puter crime blll. Colorado has simpler definitions which avoid
the problem with the word use but are not much more success-
ful with computer.

'To use means to instruct, communicate with, store data
in, retrieve data from, or otherwise make use of any
resources of a computer, computer system, or computer
network.

Computer means an el tronic device which performs
logical, arithmetic, or memory functions by the menipuia-
tions of atectronic or magnetic impulses, and includes alt
input, output, processing, storage, software, or communi-
cation faclities which are connected or related to such
a device in a system or network."

This definition of a computer is at first plaasing because It is
80 much simplur than the federal definitions, but it includes {00
much. 1t not only includes hand-held caiculators but also such
twnocuous devices as digital watches, fuel injection _ystems,
blenders, and elevators. [t, too, is too broad a definition.

The acts proscribed by the Colorado law Include not
only the use of a computer In a fraud, but also cover the
activities of the 4148 with the statement that:

“Any person who knowingly and without authorization
uses, alters, damages, or destroys any computer, com-
puter system, or computer network ... or any computer
softwara, program, documentation, or data contained in
such computer ... commits computer crime.”

This has the nght elements, but it allows too many extransous
ssents to be included. For example, bombing a computer
center la included. It also includes intentional destruction of
my digital watch, stapping on my calculator, and torching my
new automoblie.

We can now begin to ses some of the elements of a
computer crime definition. It should include that the computer
was uaad In an essential way to commit the act and that It
was used of the act. And, the acts pros-
cribed should include the kind of electronic traspassing prac-
ticed by the 414s and others like them.

The dufinition of a computer must not be so broad that
It includes caiculators, human brains, and electronic devices
embedded in other products guch as blenders and automobiies.
But, It ghould not restrict things so as to allow a particular
device to wander in and out of computerhood depending on
how it was last used.

Mow Much Computer Crime is There?

Many of the experts testifying provided information
about the axtant of computer crime. But, since sveryone had
a different definition of what computer crime ls, the Indica-
tions of the amount of it varied widely. For exemple, E. J.
Crisouofi, Executive Vice President, American Society for
industria; Security sald:

"Computer-related crimes and .buses are a serious and
growing problem. According to the Chamber of Commerce
of the United States, criminaia, armud with computer
technology, defraud he public out o more than $100
million annually. The computer crimina! poses a growing
threat to both business and government."

Donn Parker diin't ssy how much there is, but did oonhjecture
that:
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“there is an escalation of all kinds of business and white
coilar crime, not only computer crime, caused by the
increasing use and dependence on computers ard data
communications. By escalation | mean that the fre-
quency of crimes i3 diminishing while the size of each
foss is Increasing.”

On the other hand, Robert Courtney, an independent consul-
tant in data processing systems management said:

"I have no reason whatever to believe that there has
been a significant increase in white collar crime as a
consequence of the introduction of ecnmputers into our
recordkeeping processes.”

People often cite unverified statistics on the extent of
computer-related crime. However, as Susan Nycum pointed
out, "no onu knows the axtent of computer crime and abuse.”
Testimony by FBI Deputy Assistant Director Floyd Clarke indi-
caten three reasons for this.

‘The first of these issues is that a cchputer is an
Instrumentality of some other form of traditiona! crime,
for instance theft or larceny. It is much like a gun, a
knite, or a forger's psn. The second issue is .. that
there does not exist ... one generally recognized and
accepted definition as to what computer related crime
is. Therefore, wa do not hava an objective standard to
measure the trends of computer related crime. Lastly, in
view of the FBi's current structura of management by
program, rather than by cese, thera is no method ir. place
now to observe the statisticel dimensions of computer
related crime."

Although no one really knows how much comnutar crima there
is, one speaker was willing to place an upper bound on the
amount of computer crime. Robert Courtney:

"There Is no possibliity that the damage resulting from
criminal conduct involving computer-based systems will
ever be abie to even approximate the losses to mis-
takes."

Who Commits Compuier Crime?

There was greater agresment on the sources of com-
puter crime than on the amount of it. Many of tha witnesses
feit that outsiders, particularly the casua! outsiders who pro-
vokod the hearings ir: the first place, are not the problem. The
biggest problem to be faced comes trom the psople authorized
to use the system, and the cure is not more technology, It is
proper use of the controls that are aready available. For
axample, Willis Ware of the Rand Corporation:

"in the commercial sector, the technicai threat i3 at
present minimal. The big threat is people within the sys-
tame thamseives. ... We nead only the corporate will to
address the problem, and the ocorporate commitment to
put the issue on the samse leve! of concern as protecting
other valuable resources. By implication, we also need
the oorporate commitment to spend the modest sums
neaded.”

Mr. Courtney agreed. in his view It is not even the cophist!-
cated insiders who are the greatest source of problams.

"There is a ... misconception about ... the peopie who do
ongage In computer-related orime. The vast majority of
those ocmmitting these crines are non-technical, clerical
and administrative, and operationa! people who simply
abuse the limited system capablitiss made avallable to
them. . The peopie who steal from accounts recelvable
are not In payroll, they ai# in acoounta recelvable.”



The FBI's experience according to Mr. Clarke, also shows that
insiders rather than outsiders are the sources of computer
crime.

"... it appears from our experience that this Is more of a
human problem than a techinological one. In most
instances where we have been involved in an investiga-
tion of compiter related crime the crime was per-
petrated by scmeone who had access to the computer
and authorization to use t.”

Richard Kusserow, Inspector aeneral of the Department
of Health and Human Services, discussed the rasult of a
recent study of “Computer-Related Fraud and Abuse in
Govamment Agenciss' which he conducted ‘or the President's
Councll cn Integrity and Etficiency. He wes charged by the
Council to provide it with a perspactive on the nature and
scope of computer-related fraud and abuse in govemment
agencles. Specifically, they wanted to Fnow whether
computer-related fraud and abuse are a problom in the
government, and, If 30, what its characteristic> are. For the
purposes of the study the fullowing definitions were used.

“"Computer-rsiated freud involved an llegal, intentional
act designed to ceceive or miscepraseni in order to
obtain something of value. The computer must have
besn used to perpetrate or cover-up the act.

Computer-reiated  abuse  Involved the  misuse,
destruction, alteration, or disruption of data processing
resources. Although the abuse Is intentional and
improper, it does not nacassarily Imply violation of a
specific law or the presence of misrepresentation.”

The overriding finding of the study Is that "we still do
not know the scope of computer-related fraud and abuse in
govemment.” However, of the 172 cases considerad, 88 fraud
cases and 103 abuse cases, Mr. Kusserow reports that

"Wost of the perpetrawors of elther frauu ur abuse were
non-supervisory, federa! employees. Four out of five of
the fraud perpetrators earned $20,000/yesr or less,
while nalf of the abuse perpetrators earned over
820,000 /year. Most of the traud perpetraiors (82%)
waere funciional users of the computer systams, while an
almost equal parcentage (59%) of the abuse perpatra-
tors were data orocessing personnel.”

Mr. Kusserow would seem to be saying that experiences
within government are about the same as the experierces 'n
the private nector.

The nther reprasentatives of the governmant do not
see computer security in technological terms olther. Better
tectinclogy wae aimost never mentioned as a solution to the
problems of computar-related crime and abuse. in fact, the
govarnment witnesses aimo. all stressed thst computer
security is a mar. agement proble...

Thase statements run counter to the Information we
usually gat. We sre often told, aven in govemment regula-
tions, that technicai personnal, sspecially system program-
mers, are & biy threat. Mr. Coutney, at teust doss n * believe
this.

“Tha technically comgetent personnel do often have
capability for doing grest harm, but they vevy rarely do.
... Of asveral hundrad casey involving dichonast ampioy-
@es with which | ar. intimately familiar, only seven ware
committad by technical personnel. Of these several hun-
drad cases, | do not know of A single one which did not
90 to pronecution for want of approgpriate leylslation.”
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The dissenting voice In this otherwise widespread
agresment about the sources of computer crime comes from
Mr. Criscuoli, who sees a growing conspiracy.

'"The picture of the lone computer thief, armed with the
knowiedge of modern science and motivated by the
chalienge of besting the system, Ia devoid of reality.
The lone thiet poses only a socondary threat to our com-
puter systems. The real and serious threat comes from
the professional criminal. ... Studies of computer-related
crime Indicate that [the] professional criminal has
demonstrated an uncanny ability to identify weaknesses
in the system and thorefore circumvent security meas-
wres. A well-organized conspiracy by professional com-
puter criminals can pose a serious threat to an
organizetion's computer syatem. .. Organized crime also
causes serious concem. ... Another thieat to computers
(often overiooked) is terrorism.”

The Hackars

Thies hackers tastitied during the hearings. The first
witness was Neal! Patrick, a seventeen ysar old senor o’
Rufus King High School in Milwaukee. He was foliowed by
Geoffrey Goodfeliow who now works at SR! Intemational. The
opening of the Senate hearings included Susan Headley, also
known as Susan Thunder, from California.

Two interesting points emerged: the ethical question of
the propristy of using other peopie's computers, and tha
question of intent to defraud. Most hackers do not believe
that there is anything wrong with benign exploration of a com-
puter system, whather they are authorized to use it or not.
For example, Neal Patrick was asked when he was first aware
that he had done something wrong. His answer was, "whaen
the FBI showerd up at my door."

When Susan Headley was questionsd by Senator
Cohen about tha activities of the group she participated in,
sha st ted that they had access to credit information, that
they hat changed credit ratings, and that they had shut down
portions of the telephone system. Askad whethar she ever
thought any of this might be iliagal, she responded that the
group wasn't after material jain and that the question had
never been raised.

Geoffrey Goodfeliow, a ‘'reformed” hacker now
employeed at SR! international, exhibits the same basic feel-
ings In his testimony. While he states the he deplures the
unsanctioned entry anc "rummaging’ of computer systems, ho
also places most ¢! the responsibility on the operators of com-
puter aystems. For example,

"..computer eite adminstretors are not  taking
reasonable and prudent meassures to protect their com-
puter nystems from sven tha most cacual methods of
olrcumvention. .. The way | view ‘reasonable and pru-
dent' moasures of protection from the casval penetration
i by drawing a paradigm with the way DoD classified
kiformation is handled.

With respect to the handling and use of clasaified
information, it is the responsibliity of the organization to
which you belong, in conformance with DoD guidelines, to
provide you with rusas and regulations in tive handling of
information. 1t s also the responsibliity of your organiza-
tion to provide you with a safe place (i.e. a vauit) to
stors sa'd Information and to provide adequats safe-
guards (such as r'arm systems, necurity personnel and
pat.ols) to prevent unauthorized access.

The same methodology should be taken to heart

by adminiatrators of computer systems. It's their



rasponsibility to provide reasonable and prudent meas-
ures to prevent unauthorized accuss attempts from
gaining access to the system."

Mr. Goodfellow went on to note that system users also
have a responsibliity to protect sensitive information. He then
stated his belief that we should train our children thet enter-
Ing someona's comguter system unbidden is as bad as enter-
ing somesone's house. The point is that today this is not seen
as unethical.

Young people are not the only ones who are confused
about the ethics of hacking on other people's systems. It
appeears that we are all uncartain. Sieveral witnesses and
members of congress viewed the 414's activitias as being
analogous to joyriding. Others feit that an unprotacted com-
puter is an attractive nuisance. Representative Camey of
New York, during his questioning of Jini McClary, indicated that
he saw no difference between the actions of the 414s and
those of an authorized user who kaaps a football pool on the
computer. These views, which are all somewhat different,
suggest that we have not yet had time to develop aethical
standards in this new arsa. If we cannot agree about which
activities are wrong, It is very hard to see how we will write
sultable legisiation.

The other Interesting point that emerged from the hear-
ings concems malicious Intent. The fede-al statute most
widely usad in the computer crime area is Interstate fraud by
wire. in order to successfully prosecute a case using this law,
the prosecutor must show an intent to defraud. This require-
ment is also present ir most of the proposed legisiation. The
hackers, in explaining what they do, universally c!sim that
they have no malicious intent. They simply want to lesarn, to
find out what computers are out thare and how to get into
them. In many cases, particularly through Telenet access,
they don't even know whose computer they have accessed.
It wili not be easy to convince a Jury that someone who
doesn't know whose computer he is using set out with an
intant to Injure the ownaer of the computer.

Proposed Remedies

Six bills have been introduced In the House of
Rupresentatives to attempt to solve “the computer crime
problem.” They are listed in Appendix Il together with brief
description..

Several of these bills are very simliar in language and
intent. HR 1092, HR.A4259, and H.R.4384 all mod!fy title 18
of the U. S. Code to criminalize acts committed on or with a
computer which are Intended to harm the owner of the com-
puter. These bills do not contain a clause co. ering trespass,
and, 80, would not have helped in prosecuting ects like those
of the 414s. Tha criminal tities of these blils have been dis-
cussed eartier in the section on definitions.

H.R.4384 and H.R.424% also have additional titlea.
Both would establish computer security research grant pro-
grams in the Department of Commaerce, and both would astab-
Hsh an Interagency Coinmittee on Computer Fraud and Abuse.
The committes would be chaired by the Attorney Genera! and
would include the Secretaries of Commerce, Nafense, and
Treasury, the Chairman of the Federal Commurnutions Com-
mission, and the Director of tihe Federal Bureau of Investiga-
tlon. it would act as s cluaringhouss In uomplling statistics on
oo *puter fraud and abuse and information on protective tech-
niques. It woula eiso he responsible for coordination of all
federal computer security ressarch and development, and It
would make recommendations to federal departments and
agencies for Improving the security of tederal computer ays-
tems. This section was opposed by Mr. Kecney (Department
¢f Justice).
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HA.3075 is directad entirely toward small business. It
directs the Administrator of the Small Business Administration
to estabiish a '"Small Business Computer Crime and Security
Task Force'" and a resource center within the Small Business
Administration. The resource center would keep small
businesses informed about the perils of computing, and would
do other things suggested by the task force. The task force
would define the nature and scope of computer crimes commit-~
ted againci small businesses, evaluate the effectivness of
state legisiation and avalabie security equipment, and help
the National Bureau of Standards develop guidelines for com-
piter security 'n small busingsses.

HR.3075 has no criminal section, but it does define
computer crime as

1) any crime committed against s small business con-
cem by means of the use of a computer; and

(1) any crime involving the illegal use of, or tampering
with, a computer owned or utilized by a 2mall business
concemn.

The bl takes what may be the most reasonable way out of
the definition problem by not attempting to define terms like
ocomputer.

HR.3570 is almed primarily at combatting credit card
fraud. However, aimost as an afterthought, it prohibits "use of
a computer with intent to execute . scheme to defraud.” Like
H.R.30786, it includes no definitions of computer or use.

H.R.4301 is by far the simplest of the proposed legisia-
tion. it includes no definitions, but does mesnage to exclude
most calcL’ators and embedded procassors. 1t prvides that:

‘Whoever wilfully uaes a computer ~apable of being pro-
grammed and reprogrammed in the course of norma!
operations, in & manner not autharized by the owner of
that computer, shail, ... in addition to any other punish-
ment provided for the course of conduct ..., be {inad not
more than $100,000 or Imprisoned not more than ten
years, or both. ... the court shall rot auspend the sen-
tence ... or give .. a probationary sentence, nor zhall
the term of imprisonment run concurrently...”

Mr. Kesney stated that the Justice Dapartment prefers the
approach taken in HR.1082, which amends a ditferent portion
of title 18, to the approach taken in this blll,

Several witnesses suggasted the fomation of a
Nationa! Commission similar in nature to the Privacy Protection
Commission creatad by the Privacy Act of 1974, W..lle thia
seems to be a prescription for studying the problem rather
than doing anything about It, it may be the bast course of
action at present. Wa have not achiaved anything lixe a con-
sensu3 about or even whethei there s a probiem, and the pro-
posed lagisiative remedies all sesm to nave sevare defects. A
National Commissior: might be abla to define a problem to be
soived and propoe 9 some lsgislation tn solve I1t.

Prognosis

The first session of the 98th Congress included more
sctivity on computer crime than has previoucly occurred.
However, thia does not mean that legislati.n will result The
Subcommitt:e on Civil and Conatititional Righte of the Commit-
tee on the Judiciary In the House of Hepresentatives heid
hearings on the last day of the ssssion. Thase haarings
covered bills HR.1002, H.R.4384, arvi HR.4305.

The wost inleresting testiinony came from Representa-
tive Gllokman who chaired the previous thres ¢ ays of hearings
In the ouse. His summary of the previour hearings was that



the subject is extremely complex involving questions of
privacy and proper management as well as vulneratliitias in
systems. He urged caution, saying that the Congrass should
not attack the problem p'ecemeal. He stated that Office of
Management and Budget lgadership is ‘terribly weak ', that we
need to take another look at privacy and wiratapping laws,
and advoceted a national commission to study problems of
privacy and system vulnerabliity.

Mr. Glickman did conclude that there is a rea! problem
to be solved: the abuse of information. Nowever he feit that
the current bills merely scratch the surface of the problem ty
concentrating on the instrumentality of the abuse rather than
the abuse itself.

The witnesses from the executive branch were not
particularly supportive of any of the legisiation. For example,
Mr. Keaney from the Department of Justice said that the
govemmeri feels some sense of urgency and has a task force
at Justice which is studying the problem. They believe that
legisiation is neaded and plan to make a recommendation but
they have not yet reached a decision.

The Congress has been considering bills on computer
crime since Senator Abraham HRibicoff introduced his blil,
S$.1786, in 1977 in the B5th Congress. The current H.R.1082
is very similar to Senator Ribicoff's original bill. None of these
biks has received favorabie action in committee, and it does
not seem likely that the 88th Congress will act on any of the
panding legisiatic . Given the lack of support by the execu-
tive branch, and the defects in the lagislative proposals, this
may be the right thing to do. In any case, protection is still
our rasponsibility, and we cannot axpect any new legal tools
soon.

APPEM X |

Hearings on computer crime were held by two commit-
teas of the House of Representatives and une committee of
the Senate during the first session of the §€th Congress. The
hearing dates and witness lists are shown below.

House Commlitee on Science and Tachnology, Subcommittee on
Transportation, Aviation, and Materials

September 26, 1983 Witnessas

© Neal Patrick
Computer Enthusiast
Wiscons'!n

o Jim McCla-y
Diviston Leadar
Operational Securlty and Safeg.ards
Los Alamos National Laboratory

o Donn Parker
Senior Management Systems Consuitant
SRl internationa!

0 Geoftrey Goodfellow
SR! International

o Steve Walker
Trusted !niormation Systems

October 17, 1983 Witnesses
o Joseph Wright
Deputy Direct:
Office of Management and Budget
o Warren Read
Diect ¢
Intormation Managemant and Technology
Genaral Accounting Oftice
o John Lyons
Acting Director
National Bureau of Standards

Sot?7

Meivile Kiein
Director

Department of Defense Computer Security Centar

Floyd Clarke

Deputy Assistant Director
Federal Bureau of investigation
Richard Shriver

Assistant Secretary
Department of the Treasuty

October 24, 1983 Witnesses

]

Senete Comittee on Gowernmen:al Affairs, Subzommiitee or

Willis Ware

The Rand Corporation

Gen. Jack Hancock

Senior Vice President

Weils Fargo Bank

Julius Cohen

Director of Tachnology
Grumman Aerospace Corporation
Robert Morris

Bell Laboratories

Eimer Clegg

Vice President

Honeywal! information Systems

Oversight of Gove:rnment fMansgement

October 25, 1983 Witnesses

(]

Susan Nycum

Partner

Gu3ton Snow & Ely Bartiett
Susan Headley

Computer Enthusiust
California

Robert Courtney

President

Robert Courtney. Inc.

E. J. Criscuoli

Exacutive Vice President
American Socisty for Industrial Security

October 2€, 1983 Withesses

©

Joseph Wright

Deputy Director

Otfice of Management and Budget
Richard Kusserow

Inspecter General

Department of Health and Human Services
Warren Reed

Director

information Management and Tachnology
Genaeral Accounting Otffice

John Keeney

Deputy Assistant Attorney General
Degartinent of Justice

Ri- hard Shriver

Assistan: Secretary

Department of the Tresasury

John Lyons

Acting Directour

Netional Bureau of Standards

Mouse Commitiee on the Judiciary

November '8, 1883 Witnesses

o
(-4
o
[+

Represertative Dan Glickman
Representative Bilt Nelson
RAeprasentative Dan Mica
Reprusentative Lawrence Coughiin



o John Keeney
Deputy Assistant Attorney General
Department of Justice
o Foyd Clarke
Deputy Assistant Diractor
Federal Bureau of Investigation
o James Falco
Florida State Attorney

APPENDIX 1

Six bllls have been introduced in the 88th Congress
dealing with computer crime. They are briefly described
below. The designation H.R.71092 means the 1082nd blil intro-
duced in the House of Representatives during the current ses-
sion. S.7733 refers similarly to a bill introduced in the Senate.

1. 5.1733 and H.R.1092, the Faederal Computer Systems Pro-
tection Act, introduced by Senator Paul Trible and
representative Bill Nelson. This bill would amand titie 18 o*
the U. S. Code to make a crime the use, for frauduiert or
other illaga: purposes, of any computer owned or operated
by the United States, certain financial institutions, and
entitias affecting interstate commerca.

2. HR.3076, the Small Business Computer Crime Prevention
Act, introduced by Representative Ron Wyden. This biil
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would amend the Smal! Business Act to establish a Smal!
Business Computer Crime and Security Task Force.

. H.R.3570, the Counterfeit Access Device and Computer

Freud Act of 1083, introduced by Representative William
Hughas. This bill would amend title 18 ct the U. S. Code te
provide penaitias for the counterfeiting of access devices
(credit cards) and provide penalities for computer frauds.

. HR. 4250, the Computer Fraud Prevention and Home Com-

puter Promotion Act of 1983, introduced by Representa. ve
Dan Mica. This bili would establish a computer security
research program and an interagency Committae on com-
puter Crime and Abuse, provide criminel penalties for com-
puter abuse, and provide a credit against income tax for
computers purchesed by individuals for educational, protes-
sional, and other nonrecreational purposes in the home.

. H.R.4301, introduced by Representative Lawrence Coughin.

Thris bill would amend title 18 of the U. S. Code to prov.de
penaities for computer related crime.

. HR.4384, thre Computer Fraud Prevention Act of 1983,

imtroduced by Representative Dan Mica. This bill would
establish a computer security research program and an
interagency Committee on Computer Crime and Abuse, and
provide crimina: penaities for computer abuse.



