
This is a Chapter from the Handbook of Applied Cryptography, by A. Menezes, P. van
Oorschot, and S. Vanstone, CRC Press, 1996.
For further information, see www.cacr.math.uwaterloo.ca/hac

CRC Press has granted the following specific permissions for the electronic version of this
book:

Permission is granted to retrieve, print and store a single copy of this chapter for
personal use. This permission does not extend to binding multiple chapters of
the book, photocopying or producing copies for other than personal use of the
person creating the copy, or making electronic copies available for retrieval by
others without prior permission in writing from CRC Press.

Except where over-ridden by the specific permission above, the standard copyright notice
from CRC Press applies to this electronic version:

Neither this book nor any part may be reproduced or transmitted in any form or
by any means, electronic or mechanical, including photocopying, microfilming,
and recording, or by any information storage or retrieval system, without prior
permission in writing from the publisher.

The consent of CRC Press does not extend to copying for general distribution,
for promotion, for creating new works, or for resale. Specific permission must be
obtained in writing from CRC Press for such copying.

c©1997 by CRC Press, Inc.



References

[1] M. ABADI AND R. NEEDHAM, “Prudent en-
gineering practice for cryptographic proto-
cols”, DEC SRC report #125, Digital Equip-
ment Corporation, Palo Alto, CA, 1994.

[2] M. ABADI AND M.R. TUTTLE, “A seman-
tics for a logic of authentication”, Proceed-
ings of the Tenth Annual ACM Symposium
on Principles of Distributed Computing, 201–
216, 1991.

[3] C. ADAMS, “Symmetric cryptographic sys-
tem for data encryption”, U.S. Patent #
5,511,123, 23 Apr 1996.

[4] , “IDUP and SPKM: Developing
public-key-based APIs and mechanisms for
communication security services”, Proceed-
ings of the Internet Society Symposium on Net-
work and Distributed System Security, 128–
135, IEEE Computer Society Press, 1996.

[5] C. ADAMS AND H. MEIJER, “Security-
related comments regarding McEliece’s
public-key cryptosystem”, Advances in
Cryptology–CRYPTO ’87 (LNCS 293), 224–
228, 1988.

[6] , “Security-related comments regard-
ing McEliece’s public-key cryptosystem”,
IEEE Transactions on Information Theory, 35
(1989), 454–455. An earlier version appeared
in [5].

[7] C. ADAMS AND S.E. TAVARES, “Design-
ing S-boxes for ciphers resistant to differen-
tial cryptanalysis”, W. Wolfowicz, editor, Pro-
ceedings of the 3rd Symposium on State and
Progress of Research in Cryptography, Rome,
Italy, 181–190, 1993.

[8] L.M. ADLEMAN, “A subexponential algo-
rithm for the discrete logarithm problem with
applications to cryptography”, Proceedings of
the IEEE 20th Annual Symposium on Founda-
tions of Computer Science, 55–60, 1979.

[9] , “The function field sieve”, Algorith-
mic Number Theory (LNCS 877), 108–121,
1994.

[10] , “Molecular computation of solutions
to combinatorial problems”, Science, 266
(1994), 1021–1024.

[11] L.M. ADLEMAN AND J. DEMARRAIS, “A
subexponential algorithm for discrete loga-
rithms over all finite fields”, Mathematics of
Computation, 61 (1993), 1–15.

[12] L.M. ADLEMAN, J. DEMARRAIS, AND M.-
D. HUANG, “A subexponential algorithm for
discrete logarithms over the rational subgroup
of the Jacobians of large genus hyperelliptic
curves over finite fields”, Algorithmic Number
Theory (LNCS 877), 28–40, 1994.

[13] L.M. ADLEMAN AND M.-D. A. HUANG,
Primality Testing and Abelian Varieties Over
Finite Fields, Springer-Verlag, Berlin, 1992.

[14] L.M. ADLEMAN AND H.W. LENSTRA JR.,
“Finding irreducible polynomials over finite
fields”, Proceedings of the 18th Annual ACM
Symposium on Theory of Computing, 350–
355, 1986.

[15] L.M. ADLEMAN AND K.S. MCCURLEY,
“Open problems in number theoretic com-
plexity, II”, Algorithmic Number Theory
(LNCS 877), 291–322, 1994.

[16] L.M. ADLEMAN, C. POMERANCE, AND

R.S. RUMELY, “On distinguishing prime
numbers from composite numbers”, Annals of
Mathematics, 117 (1983), 173–206.

[17] G.B. AGNEW, “Random sources for crypto-
graphic systems”, Advances in Cryptology–
EUROCRYPT ’87 (LNCS 304), 77–81, 1988.

[18] G.B. AGNEW, R.C. MULLIN, I.M. ONYSZ-
CHUK, AND S.A. VANSTONE, “An imple-
mentation for a fast public-key cryptosystem”,
Journal of Cryptology, 3 (1991), 63–79.

[19] G.B. AGNEW, R.C. MULLIN, AND S.A.
VANSTONE, “Improved digital signature sch-
eme based on discrete exponentiation”, Elec-
tronics Letters, 26 (July 5, 1990), 1024–1025.

[20] S.G. AKL, “On the security of com-
pressed encodings”, Advances in Cryptology–
Proceedings of Crypto 83, 209–230, 1984.

[21] N. ALEXANDRIS, M. BURMESTER, V. CHR-
ISSIKOPOULOS, AND Y. DESMEDT, “A se-
cure key distribution system”, W. Wolfowicz,

703



704 References

editor, Proceedings of the 3rd Symposium on
State and Progress of Research in Cryptogra-
phy, Rome, Italy, 30–34, Feb. 1993.

[22] W. ALEXI, B. CHOR, O. GOLDREICH, AND

C.P. SCHNORR, “RSA/Rabin bits are 1
2 +

1/poly(log n) secure”, Proceedings of the
IEEE 25th Annual Symposium on Founda-
tions of Computer Science, 449–457, 1984.

[23] , “RSA and Rabin functions: Certain
parts are as hard as the whole”, SIAM Journal
on Computing, 17 (1988), 194–209. An ear-
lier version appeared in [22].

[24] W.R. ALFORD, A. GRANVILLE, AND

C. POMERANCE, “There are infinitely many
Carmichael numbers”, Annals of Mathemat-
ics, 140 (1994), 703–722.

[25] H. AMIRAZIZI AND M. HELLMAN, “Time-
memory-processor trade-offs”, IEEE Trans-
actions on Information Theory, 34 (1988),
505–512.

[26] R. ANDERSON, “Practical RSA trapdoor”,
Electronics Letters, 29 (May 27, 1993), 995.

[27] , “The classification of hash functions”,
P.G. Farrell, editor, Codes and Cyphers:
Cryptography and Coding IV, 83–93, Institute
of Mathematics & Its Applications (IMA),
1995.

[28] , “On Fibonacci keystream generators”,
B. Preneel, editor, Fast Software Encryption,
Second International Workshop (LNCS 1008),
346–352, Springer-Verlag, 1995.

[29] , “Searching for the optimum correla-
tion attack”, B. Preneel, editor, Fast Software
Encryption, Second International Workshop
(LNCS 1008), 137–143, Springer-Verlag,
1995.

[30] R. ANDERSON AND E. BIHAM, “Two prac-
tical and provably secure block ciphers:
BEAR and LION”, D. Gollmann, editor,
Fast Software Encryption, Third International
Workshop (LNCS 1039), 113–120, Springer-
Verlag, 1996.

[31] R. ANDERSON AND R. NEEDHAM, “Robust-
ness principles for public key protocols”, Ad-
vances in Cryptology–CRYPTO ’95 (LNCS
963), 236–247, 1995.

[32] N.C. ANKENY, “The least quadratic non
residue”, Annals of Mathematics, 55 (1952),
65–72.

[33] ANSI X3.92, “American National Standard
– Data Encryption Algorithm”, American Na-
tional Standards Institute, 1981.

[34] ANSI X3.106, “American National Standard
for Information Systems – Data Encryption
Algorithm – Modes of Operation”, American
National Standards Institute, 1983.

[35] ANSI X9.8, “American National Standard
for Financial Services – Banking – Personal
Identification Number management and se-
curity. Part 1: PIN protection principles and
techniques; Part 2: Approved algorithms for
PIN encipherment”, ASC X9 Secretariat –
American Bankers Association, 1995.

[36] ANSI X9.9 (REVISED), “American National
Standard – Financial institution message au-
thentication (wholesale)”, ASC X9 Secretariat
– American Bankers Association, 1986 (re-
places X9.9–1982).

[37] ANSI X9.17, “American National Stan-
dard – Financial institution key management
(wholesale)”, ASC X9 Secretariat – American
Bankers Association, 1985.

[38] ANSI X9.19, “American National Standard
– Financial institution retail message authen-
tication”, ASC X9 Secretariat – American
Bankers Association, 1986.

[39] ANSI X9.23, “American National Standard
– Financial institution encryption of whole-
sale financial messages”, ASC X9 Secretariat
– American Bankers Association, 1988.

[40] ANSI X9.24, “American National Standard
for Financial Services – Financial services re-
tail key management”, ASC X9 Secretariat –
American Bankers Association, 1992.

[41] ANSI X9.26, “American National Standard
– Financial institution sign-on authentication
for wholesale financial transactions”, ASC X9
Secretariat – American Bankers Association,
1990.

[42] ANSI X9.28, “American National Stan-
dard for Financial Services – Financial in-
stitution multiple center key management
(wholesale)”, ASC X9 Secretariat – American
Bankers Association, 1991.

[43] ANSI X9.30 (PART 1), “American National
Standard for Financial Services – Public key
cryptography using irreversible algorithms for
the financial services industry – Part 1: The
digital signature algorithm (DSA)”, ASC X9
Secretariat – American Bankers Association,
1995.

c©1997 by CRC Press, Inc. — See accompanying notice at front of chapter.



References 705

[44] ANSI X9.30 (PART 2), “American National
Standard for Financial Services – Public key
cryptography using irreversible algorithms
for the financial services industry – Part 2:
The secure hash algorithm (SHA)”, ASC X9
Secretariat – American Bankers Association,
1993.

[45] ANSI X9.31 (PART 1), “American National
Standard for Financial Services – Public key
cryptography using RSA for the financial ser-
vices industry – Part 1: The RSA signature al-
gorithm”, draft, 1995.

[46] ANSI X9.31 (PART 2), “American National
Standard for Financial Services – Public key
cryptography using RSA for the financial ser-
vices industry – Part 2: Hash algorithms for
RSA”, draft, 1995.

[47] ANSI X9.42, “Public key cryptography for
the financial services industry: Management
of symmetric algorithm keys using Diffie-
Hellman”, draft, 1995.

[48] ANSI X9.44, “Public key cryptography us-
ing reversible algorithms for the financial ser-
vices industry: Transport of symmetric algo-
rithm keys using RSA”, draft, 1994.

[49] ANSI X9.45, “Public key cryptography for
the financial services industry – Enhanced
management controls using digital signatures
and attribute certificates”, draft, 1996.

[50] ANSI X9.52, “Triple data encryption algo-
rithm modes of operation”, draft, 1996.

[51] ANSI X9.55, “Public key cryptography for
the financial services industry – Extensions to
public key certificates and certificate revoca-
tion lists”, draft, 1995.

[52] ANSI X9.57, “Public key cryptography for
the financial services industry – Certificate
management”, draft, 1995.

[53] K. AOKI AND K. OHTA, “Differential-linear
cryptanalysis of FEAL-8”, IEICE Transac-
tions on Fundamentals of Electronics, Com-
munications and Computer Science, E79-A
(1996), 20–27.

[54] B. ARAZI, “Integrating a key distribution pro-
cedure into the digital signature standard”,
Electronics Letters, 29 (May 27, 1993), 966–
967.

[55] , “On primality testing using purely di-
visionless operations”, The Computer Jour-
nal, 37 (1994), 219–222.

[56] F. ARNAULT, “Rabin-Miller primality test:
composite numbers which pass it”, Mathemat-
ics of Computation, 64 (1995), 355–361.

[57] A.O.L. ATKIN AND R.G. LARSON, “On a
primality test of Solovay and Strassen”, SIAM
Journal on Computing, 11 (1982), 789–791.

[58] A.O.L. ATKIN AND F. MORAIN, “Elliptic
curves and primality proving”, Mathematics
of Computation, 61 (1993), 29–68.

[59] D. ATKINS, M. GRAFF, A.K. LENSTRA,
AND P.C. LEYLAND, “The magic words are
SQUEAMISH OSSIFRAGE”, Advances in
Cryptology–ASIACRYPT ’94 (LNCS 917),
263–277, 1995.

[60] L. BABAI, “Trading group theory for random-
ness”, Proceedings of the 17th Annual ACM
Symposium on Theory of Computing, 421–
429, 1985.

[61] L. BABAI AND S. MORAN, “Arthur-Merlin
games: a randomized proof system, and a
hierarchy of complexity classes”, Journal of
Computer and System Sciences, 36 (1988),
254–276.

[62] E. BACH, “Discrete logarithms and factor-
ing”, Report No. UCB/CSD 84/186, Com-
puter Science Division (EECS), University of
California, Berkeley, California, 1984.

[63] , Analytic Methods in the Analysis and
Design of Number-Theoretic Algorithms, MIT
Press, Cambridge, Massachusetts, 1985. An
ACM Distinguished Dissertation.

[64] , “Explicit bounds for primality testing
and related problems”, Mathematics of Com-
putation, 55 (1990), 355–380.

[65] , “Number-theoretic algorithms”, An-
nual Review of Computer Science, 4 (1990),
119–172.

[66] , “Realistic analysis of some random-
ized algorithms”, Journal of Computer and
System Sciences, 42 (1991), 30–53.

[67] , “Toward a theory of Pollard’s rho
method”, Information and Computation, 90
(1991), 139–155.

[68] E. BACH AND J. SHALLIT, “Factoring with
cyclotomic polynomials”, Proceedings of the
IEEE 26th Annual Symposium on Founda-
tions of Computer Science, 443–450, 1985.

[69] , “Factoring with cyclotomic polynomi-
als”, Mathematics of Computation, 52 (1989),
201–219. An earlier version appeared in [68].

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.



706 References

[70] , Algorithmic Number Theory, Volume
I: Efficient Algorithms, MIT Press, Cam-
bridge, Massachusetts, 1996.

[71] E. BACH AND J. SORENSON, “Sieve algo-
rithms for perfect power testing”, Algorith-
mica, 9 (1993), 313–328.

[72] A. BAHREMAN, “PEMToolKit: Building a
top-down certification hierarchy”, Proceed-
ings of the Internet Society Symposium on Net-
work and Distributed System Security, 161–
171, IEEE Computer Society Press, 1995.

[73] T. BARITAUD, M. CAMPANA, P. CHAU-
VAUD, AND H. GILBERT, “On the security
of the permuted kernel identification scheme”,
Advances in Cryptology–CRYPTO ’92 (LNCS
740), 305–311, 1993.

[74] W. BARKER, Cryptanalysis of the Hagelin
Cryptograph, Aegean Park Press, Laguna
Hills, California, 1977.

[75] P. BARRETT, “Implementing the Rivest
Shamir and Adleman public key encryption
algorithm on a standard digital signal proces-
sor”, Advances in Cryptology–CRYPTO ’86
(LNCS 263), 311–323, 1987.

[76] R.K. BAUER, T.A. BERSON, AND R.J.
FEIERTAG, “A key distribution protocol using
event markers”, ACM Transactions on Com-
puter Systems, 1 (1983), 249–255.

[77] U. BAUM AND S. BLACKBURN, “Clock-
controlled pseudorandom generators on finite
groups”, B. Preneel, editor, Fast Software
Encryption, Second International Workshop
(LNCS 1008), 6–21, Springer-Verlag, 1995.

[78] F. BAUSPIESS AND H.-J. KNOBLOCH,
“How to keep authenticity alive in a com-
puter network”, Advances in Cryptology–
EUROCRYPT ’89 (LNCS 434), 38–46, 1990.

[79] D. BAYER, S. HABER, AND W.S. STOR-
NETTA, “Improving the efficiency and reli-
ability of digital time-stamping”, R. Capoc-
elli, A. De Santis, and U. Vaccaro, editors,
Sequences II: Methods in Communication,
Security, and Computer Science, 329–334,
Springer-Verlag, 1993.

[80] P. BEAUCHEMIN AND G. BRASSARD, “A
generalization of Hellman’s extension to
Shannon’s approach to cryptography”, Jour-
nal of Cryptology, 1 (1988), 129–131.

[81] P. BEAUCHEMIN, G. BRASSARD, C.
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AND T. PEDERSEN, “Convertible undeni-
able signatures”, Advances in Cryptology–
CRYPTO ’90 (LNCS 537), 189–205, 1991.

[182] C. BOYD, “Digital multisignatures”, H. Beker
and F. Piper, editors, Cryptography and Cod-
ing, Institute of Mathematics & Its Applica-
tions (IMA), 241–246, Clarendon Press, 1989.

[183] C. BOYD AND W. MAO, “On a limitation
of BAN logic”, Advances in Cryptology–
EUROCRYPT ’93 (LNCS 765), 240–247,
1994.

[184] B.O. BRACHTL, D. COPPERSMITH, M.M.
HYDEN, S.M. MATYAS JR., C.H.W.
MEYER, J. OSEAS, S. PILPEL, AND

M. SCHILLING, “Data authentication using
modification detection codes based on a pub-
lic one-way encryption function”, U.S. Patent
# 4,908,861, 13 Mar 1990.

[185] S. BRANDS, “Restrictive blinding of secret-
key certificates”, Advances in Cryptology–
EUROCRYPT ’95 (LNCS 921), 231–247,
1995.

[186] J. BRANDT AND I. DAMGÅRD, “On gen-
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knowledge simulation of Boolean circuits”,
Advances in Cryptology–CRYPTO ’86 (LNCS
263), 223–233, 1987.

[195] , “Sorting out zero-knowledge”, Ad-
vances in Cryptology–EUROCRYPT ’89
(LNCS 434), 181–191, 1990.

[196] R.P. BRENT, “An improved Monte Carlo fac-
torization algorithm”, BIT, 20 (1980), 176–
184.

[197] R.P. BRENT AND J.M. POLLARD, “Factor-
ization of the eighth Fermat number”, Math-
ematics of Computation, 36 (1981), 627–630.

[198] D.M. BRESSOUD, Factorization and Primal-
ity Testing, Springer-Verlag, New York, 1989.

[199] E.F. BRICKELL, “A fast modular multipli-
cation algorithm with applications to two
key cryptography”, Advances in Cryptology–
Proceedings of Crypto 82, 51–60, 1983.

[200] , “Breaking iterated knapsacks”,
Advances in Cryptology–Proceedings of
CRYPTO 84 (LNCS 196), 342–358, 1985.

[201] , “The cryptanalysis of knapsack cryp-
tosystems”, R.D. Ringeisen and F.S. Roberts,
editors, Applications of Discrete Mathemat-
ics, 3–23, SIAM, 1988.

[202] E.F. BRICKELL AND J.M. DELAURENTIS,
“An attack on a signature scheme proposed
by Okamoto and Shiraishi”, Advances in
Cryptology–CRYPTO ’85 (LNCS 218), 28–
32, 1986.

[203] E.F. BRICKELL, D.M. GORDON, AND K.S.
MCCURLEY, “Method for exponentiating
in cryptographic systems”, U.S. Patent #
5,299,262, 29 Mar 1994.

[204] E.F. BRICKELL, D.M. GORDON, K.S. MC-
CURLEY, AND D.B. WILSON, “Fast expo-
nentiation with precomputation”, Advances in
Cryptology–EUROCRYPT ’92 (LNCS 658),
200–207, 1993.

[205] E.F. BRICKELL, P.J. LEE, AND Y. YACOBI,
“Secure audio teleconference”, Advances in
Cryptology–CRYPTO ’87 (LNCS 293), 418–
426, 1988.

[206] E.F. BRICKELL AND K.S. MCCURLEY, “An
interactive identification scheme based on dis-
crete logarithms and factoring”, Advances in
Cryptology–EUROCRYPT ’90 (LNCS 473),
63–71, 1991.

[207] , “An interactive identification scheme
based on discrete logarithms and factoring”,
Journal of Cryptology, 5 (1992), 29–39. An
earlier version appeared in [206].

[208] E.F. BRICKELL AND A.M. ODLYZKO,
“Cryptanalysis: A survey of recent results”,
Proceedings of the IEEE, 76 (1988), 578–593.

[209] , “Cryptanalysis: A survey of recent re-
sults”, G.J. Simmons, editor, Contemporary
Cryptology: The Science of Information In-
tegrity, 501–540, IEEE Press, 1992. An ear-
lier version appeared in [208].

[210] J. BRILLHART, D. LEHMER, AND J. SELF-
RIDGE, “New primality criteria and factoriza-
tions of 2m ± 1”, Mathematics of Computa-
tion, 29 (1975), 620–647.

[211] J. BRILLHART, D. LEHMER, J. SELFRIDGE,
B. TUCKERMAN, AND S. WAGSTAFF

JR., Factorizations of bn ± 1, b =
2, 3, 5, 6, 7, 10, 11, 12 up to High Powers,
volume 22 of Contemporary Mathematics,
American Mathematical Society, Providence,
Rhode Island, 2nd edition, 1988.

[212] J. BRILLHART AND J. SELFRIDGE, “Some
factorizations of 2n ± 1 and related results”,
Mathematics of Computation, 21 (1967), 87–
96.

[213] D. BRILLINGER, Time Series: Data Analy-
sis and Theory, Holden-Day, San Francisco,
1981.

[214] L. BROWN, M. KWAN, J. PIEPRZYK,
AND J. SEBERRY, “Improving resistance
to differential cryptanalysis and the re-
design of LOKI”, Advances in Cryptology–
ASIACRYPT ’91 (LNCS 739), 36–50, 1993.

[215] L. BROWN, J. PIEPRZYK, AND J. SEBERRY,
“LOKI – a cryptographic primitive for authen-
tication and secrecy applications”, Advances

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.



712 References

in Cryptology–AUSCRYPT ’90 (LNCS 453),
229–236, 1990.

[216] J. BUCHMANN AND S. DÜLLMANN, “On the
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[361] S.R. DUSSÉ AND B.S. KALISKI JR.,
“A cryptographic library for the Motorola
DSP 56000”, Advances in Cryptology–
EUROCRYPT ’90 (LNCS 473), 230–244,
1991.

[362] H. EBERLE, “A high-speed DES implemen-
tation for network applications”, Advances in
Cryptology–CRYPTO ’92 (LNCS 740), 521–
539, 1993.

[363] W. F. EHRSAM, C.H.W. MEYER, R.L.
POWERS, J.L. SMITH, AND W.L. TUCH-
MAN, “Product block cipher system for data
security”, U.S. Patent # 3,962,539, 8 Jun
1976.

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.



718 References

[364] W.F. EHRSAM, S.M. MATYAS, C.H.
MEYER, AND W.L. TUCHMAN, “A crypto-
graphic key management scheme for imple-
menting the Data Encryption Standard”, IBM
Systems Journal, 17 (1978), 106–125.

[365] ELECTRONIC INDUSTRIES ASSOCIATION

(EIA), “Dual-mode mobile station – base
station compatibility standard”, EIA Interim
Standard IS-54 Revision B (Rev. B), 1992.

[366] T. ELGAMAL, Cryptography and logarithms
over finite fields, PhD thesis, Stanford Univer-
sity, 1984.

[367] , “A public key cryptosystem and a sig-
nature scheme based on discrete logarithms”,
Advances in Cryptology–Proceedings of
CRYPTO 84 (LNCS 196), 10–18, 1985.

[368] , “A public key cryptosystem and a sig-
nature scheme based on discrete logarithms”,
IEEE Transactions on Information Theory, 31
(1985), 469–472. An earlier version appeared
in [367].

[369] , “A subexponential-time algorithm for
computing discrete logarithms over GF(p2)”,
IEEE Transactions on Information Theory, 31
(1985), 473–481.

[370] P. ELIAS, “The efficient construction of an
unbiased random sequence”, The Annals of
Mathematical Statistics, 43 (1972), 865–870.

[371] , “Interval and recency rank source en-
coding: Two on-line adaptive variable-length
schemes”, IEEE Transactions on Information
Theory, 33 (1987), 3–10.

[372] E.D. ERDMANN, “Empirical tests of binary
keystreams”, Master’s thesis, Department of
Mathematics, Royal Holloway and Bedford
New College, University of London, 1992.
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J.C. LAGARIAS, AND A. SHAMIR, “Recon-
structing truncated integer variables satisfying
linear congruences”, SIAM Journal on Com-
puting, 17 (1988), 262–280.

[428] A. FUJIOKA, T. OKAMOTO, AND S. MIYA-
GUCHI, “ESIGN: An efficient digital signa-
ture implementation for smart cards”, Ad-
vances in Cryptology–EUROCRYPT ’91
(LNCS 547), 446–457, 1991.

[429] W. FUMY AND P. LANDROCK, “Principles of
key management”, IEEE Journal on Selected
Areas in Communications, 11 (1993), 785–
793.

[430] W. FUMY AND M. LECLERC, “Placement of
cryptographic key distribution within OSI: de-
sign alternatives and assessment”, Computer
Networks and ISDN Systems, 26 (1993), 217–
225.

[431] W. FUMY AND M. MUNZERT, “A modular
approach to key distribution”, Advances in
Cryptology–CRYPTO ’90 (LNCS 537), 274–
283, 1991.

[432] W. FUMY AND M. RIETENSPIESS, “Open
systems security standards”, A. Kent and J.G.
Williams, editors, Encyclopedia of Computer
Science and Technology 34, 301–334, Marcel
Dekker, 1996.

[433] K. GAARDER AND E. SNEKKENES, “Apply-
ing a formal analysis technique to the CCITT
X.509 strong two-way authentication proto-
col”, Journal of Cryptology, 3 (1991), 81–98.

c©1997 by CRC Press, Inc. — See accompanying notice at front of chapter.



References 721

[434] E.M. GABIDULIN, “On public-key cryp-
tosystems based on linear codes: Efficiency
and weakness”, P.G. Farrell, editor, Codes and
Cyphers: Cryptography and Coding IV, 17–
31, Institute of Mathematics & Its Applica-
tions (IMA), 1995.

[435] E.M. GABIDULIN, A.V. PARAMONOV,
AND O.V. TRETJAKOV, “Ideals over a
non-commutative ring and their application
in cryptology”, Advances in Cryptology–
EUROCRYPT ’91 (LNCS 547), 482–489,
1991.

[436] H. GAINES, Cryptanalysis: A Study of Ci-
phers and their Solutions, Dover Publications,
New York, 1956.

[437] J. GAIT, “A new nonlinear pseudorandom
number generator”, IEEE Transactions on
Software Engineering, 3 (1977), 359–363.

[438] J.M. GALVIN, K. MCCLOGHRIE, AND J.R.
DAVIN, “Secure management of SNMP net-
works”, Integrated Network Management, II,
703–714, 1991.

[439] R.A. GAMES AND A.H. CHAN, “A fast algo-
rithm for determining the complexity of a bi-
nary sequence with period 2n”, IEEE Trans-
actions on Information Theory, 29 (1983),
144–146.

[440] M. GARDNER, “A new kind of cipher that
would take millions of years to break”, Scien-
tific American, 237 (Aug 1977), 120–124.

[441] M.R. GAREY AND D.S. JOHNSON, Comput-
ers and Intractability: A Guide to the The-
ory of NP-completeness, W.H. Freeman, San
Francisco, 1979.

[442] S. GARFINKEL, PGP: Pretty Good Privacy,
O’Reilly and Associates, Inc., Sebastopol,
California, 1995.

[443] H. GARNER, “The residue number system”,
IRE Transactions on Electronic Computers,
EC-8 (1959), 140–147.

[444] C.F. GAUSS, Disquisitiones Arithmeticae,
1801. English translation by Arthur A. Clarke,
Springer-Verlag, New York, 1986.

[445] K. GEDDES, S. CZAPOR, AND G. LABAHN,
Algorithms for Computer Algebra, Kluwer
Academic Publishers, Boston, 1992.

[446] P. GEFFE, “How to protect data with ciphers
that are really hard to break”, Electronics, 46
(1973), 99–101.

[447] J. GEORGIADES, “Some remarks on the se-
curity of the identification scheme based on
permuted kernels”, Journal of Cryptology, 5
(1992), 133–137.

[448] J. GERVER, “Factoring large numbers with
a quadratic sieve”, Mathematics of Computa-
tion, 41 (1983), 287–294.

[449] P.J. GIBLIN, Primes and Programming: An
Introduction to Number Theory with Comput-
ing, Cambridge University Press, Cambrige,
1993.

[450] J.K. GIBSON, “Some comments on Damg-
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