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Middle Eastern terrorist groups such as Hamas, the bin Laden organization,
and Egypt’s Islamic Group have been most active in recent years. These
differ markedly from the “classical” terrorist groups formed in the 1960s,
not only in their ideology, but also in their organizational structures. The
newer groups tend to be structured in more decentralized organizational
designs, often resembling loose networks. Networked structures are made
feasible and effective by the information revolution, and have important im-
plications for predicting and countering terrorist acts. This paper argues that
terrorist groups will engage in information-age conflict or netwar, using
information technology as an enabling factor. In some cases, therefore, ter-
rorists groups will have an interest in keeping the “Net” up, not down.

Terrorism seems to be evolving in the direction of violent netwar. Islamic funda-
mentalist organizations like Hamas and the bin Laden network consist of groups
organized in loosely interconnected, semi-independent cells that have no single
commanding hierarchy.1 Hamas exemplifies the shift away from a hierarchically
oriented movement based on a “great leader” (like the PLO and Yasser Arafat).2

 The netwar concept is consistent with patterns and trends in the Middle East,
where the newer and more active terrorist groups appear to be adopting decentral-
ized, flexible network structures. The rise of networked arrangements in terrorist
organizations is part of a wider move away from formally organized, state-spon-
sored groups to privately financed, loose networks of individuals and subgroups
that may have strategic guidance but enjoy tactical independence. Related to
these shifts is the fact that terrorist groups are taking advantage of information
technology to coordinate the activities of dispersed members. Such technology
may be employed by terrorists not only to wage information warfare, but also to
support their own networked organizations.3

 While a comprehensive empirical analysis of the relationship between (a)
the structure of terrorist organizations and (b) group activity or strength is beyond
the scope of this article,4 a cursory examination of such a relationship among
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Middle Eastern groups offers some evidence to support the claim that terrorists
are preparing to wage netwar. The Middle East was selected for analysis mainly
because terrorist groups based in this region have been active in targeting U.S.
government facilities and interests, as in the bombings of the Khobar Towers, and
most recently, the American embassies in Kenya and Tanzania.

Middle Eastern Terrorist Groups: Structure and Actions

Terrorist groups in the Middle East have diverse origins, ideologies, and orga-
nizational structures, but can be roughly categorized into traditional and new-
generation groups. Traditional groups date back to the late 1960s and early 1970s,
and the majority of these were (and some still are) formally or informally linked
to the PLO. Typically, they are also relatively bureaucratic and maintain a nation-
alist or Marxist agenda. In contrast, most new-generation groups arose in the
1980s and 1990s, have more fluid organizational forms, and rely on Islam as a
basis for their radical ideology.

The traditional, more bureaucratic groups have survived to this day partly
through support from states such as Syria, Libya, and Iran. The groups retain an
ability to train and prepare for terrorist missions; however, their involvement in
actual operations has been limited in recent years, partly because of successful
counterterrorism campaigns by Israeli and Western agencies. In contrast, the newer
and less hierarchical groups, such as Hamas, the Palestinian Islamic Jihad (PIJ),
Hizbullah, Algeria’s Armed Islamic Group (GIA), the Egyptian Islamic Group
(IG), and Osama bin Laden’s Arab Afghans, have become the most active orga-
nizations in and around the Middle East.

 The traditional groups. Traditional terrorist groups in the Middle East in-
clude the Abu Nidal Organization (ANO), the Popular Front for the Liberation of
Palestine (PFLP), and three PFLP-related splinters—the PFLP-General Command
(PFLP-GC), the Palestine Liberation Front (PLF), and the Democratic Front for
the Liberation of Palestine (DFLP).

 The ANO was an integral part of the PLO until it became independent in
1974. It has a bureaucratic structure composed of various functional commit-
tees.5 The activism it displayed in the 1970s and 1980s has lessened considerably,
owing to a lessening of support from state sponsors and to effective counter-
terrorist campaigns by Israeli and Western intelligence services.6 The very exist-
ence of the organization has recently been put into question, given uncertainty as
to the whereabouts and fate of Abu Nidal, the leader of the group.7

 The PFLP was founded in 1967 by George Habash as a PLO-affiliated orga-
nization. It has traditionally embraced a Marxist ideology, and remains an impor-
tant PLO faction. However, in recent years it has suffered considerable losses
from Israeli counterterrorist strikes.8 The PFLP-General Command split from the
PFLP in 1968, and in turn experienced a schism in the mid-1970s. This splinter
group, which called itself the PLF, is composed of three subgroups, and has not
been involved in high-profile acts since the 1985 hijacking of the Italian cruise
ship Achille Lauro.9 The PFLP was subjected to another split in 1969, which
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resulted in the Democratic Front for the Liberation of Palestine. The DFLP re-
sembles a small army more than a terrorist group—its operatives are organized in
battalions, backed by intelligence and special forces.10 DFLP strikes have become
less frequent since the 1970s, and since the late 1980s it has limited its attacks to
Israeli targets near borders.11

 What seems evident here is that this old generation of traditional, hierarchi-
cal, bureaucratic groups is on the wane. The reasons are varied, but the point
remains—their way of waging terrorism is not likely to make a comeback, and is
being superseded by a new way that is more attuned to the organizational, doctri-
nal, and technological imperatives of the information age.

 The most active groups and their organization. The new generation of Middle
Eastern groups has been active both in and outside the region in recent years. In
Israel and the occupied territories, Hamas, and to a lesser extent the Palestinian
Islamic Jihad, have shown their strength over the last four years with a series of
suicide bombings that have killed more than one hundred people and injured
several more.12 Exploiting a strong presence in Lebanon, the Shi’ite Hizbullah
organization has also staged a number of attacks against Israeli Defense Forces
troops and Israeli cities in Galilee.13

 The al-Gama’a al-Islamiya, or Islamic Group (IG), is the most active Islamic
extremist group in Egypt. In November 1997 IG carried out an attack on Hatshepsut’s
Temple in Luxor, killing 58 tourists and 4 Egyptians. The Group has also claimed
responsibility for the bombing of the Egyptian embassy in Islamabad, Pakistan,
which left 16 dead and 60 injured.14 In Algeria, the Armed Islamic Group (GIA)
has been behind the most violent, lethal attacks in Algeria’s protracted civil war.
Approximately 70,000 Algerians have lost their lives since the domestic terrorist
campaign began in 1992.15

 Recently, the loosely organized group of Arab Afghans—radical Islamic
fighters from several North African and Middle Eastern countries who forged ties
while resisting the Soviet occupation of Afghanistan16—has come to the fore as
an active terrorist outfit. One of the leaders and founders of the Arab Afghan
movement, Osama bin Laden, a Saudi entrepreneur who bases his activities in
Afghanistan,17 is suspected of sending operatives to Yemen to bomb a hotel used
by U.S. soldiers on their way to Somalia in 1992, plotting to assassinate President
Clinton in the Philippines in 1994 and Egyptian President Hosni Mubarak in
1995, and of having a role in the Riyadh and Khobar blasts in Saudi Arabia that
resulted in the deaths of 24 Americans in 1995 and 1996.18 U.S. officials have
pointed to bin Laden as the mastermind behind the U.S. embassy bombings in
Kenya and Tanzania, which claimed the lives of more than 260 people, including
12 Americans.19

 To varying degrees, these groups share the principles of the networked
organization—relatively flat hierarchies, decentralization and delegation of
decision-making authority, and loose lateral ties among dispersed groups and
individuals.20 For instance, Hamas is loosely structured, with some elements work-
ing openly through mosques and social service institutions to recruit members,
raise funds, organize activities, and distribute propaganda. Palestinian security
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sources indicate that there are ten or more Hamas splinter groups and factions
with no centralized operational leadership.21 The Palestinian Islamic Jihad is
a series of loosely affiliated factions, rather than a cohesive group.22 The pro-
Iranian Hizbullah acts as an umbrella organization of radical Shi’ite groups, and
in many respects is a hybrid of hierarchical and network arrangements. Although
the formal structure is highly bureaucratic, interactions among members are vola-
tile and do not follow rigid lines of control.23 According to the U.S. Department
of State, Egypt’s Islamic Group is a decentralized organization that operates with-
out a single operational leader,24 while the GIA is notorious for the lack of cen-
tralized authority.25

 Unlike traditional terrorist organizations, Arab Afghans are part of a com-
plex network of relatively autonomous groups that are financed from private
sources forming “a kind of international terrorists’ Internet.”26 The most notori-
ous element of the network is Osama bin Laden, who uses his wealth and orga-
nizational skills to support and direct a multinational alliance of Islamic extrem-
ists. At the heart of this alliance is his own inner core group, known as Al-Qaeda
(“The Base”), which sometimes conducts missions on its own, but more often in
conjunction with other groups or elements in the alliance. The goal of the alliance
is opposition on a global scale to perceived threats to Islam, as indicated by bin
Laden’s 1996 declaration of a holy war against the United States and the West. In
the document, bin Laden specifies that such a holy war will be fought by irregu-
lar, light, highly mobile forces using guerrilla tactics.27

 Even though bin Laden finances Arab Afghan activities and directs some
operations, he apparently does not play a direct command and control role over
all operatives. Rather, he is a key figure in the coordination and support of sev-
eral dispersed activities.28 For instance, bin Laden founded the “World Islamic
Front for Jihad Against Jews and Crusaders.”29 And yet most of the groups that
participate in this front (including Egypt’s Islamic Group) remain independent,
although the organizational barriers between them are fluid.30

 From a netwar perspective, an interesting feature of bin Laden’s Arab Af-
ghan movement is its ability to relocate operations swiftly from one geographic
area to another in response to changing circumstances and needs. Arab Afghans
have participated in operations conducted by Algeria’s GIA and Egypt’s IG. Re-
ports in 1997 also indicated that Arab Afghans transferred training operations to
Somalia, where they joined the Islamic Liberation Party (ILP).31 The same reports
suggest that the Arab Afghan movement has considered sending fighters to Sin-
kiang Uighur province in western China, to wage a holy war against the Chinese
regime.32 This group’s ability to move and act quickly (and, to some extent, to
swarm) once opportunities emerge hampers counterterrorist efforts to predict its
actions and monitor its activities. The fact that Arab Afghan operatives were able
to strike the U.S. embassies in Kenya and Tanzania substantiates the claim that
members of this network have the mobility and speed to operate over consider-
able distances.

 Although the organizational arrangements in these groups do not match all
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the basic features of the network ideal,33 they stand in contrast to more traditional
groups. Another feature that distinguishes the newer generation of terrorist groups
is their adoption of information technology.

Middle Eastern Terrorist Groups
and the Use of Information Technology

Information technology (IT) is an enabling factor for networked groups. I posit
that:

· The greater the degree of organizational networking in a terrorist group,
the higher the likelihood that IT is used to support the network’s decision
making.

· Recent advances in IT facilitate networked terrorist organizations because
information flows are becoming quicker, cheaper, more secure, and more
versatile.

There is some evidence to support these hypotheses. For example, the most
active groups—and therefore the most decentralized groups—appear to have em-
braced information technology to coordinate activities and disseminate propa-
ganda and ideology.34 This is consistent with the rise in the Middle East of what
has been termed techno-terrorism, or the use by terrorists of satellite communica-
tions, e-mail, and the World Wide Web.35

 Arab Afghans, for instance, appear to have widely adopted information tech-
nology for organizational purposes. According to reporters who visited bin Laden’s
headquarters in a remote mountainous area of Afghanistan, the terrorist financier
has computers, communications equipment, and a large number of disks for data
storage.36 Egyptian “Afghan” computer experts are said to have helped devise a
communication network that relies on the World Wide Web, e-mail, and elec-
tronic bulletin boards so that the extremists can exchange information without
running a major risk of being intercepted by counterterrorism officials.37

 Hamas is another major group that uses the Internet to share operational
information. Hamas activists in the United States use chat rooms to plan opera-
tions and activities.38 Operatives use e-mail to coordinate activities across Gaza,
the West Bank, and Lebanon. Hamas has realized that information can be passed
securely over the Internet because it is next to impossible for counterterrorism
intelligence to monitor accurately the flow and content of Internet traffic. Israeli
security officials have difficulty in tracing Hamas messages and decoding their
content.39

 Likewise, during a recent counterterrorist operation, several GIA bases in
Italy were uncovered, and each was found to include computers and diskettes
with instructions for the construction of bombs.40 It has been reported that the
GIA uses floppy disks and computers to store and process instructions and other
information for its members, who are dispersed in Algeria and Europe.41 Further-
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more, the Internet is used as a propaganda tool by Hizbullah, which manages
three World Wide Web sites—one for the central press office (at www.hizbollah.org),
another to describe its attacks on Israeli targets (at www.moqawama.org),  and the
last for news and information (at www.almanar.com.lb).42

 The presence of Middle Eastern terrorist organizations on the Internet is also
suspected in the case of the Islamic Gateway, a World Wide Web site that con-
tains information on a number of Islamic activist organizations based in the United
Kingdom. British Islamic activists use the World Wide Web to broadcast their
news and attract funding; they are also turning to the Internet as an organizational
and communication tool.43 While the vast majority of Islamic activist groups
represented in the Islamic Gateway are legitimate, one group—the Global Jihad
Fund—makes no secret of its militant goals.44 The appeal of the Islamic Gateway
for militant groups may be enhanced by a representative’s claim, in an Internet
Newsnet article in August 1996, that the Gateway’s Internet Service Provider
(ISP) can give “CIA-proof” protection against electronic surveillance.45

Conclusions

This review of patterns and trends in the Middle East substantiates the author’s
speculations that the new terrorism is evolving in the direction of netwar, along
the following lines:46

· An increasing number of terrorist groups are adopting networked forms
of organization and relying on information technology to support such
structures.

· Newer groups (those established in the 1980s and 1990s) are more net-
worked than traditional groups.

· A positive correlation is emerging between the degree of activity of a
group and the degree to which it adopts a networked structure.47

· The likelihood that young recruits will be familiar with information tech-
nology implies that terrorist groups will be increasingly networked and
more computer-friendly in the future than they are today.

This overview of Middle Eastern terrorist groups indicates that modern com-
munications technologies, especially the Internet and associated technical assets,
have facilitated the evolution of terrorist groups into multi-organizational net-
works that use IT for decision making and other functional internal purposes.
This, in and of itself, has implications for counterterrorism efforts. Yet, the pos-
sibility that the technical assets and know-how gained by terrorists for organiza-
tional support can serve offensive purposes as well—an Internet connection can
be used for both coordination and disruption or destruction—has garnered much
more public attention. While that indeed poses a recognizable and frightening
threat, the significance of the evolution of the groups themselves, as made pos-
sible by the Internet and illustrated above, must be neither overlooked nor under-
estimated.

http://www.hizbollah.org
http://www.moqawama.org
http://www.almanar.com.lb
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47. We make a qualification here. There appears to be a significant positive associa-
tion between the degree to which a group is active and the degree to which a group is
decentralized and networked. But we cannot be confident about the causality of this
relationship or its direction (i.e., whether activity and strength affect networking, or vice-
versa). A host of confounding factors may affect both the way groups decide to organize
and their relative success at operations. For instance, the age of a group may be an
important predictor of a group’s success—newer groups are likely to be more popular;
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Another important caveat is related to the fact that it is difficult to rank groups precisely
in terms of the degree to which they are networked, because no terrorist organization is
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division between newer-generation and traditional groups is appropriate for our scope
here, an analytical “degree of networking” scale would have to be devised for more
empirical research.


