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(B) Executive Summary

(U//FOUO) Bitcoin — Adecentralized,* peer-to-peer (P2P) network-basedrtual currency —
provides a venue for individuals to generate, fiem&under, and steal illicit funds with some
anonymity. Bitcoin offers many of the same challemassociated with other virtual currencies,
such as WebMoney, and adds unique complexitiesmvastigators because of its decentralized
nature.

(U//FOUO) The FBI assesses with medium confid@tieat, in the near term, cyber criminals
will treat Bitcoin as another payment option aladgsnore traditional and established virtual
currencies which they have little reason to abandimns assessment is based on fluctuations in
the Bitcoin exchange rate in 2011 and limited ré&pgrindicating bitcoins are being accepted as
payment by some cyber criminals.

(U//FOUO) The FBI assesses with low confidenceetias current user and vendor acceptance,
that malicious actors will exploit Bitcoin to laumdmoney. This assessment is based on
observed criminal activities, investigations, amdsgcutions of individuals exploiting other
virtual currencies, such as e-Gold and WebMoneyack of current reporting specific to

Bitcoin restricts the confidence level.

(U//FOUO) Even though there is no central Bitcaanver to compromise, the FBI assesses with
high confidence, based on reliable industry and féporting, that criminals intending to steal
bitcoins can target and exploit third-party bitcegrvices and an individualRitcoin wallet.
Malicious actors can compromise personal compuatedsaccounts usingalware and hacking
techniques to steal users’ bitcoins and haeets to generate bitcoins.

(U//FOUO) Bitcoin will likely continue to attractyber criminals who view it as a means to
move or steal funds as well as a means of makingtaémns to illicit groups. If Bitcoin stabilizes
and grows in popularity, it will become an increagy useful tool for various illegal activities
beyond the cyber realm. Since Bitcoin does not lzawentralized authority, law enforcement
faces difficulties detecting suspicious activigentifying users, and obtaining transaction
records — problems that might attract maliciousiscto Bitcoin. Bitcoin might also logically
attract money launderers and other criminals whmdatraditional financial systems by using the
Internet to conduct global monetary transfers.

(U//FOUO) Although Bitcoin does not have a cenbadi authority, the FBI assesses with
medium confidence that law enforcement can identifydiscover more information about
malicious actors if the actors convert their bitointo afiat currency. Third-party bitcoin
services may require customers to submit validtiieation or bank information to complete
transactions. Furthermore, any third-party sertheg qualifies as money transmitter must
register as aoney services business with the Financial Crimes Enforcement Network (EiN)
and implement an anti-money laundering program.

1 (U) See Appendix A for a glossary of terms. Alims included in the glossary are italicized orirtfiest use.
2 (U) See Appendix B for a description of confideteeels.

UNCLASSIFIED//FOR OFFICIAL USE ONLY



UNCLASSIFIED//FOR OFFICIAL USE ONLY

(U) Scope Note

(U//FOUOQO) The Cyber and Criminal Intelligence Sens, with contributions from the FBI
Detroit Division, initiated this intelligence assagent to explore the unique aspects of the P2P
virtual currency Bitcoin. This assessment doesatteimpt to judge the likelihood of Bitcoin’s
long-term success as an alternate payment methbdxplores how bitcoins (or any future
virtual currency similar to Bitcoin) are traded amolv criminals can use them to conduct illicit
activity. This assessment draws primarily on imgelce from January 2011 through April 2012,
unless otherwise referenced for historical perspect

(U//FOUQO) This is the FBI's first Criminal and Cgbintelligence assessment related to Bitcoin.
In January 2012 the Counterterrorism Division disisated an intelligence bulletin that

explored the potential to conduct illicit financtahnsactions using Bitcoin. Disseminated FBI
intelligence products on other virtual currencredude:(U) Cyber Criminal Exploitation of
Electronic Payment Systems and Virtual Currencies, dated 23 February 2011aid)) Cyber

Criminal Exploitation of Real-Money Trading, dated 8 June 2011, both of which discuss cyber
criminal misuse of virtual currencies for moneyridaring. While Bitcoin is a distinct virtual
currency, the overarching analytic judgments is thtelligence assessment about the use of
virtual currencies by criminal entities are coraigtwith these previous intelligence products.

(U//FOUOQO) This assessment will not address malgiactors outside of theyber underground,
such as traditional organized crime groups, extsegroups, or child predators. Throughout the
paper, the term “Bitcoin,” when capitalized, refesdoth the open source software used to
create the virtual currency and the P2P netwonkéal as a result; “bitcoin” using lower case
refers to the virtual currency that is digitallpded between users.
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(U) Source Summary Statement

(U//FOUO) The FBI used open source reporting extehsin this intelligence assessment, both in suppf
FBI reporting and to provide background informatamBitcoin. FBI sources vary from uncorroboratedhighly
reliable. FBI case information citing criminal &ty is considered highly reliable because itrizni FBI
employees or FBI sources with direct access tantfioemation.

(U//FOUOQO) Open source information comes from défgronline resources describing products or sesvice
offered to conduct monetary transactions and hegefore, considered reliable.

(U//FOUO) The FBI acknowledges that participantthie bitcoin economy have an incentive to emphasiee
popularity of Bitcoin. However, Bitcoin users alseed reliable information about Bitcoin and thiedin
exchange rate. For the purposes of this assesstneiiBl assumes that the body of open sourcenmtion
describing Bitcoin is generally indicative of thad state of the Bitcoin economy.

(U//FOUO) No contradictory information was foundWween FBI and open source reporting. Overall RBé
considers the body of reporting to be consistedt@ausible in the context of the bitcoin envirommne
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(V) Introduction

(V) Bitcoin® is a decentralized, P2P network-based virtuakcway that is traded online and
exchanged into US dollars or other currenciescdsit, when paired with third-party services,

allows users to mine, buy, sell, or accept
bitcoins from anywhere in the world. Bitcoin’s
decentralized feature is unique among virtual
currencies. While Bitcoin developéfs
maintain Web sites providing guidance to the
Bitcoin community, they do not have a
centralized database or authority. The P2P
network issues bitcoins through timening
process and validates all transactions. Since
Bitcoin does not have a centralized authority,
detecting suspicious activity, identifying users,
and obtaining transaction records is
problematic for law enforcement.

(V) Despite the virtual nature of Bitcoin, userg
value the currency for many of the same

reasons people trust Federal Reserve notes:
they believe they can exchange the currency

| UNCLASSIFIED

(U) The Bitcoin Economy

for

goods, services, or a national currency at a lgter

date. As such, Bitcoin is currently accepted as

a

(U) As of 18 April 2012, the third-party
bitcoin trading platform Mt. Gox recorded
more than $8 million in transactions

conducted over the past 30 days through M.

Gox trading, an average of more than
$276,000 per day.

(U) According to Bitcoin as of April 2012,
there were more than 8.8 million bitcoins in
circulation? With the average market price if

April 2012 between $4 and $5 per bitcoin, t:I\
t

FBI estimates the Bitcoin economy was wo
$35 million to $44 million®*

(U) From May 2011 Bitcoin values fluctuate
with exchange rates on Mt. Gox ranging as
high as $30 in June 2011 to a low as $4 in
December 2011.

o

form of payment at hundreds of legitimate retailacduding vendors selling clothing, games,
music, and some hotels and restauraimsaddition, the unregulated nature of Bitcoin,
combined with its other unique features, attragtsioals to this form of payment and transfer

method.

(U) Unique Features Present Distinct Challenges for Detecting and Stopping Illicit Activity

(U//FOUO) FBI reporting and analysis reveals thdter criminals use electronic payment
systems and virtual currenciess a way to launder money and to purchase ocygséir goods
and services in furtherance of their criminal objexs? Bitcoin, like these other virtual
currencies, provides opportunities for criminalsramsfer, launder, or steal funds. Bitcoin is
unique because it is the only decentralized, P2Rark-based virtual currency. The way it
creates, operates, and distributes bitcoins malkikstinctively susceptible to illicit money
transfers, and manipulation through the use of rmaadvand botnets.

* (U) See Appendix C for a description of how Bitcoin works.

* (U) The Bitcoin source code is hosted on Github (https://github.com/bitcoin/bitcoin), a code sharing Web site
where developers can work and submit changes. According to bitcoin.org there is a group of six core developers.
These developers presumably control which changes are accepted on Github.

> (U) For example, WebMoney, Liberty Reserve and Pecunix.
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(U//FOUO) Al Bitcoin transactions are publisheding,” but the only information that

identifies a Bitcoin user is a pseudorandoinfienerated Bitcoin address, making the
transactions somewhat anonymous (see text boxg.pgdtential anonymity is distinct from the
anonymity provided by other electronic paymenteiyst. For example, WebMoney and Liberty
Reserve — which may allow users to register witbefanformation, let suspicious activity go
unnoticed, or are located in a country that isfniendly to US law enforcement — still operate as
companies with centralized organization capabl@stftuting programs to ensure compliance
with the Bank Secrecy Act (BSA).

(U//FOUO) As a decentralized digital currency sgst@itcoin lacks a centralized entiyand is
incapable of conducting due diligence (e.g., regmeguidelines), monitoring and reporting
suspicious activity, running an anti-money laundgrompliance program, or accepting and
processing legal requests like subpoenas.

UNCLASSIFIED
(U) How Anonymousis Bitcoin?

(V) Bitcoin’s anonymity depends on the actionshaf tiser. While some news articles have lauded Rits
“untraceable digital currency”the “About Bitcoin” page on bitcoin.org does nist knonymity as a feature of the
currency*? All Bitcoin transactions are published online dntérnet Protocol (IP) addresses are linked toptiigic
Bitcoin transactions. If a user does not anonyrhigeor her IP address, an interested party carifgene
individual’s physical location®** Additionally, in July 2011 researchers from theiwémsity College Dublin,
Ireland, demonstrated “the inherent limits of anmity when using Bitcoin” by conducting passive s#& of
various types of public Bitcoin information, suchteansaction records and user postings of publiaie keys.
The researchers suggest that law enforcement ageoicother centralized services (such as exchsauogeetailers)
who have access to less public information (bamoaat information or shipping addresses) can caneesn more
real world identifiers to Bitcoin wallets and traicsion histories®

(U) What Users Can Do To Increase Anonyfity*81°

e (U)Create and use a new Bitcoin address for eammnimg payment.

e (V) Route all Bitcoin traffic through an anonymizer

e (U) Combine the balance of old Bitcoin addressés annew address to make new payments.

* (V) Use a specialized money laundering service.

* (V) Use a third-party eWallet service to consokdatidresses. Some third-party services offer thieropf
creating an eWallet that allows users to consd@idadny bitcoin address and store and easily aticeiss
bitcoins from any device.

* (V) Individuals can create Bitcoin clients to seassly increase anonymity (such as allowing user to
choose which Bitcoin addresses to make paymemnts)fnmaking it easier for non-technically savvy @ser
to anonymize their Bitcoin transactions.

(V) Bitcoins Used to Purchase lllicit Goods

(U//FOUO) The FBI assesses with medium confideheg in the near term, cyber criminals
will treat Bitcoin as another payment option aladgsnore traditional and established virtual
currencies such as WebMoney, which they have higeson to abandon. This assessment is

e (V) Bitcoin addresses are pseudorandom — defined by freedictionary.com as “of, relating to, or being random
numbers generated by a definite, nonrandom computational process”.
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based on fluctuations in the bitcoin exchangeira11 and limited reporting indicating

bitcoins are being accepted as payment by s

ome cyio@nals. If the exchange rate for bitcoins

stabilize$ and Bitcoin becomes more widely accepted by venend illicit sellers on the

Internet, cyber criminals may increasingly usediits to purchase illegal goods and services and

to fund illegal activities.

(U//FOUOQ) As of October 2011, a cyb
that he only accepted payments throu

er criminal sgjla ZeuS botnet Trojan advised
gh BitcoinettipReserve, or WebMoney,

according to a collaborative source with good ascetose information has not been

corroborated®

(U) According to open source reportin

g as of Junel? an online marketplace called

Silk Road was selling illegal drugs and only acedpgtayment through Bitcoin. Silk

Road allowed parties to communicate

anonymouslyhfepurchase and sale of illegal

goods, to include the purchase of illegal narcotitaddition to using Bitcoin.

Customers could also leave feedback
to other online sellers.

Bitcoin to purchase a botnet, accordin

about theahaise experience in a system similar

(U//FOUOQO) As of June 2011, a member of the onhaektivist group LulzSec was using

g to an FBFse, some of whose reporting had

been corroborated but that had been reported $ertlean one yeéf.

(U//FOUO) According to open source

reporting, adwie 2011 a member of LulzSec

claimed the group had received over $18,000 indBifrom fans and supporters.

Bitcoin allowed LulzSec to receive
donations without revealing the
identities of the owners or the
recipients. LulzSec provided updates
about the donations they received by
thanking donors publicly via status
updates on the social networking site
Twitter.

(U) Money Laundering

(U//FOUO) The FBI assesses with low
confidence that malicious actors will exploit
Bitcoin to launder money. The confidence
level is based on observed criminal activities
investigations, and prosecutions of individua
laundering money through other virtual
currencies, such as e-Gold and WebMoney.
lack of reporting specific to Bitcoin restricts

UNCLASSIFIED
(V) Decentralized Authority Vulnerabilities

* (U) No anti-money laundering software or
monitoring capabilities to identify suspiciou

monetary patterns.

7]

(V) No identification of account owners or
their actual location.

(V) No historical records of transactions
associated with real world identity.

(V) More difficult to identify the original
source of funds compared to other online
currencies.

S
(V) Law enforcement cannot target one

central location or company for investigativ
purposes or to shut down the system.

D

A

"(U) In 2011 the exchange rate for bitcoins flutégafrom about $1/bitcoin in February to $30/bitcon 8 June to

about $5/bitcoin in October. (www.bitcoincharts.gom
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the confidence level. Since Bitcoin does not hagerdralized authority (see text box on page
six), law enforcement faces difficulties in detagtsuspicious activity, identifying users, and
obtaining transaction records — problems that maginact malicious actors to Bitcoin. If Bitcoin
becomes more widely accepted among vendors ang, eiser-Bl anticipates seeing increased
Bitcoin money laundering activities.

* (U//IFOUO) As of June 2011, organized criminal gr@were using an online role-
playing game to facilitate money laundering by pasing virtual game currency with
the proceeds of criminal activity, according toFl sub-source of unknown reliability
whose reporting has not been corroborated. Thealigame currency was used to
purchase in-game virtual items that were then solather players for “clean mone$/”

* (U//[FOUO) In August 2010 an FBI source with diractess but of undetermined
reliability stated that he used fake names to tegfer WebMoney, a virtual currency
eletronic payment system, accounts which he useadra®f a money laundering service.
The source catered to cyber criminals who earnegesnéromcarding activities but who
were not able to transfer money out of the Unitete3 by themselvés.

(U//FOUOQO) The FBI further assesses with medium iciamice, based on previously withessed
misuse of other virtual currencies, that maliciag®rs could increase their anonymity by
laundering their bitcoins through third-party Biteservices registered outside the US. Some of
these services act as exchangers or transmitesrs€st box on page eight) that convert virtual
currencies to fiat currencies (or other virtualreacies) or transfer bitcoins between members.
Offshore services may provide additional anonyrhinyallowing currency exchange or money
transfer without verifying user identification anfercing any monetary exchange limits.

* (U//FOUO) As of June 2010 unknown subjects credt800 online membership
accounts using 16,000 bank accounts at a US bamnigtitution, according to a source
with direct access and whose information has beewlgorated. Using the online
accounts, the perpetrators obtained fraudulentsdirmm victims by receiving payments
for nonexistent auction items; these funds wera treed to purchase gold from gold
farmers. The subjects then sold this goldréat money — to others not linked to the
malicious actors — using a dedicated third-partyise 2°

* (U//IFOUO) As of February 2009, an identified indiual operated a Web site offering
money laundering services where cyber criminaldcceiew the progress of their
transactions, according to a reliable, collabomsisurce with excellent access. The
individual laundered money using WebMorfy.

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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(V) Third-Party Bitcoin Services

(V) Bitcoin, like most virtual currencies, requireslividuals to use a third-party service to tréditeoins for fiat
currency. Buying, selling, or trading in bitcoin®rconverting bitcoins into another currency — thesdone
using third-party businesses outside the BitcoiR Bgstem. The number and diversity of these théndyp
businesses provide users with options for movirdy@atentially laundering their mone}:>>*

(V) Various third-party bitcoin services can, oe aised to, facilitate trade between individuals lamsinesses,
buy and sell bitcoins, or convert bitcoins intoesteurrencies Users who do not want to use an intermediary
third-party can also post “buy” and “sell” ordens #bitcoin-otc, a Bitcoin marketplace located oaftleenode
Internet relay chat (IRC) network 3% 3

(V) In July 2011 FinCEN revised the definition @htney transmission service” to mean “the acceptafice
currency, funds, or other value that substitutesfwrency from one person and the transmissiauggncy,
funds or other value to another location or petspany means.” It is likely that the business meddimany
third-party bitcoin services qualify them as mot@nsmitters, and therefore money services bustsgdsSB),
under 31 CR Part 1010.100(ff)(5). Third-party bitceervices that qualify as money transmittersahd wish
to operate legitimately must register with FinCENplement anti-money laundering programs, retantege
records, and file suspicious activity reports andency transactions reports as required. Additlgnsince any
third-party Bitcoin service that falls under the Bifule would do so as a money transmitter, therstsa
transaction threshold (such as 1,000 per day)nlgt be met for the regulations to apply, unlikeldes in
foreign exchange or issuers or sellers of checksanetary instrument$.(Note: In certain states, third-party
bitcoin services would also be required to obtagtade license).

(U//FOUO) Law enforcement might have opportunitiesliscover real user identifying information framme
third-party Bitcoin services because users mustigeothe services with real payment account infaionato
buy, sell, trade, and convert their bitcoins. Faraple, the Terms of Service for the third-partgdin trading
platform Mt. Gox states “members agree to provideGbx with accurate, current and complete inforamat
about themselves as promoted by the registratiocess, and keep such information upda®

(V) Theft of Bitcoins

(U//FOUO) The FBI assesses with high confidenceetian reliable industry and FBI reporting,
that criminals intending to steal bitcoins can &rgnd exploit third-party Bitcoin services and an
individual’s Bitcoin wallet, principally becausedie is no central Bitcoin server to compromise.
Malicious actors can compromise personal compuatedsaccounts using malware and hacking

techniques to steal users’ bitcoins. Additionahteques involve the creation of botnets to
compromise victim computers and servers instrudtiegn to mine bitcoins.

* (U) In mid-June 2011 researchers from a major caermecurity firm, whose reporting
has been reliable in the past, discovered the nmalihafostealer.Coinbit” — the first

malware designed to steal bitcoins from compromissis’ Bitcoin wallet. The malware

is capable of infecting users’computers and transig their digital Bitcoin wallet to a
server in Poland®

* (U) In June 2011 a Bitcoin user posted a messageRittoin forum stating that 25,000
of their bitcoins has been stolen from an unenexy@itcoin wallet on their
computer’’ 3 3°At the June exchange rate of about $20 per bittb@estimated value
of the loss was $500,000.
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* (U) On 19 June 2011, a compromise involving thedtparty bitcoin trading platform
Mt. Gox led to an attempt to sell $7 million indmins, driving the trading price to near
zero before trading was suspend@d*! 42

* (U//IFOUO) According to a complaint received by #l's Internet Crime Complaint
Center in April 2011, an individual had 680 bitc®stolen from his online game site. At
the time of this incident the market price was $8 gitcoin, creating a loss of $5,4%0.

(V) Theft of Services for the Purpose of Mining Bitcoins

(U//FOUO) FBI and open source reporting indicated malicious actors can exploit the way
bitcoins are generated by compromising victim cotepuand instructing them to mine bitcoins.
Criminals first install malware on a victim’s contpy then use these compromised computers to
generate bitcoins.

* (U/FOUO) An identified Internet security researchdro has reported reliability in the
past identified ZeuS malware that installed sofeathiat mined bitcoins. This ZeuS
software was spread by links placed on an idedtsigcial networking sité&"

* (V) According to unconfirmed open source reporfiagn a major periodical whose
reporting has proven reliable in the past, a batmede up of 100,000 infected computers
could be used to generate $7,500 worth of bitcperday, at late June 2011 exchange
rates, by using the computing resources of victiatihines'

(V) Since large-scale bitcoin mining requires géaamount of costly processing power and
electrical energy, some miners have resorted tarélong” processing power from large
computing clusters through computer intrusion.ddiion to unauthorized access to networks,
there have been incidents where unauthorized uaaefwork had been linked to Bitcoin
mining.

* (U//FOUO) FBI reporting from a reliable source icalied that in late May 2011, an
unknown actor used several machines on a compditiisger at an identified Midwestern
university to manufacture bitcoit$As of 26 May 2011, two IP addresses were used to
compromise 22 machines and six computer cluster23May 2011, two different IP
addresses compromised an additional five workstatamnd two computer clusters. The
unknown actor then used the compromised compuieasdess networks at three other
identified universities and tried to gain accesswo government facilities’

* (U//FOUO) According to unconfirmed open source répg, a system administrator for

a college near New York City admitted in a May 2@itérview to using the school’s
computers for Bitcoin mining unbeknownst to thecsat{®
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(V) Outlook and Implications

(U//FOUO) Bitcoin will likely continue to attractyber criminals who view it as a means to
transfer, launder, or steal funds as well as a meamaking donations to groups participating in
illegal activities, such as hactivists. As longlasre is a means of converting bitcoins into real
money, criminal actors will have an incentive teatthem. Since maintaining anonymity while
using Bitcoin requires that users not exchangeamster their bitcoins using third-party bitcoins
services that require real world account infornratiie use of bitcoins to make donations to
disreputable groups (which can be done within theoh P2P system) will likely remain one of
the most popular uses for the virtual currency.

(U//FOUOQ) If Bitcoin stabilizes and grows in popritg, it will become an increasingly useful
tool for various illegal activities beyond the cylvealm. For instance, child pornography and
Internet gambling are illegal activities alreadkihg place on the Internet which require simple
payment transfers. Bitcoin might logically attrasbney launderers, human traffickers, terrorists,
and other criminals who avoid traditional finan@gktems by using the Internet to conduct
global monetary transfers.

(U//FOUO) Although Bitcoin does not have a cenmadi authority, the FBI assesses with
medium confidence that law enforcement can discowae information about, and in some
cases identify, malicious actors, if the actorsvastitheir bitcoins into a fiat currency. Third-
party bitcoin services may require customers tarsutalid identification or bank information
to complete transactions. Furthermore, any thindypservice that qualifies as a money
transmitter, and therefore a MSB, must registeh wie FINCEN and implement an anti-money
laundering prograrft’

(V) Inteligence Gaps

* (U//IFOUO) Who is using Bitcoin to circumvent BSAgtdations (e.g., money
launderers)?

* (U//IFOUO) Which third-party Bitcoin services suppitlegal activity?

* (U//[FOUO) Which criminal, nation state, and tersbiorganizations are using Bitcoin to
finance their operations?

(V) Intelligence Collection Requirements Addressed in Paper

(U//FOUO) This intelligence assessment will addmesgiirements contained in the following
FBI National Standing Collection Requirements tgpBotnets contained in WW-BOT-CYD-
SR-0027-11, Money Laundering contained in USA-MLA032-10, Cyber Intrusions

with a Criminal Nexus contained in WW-CYBR-CYD-SR@1-10, and Virtual Worlds/Online
Games contained in WW-CYBER-CYD-SR-0028-11.

(U) This assessment was prepared by the DomesteaihCyber Intelligence Unit, Technology Cybeeliigence
Unit, and the Financial Crimes Intelligence Unitloé FBI. Comments and queries may be addressbeé tmit
chiefs at 202-651-3051, 202-651-3139 or 202-3249862spectively.
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(V) Appendix A: Key Terms

(V) Bitcoin wallet: A data file that stores bitcoin currency (seeeaquix C). A user downloads
software to a personal computer or may use an@tlivird-party provider to create a wallet
(often called an eWallet) to store bitcoins.

(V) Botnets: Any group of two or more computers and/or mobileices that are controlled
and/or updated remotely for an illegal purposenBtd can be used to perform denial of service
attacks, send spam e-mail, host illegal contertt,maay aid in most other types of online
criminal behavior.

(V) Carding: the act of trafficking and/or fraudulent use tuflen credit card account
information.

(V) Decentralized: No central administration, issuing authority, atabase.

(U/FOUOQO)Cyber underground: The extensive network of members engaged in ogtiere
activities that have a unique language, an undargt@conomy, a set of expectations about its
members’ conduct, and a system of social stratibnebased on knowledge, skill, and activities.

(V) Electronic payment systems. Provide a secure means of transferring money arpartges

to facilitate e-commerce and operate using realeyam virtual currency. Electronic payment
systems either allow payment to be made betweas,usndors, and other merchants, or they
only allow payments to be made between users auats. There is both a regulated sector and
a sector operating outside regulatory systems.

(U) Exchangers: Online entities that, for a fee, convert cashtual currency, or digital gold
currency into the type of currency requested. Imegal, individuals must use an exchanger to
deposit money into an electronic payment systerowatc unless the electronic payment system
has a physical location. Due to this fact, exchangee a vital part of the money flow for
electronic payment systems and virtual currencies.

(V) Fiat Currency: Money that has value solely due to governmentleggpn or law. Most
modern currencies, such as the US dollar and the &we fiat currencies.

(V) Freenode: An open source software-focused Internet relay caavork.

(U) Hacktivists: Individuals or groups who attack computer systemrdraw attention to a
particular issue, influence public opinion, or mimperceived entities who oppose their
ideological positions.

(V) Internet Relay Chat (IRC): A form of real-time Internet synchronous confeegnmainly

designed for group communication in discussionrwcalled channels, but also allowing one-
to-one communication via private messages.
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(U) Malware or malicious software: Computer software that facilitates illicit actiasg, to
include data exfiltration, denial of service attackaud, and spam dissemination.

(U) Mining, Bitcoin (also known as Bitcoin Creation, Bitcoin Generation, and Bitcoin
Manufacturing): The process of allowing the Bitcoin network to asgomputer’s resources in
exchange for the possibility of earning bitcoineeTmore computing power a user offers, the
more likely they are to receive bitcoins.

(U) Money services business (MSB): Any person doing business in one or more of the
following capacities, wholly or in substantial paithin the United Sates: 1.) dealer in a foreign
exchange; 2.) check casher; 3.) issuer or selleawéler’'s checks or money orders; 4.) issuer,
seller, osroredeemer of stored value; 5.) moneystratter; 6.) U.S. Postal Service (31 C.F.R
103.11):

(U) Money transmitter: A person that provides money transmission sesvitbe term “money
transmission services” means the acceptance adroeyy funds, or other value that substitutes
for currency from one person and the transmissfa@uwency, fund, or other value that
substitutes for currency to another location osperby any means.

(V) Peer-to-Peer (P2P): A type of network in which each workstation hasigglent

capabilities and responsibilities. P2P is typicalbed for the transfer of data from one peer to
another and are free programs that can be easiyldaded from the Internet. P2P file-sharing
is the primary source for pirated software. Somguper examples include Limewire, Kazaa, and
Gnutella.

(U) Public Key Cryptography (PK1): A framework for creating a secure method for
exchanging information based on public key crypapry. PKI uses a certificate authority (CA),
which issues digital certificates that authenti¢dhteidentity of organizations and individuals
over a public system such as the Internet.

(U) Real money: Coins or paper notes issues and backed by a goeetrand used as a
medium of exchange and measure of value.

(V) Virtual currency: Something used on the Internet that is in circoitas a medium of
exchange but is not backed by a government.

(U) ZeuS Trojan: malicious software used by cyber criminals tolst@éne account
credentials.
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Appendix B: Confidence Levels

(V) High confidence generally indicates that FBI judgments are baseldigh-quality
information from multiple sources or a single hightliable source, or that the nature of the
issue makes it possible to render a solid judgment.

(U) Medium confidence generally means that the information is interpretedarious ways,
that the FBI has alternating views, or that theinfation, while credible, is of insufficient
reliability to warrant a higher level of confidence

(V) Low confidence generally means that the information is scantstioeable, or very

fragmented; that it is difficult to make solid aytat inferences; or that the FBI has significant
concerns or problems with the source.
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(U) Appendix C: How Does Bitcoin Work?

(U) To use Bitcoin, an individual first downloadsdeinstalls the free Bitcoin software (client).
The application useBublic Key Cryptography (PKI) to automatically generate a Bitcoin address
where the user can receive payments. The addrassiisjue 36 character-long string of

numbers and letters and is stored in a user’saliftuallet” on his or her local file system. Users
can create as many Bitcoin addresses as theyolilezeive payments and can use a new address
for every transaction they receive.

(U) To send bitcoins, users input the address wmyld like to send their bitcoins to and the
amount of bitcoins they would like to transfer. Tuser's computer then digitally signs the
transaction and sends the information to the thsteidd, P2P Bitcoin network. The P2P network
verifies that the person sending the bitcoins ésdirrent owner of the bitcoins they are sending,
prohibiting a malicious user from spending the séeins twice. Once the transaction has
been validated by the Bitcoin network, receivens spend the bitcoins they have received. This
process usually takes a few minutes and is notsile.

(U) The Bitcoin software program controls the rat®itcoin creation, but it does not control the
market value of a bitcoin; the market value is dateed by the supply of bitcoins in circulation
and people’s desire to hold or trade bitcoma®Unlike most fiat currencies, in which central
banks can arbitrarily increase the supply of cusyeBitcoin is designed to eventually contain
21 million bitcoins; no additional coins will beeated after that point, preventing inflation.

(V) Bitcoin was created in such a way that thentiémine” bitcoins at a predetermined rate.
This chart illustrates the growth rate from 2002833, the year the last new bitcoin will be
created.

Totd Bitcoins over ime

Source: (U) Internet site; Bitcoin Wiki; “ControdleCurrency Supply”;
https://en.bitcoin.it/wiki/Controlled_Inflation; aessed in 5 March 2012; The source is a commurikiyaimed at
allowing anyone to freely document information abBiicoin. Users must create a free account withla e-mail

address to edit the Bitcoin Wiki.
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Distribution

DI/OCA

LEO

SIPRNet

JWICS

NCTC Sand TS

LNI

Australian Federal Police (AFP)
Metropolitian Police — Police Central e-CrimeitJirCeU)
New Zealand Police

Royal Canadian Mounted Police (RCMP)
Serious Organised Crime Agency (SOCA)
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(V) Endnotes

1 (U) Internet site; Bitcoincharts.com; “Mt. Gox (D&lwolla/SEPA)”;
http://bitcoincharts.com/markets/mtgoxUSD.html; egsed on 18 April 2012; the source provides firaraoid
technical data related to the Bitcoin network asdsudaily intervals to display information. Whikastinformation
may contain biases, the FBI assumes the informégigenerally indicative of the true state of tHee&n economy.
2 (U) Internet site; Bitcoin Block Explorer; “tothk”; http://blockexplorer.com/g/totalbc; accessedl8 April
2012; The source is a Web site that posts infolanaibout Bitcoin transaction based on code devdlbyea
volunteer. While this may contain inaccuracies,FBé assumes the information is generally indicatif the true
state of the Bitcoin economy.

3 (U) Internet site; Bitcoincharts.com; “Markets'ti//bitcoincharts.com/markets; accessed on 18/ 2pf.2; the
source provides financial and technical data rdl&iehe Bitcoin network and uses daily intervalslisplay
information. While this information may contain bés, the FBI assumes the information is genenadlicative of
the true state of the Bitcoin economy.

* (U) Internet site; Bitcoincharts.com; “Mt. Gox (D®lwolla/SEPA)”:
http://bitcoincharts.com/charts/mtgoxUSD _tradeslhémcessed on 18 April 2012; the source providemtial
and technical data related to the Bitcoin netwarlt ases daily intervals to display information. Whhis
information may contain biases, the FBI assumegtioemation is generally indicative of the truatst of the
Bitcoin economy.

® (U) op. cit. endnote 1.

® (U) Internet site; Github; “Bitcoin/bitcoin”; htgp//github.com/bitcoin/bitcoin; accessed on 19 Ap@i12; the
source is a code sharing Web site where develaaersvork and submit changes.

’ (V) Internet site; Bitcoin Wiki; “Trade”; httpseh.bitcoin.it/wiki/Trade; accessed 18 April 201&€eTsource is a
community wiki aimed at allowing anyone to freelyodment information about Bitcoin. Users must aeafree
account with a valid e-mail address to edit thedit Wiki. While this wiki is edited by the commuyiand may
contain biases, the FBI assumes the informationrately reflect businesses which accept bitcoinsagsnent.

8 (U) FBI; Intelligence Assessmeift)) Cyber Criminal Exploitation of Electronic Payment Systems and Virtual
Currencies; 23 February 2011.

° (U) Internet site; Bitcoin Block Explorer; httpolbckexplorer.com; accessed 18 April 2012; The smis a Web
site that posts information about Bitcoin transatsi based on code developed by a volunteer. WHidartay
contain inaccuracies, the FBI assumes the infoomasi generally indicative of the true state of Bitzoin
economy.

(V) Internet site; Bitcoin.org; “About Bitcoin”;ttp://bitcoin.org/about.html; accessed on 9 Felyr24r12;
Bitcoin.org is the official Web site of Bitcoin. Villa this information may contain biases, the FBllares the
information is generally indicative of the truetstaf the Bitcoin economy.

1 (U) Internet site; Adrian Chen; Gawker; “The Ungleund Website Where You Can Buy Any Drug Imagie&bl
1 June 2011; http://gawker.com/5805928/the-undermpevebsite-where-you-can-buy-any-drug-imaginable;
accessed on 2 June 2011; The source is an ontigeoblented media site owned by Gawker Media.

12(U) op. cit. endnote 10.

13 (U) Internet site; Bitcoin Wiki; “Network”; http#en.bitcoin.it/wiki/Network; accessed on 9 Febgua®12; the
source is a community wiki aimed at allowing anyeméreely document information about Bitcoin. Usenust
create a free account with a valid e-mail addresglit the Bitcoin Wiki. While this wiki is editeloly the community
and may contain biases, the FBI assumes the infarmig generally indicative of the trust statetlod Bitcoin
economy.

14 (U) Internet Article; Jason Mick; Daily Tech; “Gring the Bitcoin: Digging Into a $131M USD Virtual
Currency”; 12 June 2011;
http://www.dailytech.com/Cracking+the+Bitcoin+Diggj+Into+a+131M+USD+Virtual+Currency/article21878.ht
m; accessed on 9 December 2011; The source isliaie amagazine publishing news, research and dismuss
current and upcoming science and information teldgyoissues.

15(U) Online Article; Fergal Reid and Martin HarrigaUniversity College Dublin; “An Analysis of Anomyjity in
the Bitcoin System”; 22 July 2011 ; http://arxig?S_cache/arxiv/pdf/1107/1107.4524v1.pdf ; acabese20
December 2011; The authors are researchers witBlihee Research Cluster at University College Dyhteland.
18 (U) Internet site; Bitcoin Wiki; “Anonymity”; httg://en.bitcoin.it/wiki/Anonymity; accessed on 9 Fedry 2012;
the source is a community wiki aimed at allowing@me to freely document information about Bitcdilsers must
create a free account with a valid e-mail addresglit the Bitcoin Wiki. While this wiki is editeloly the community
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and may contain biases, the FBI assumes the infama generally indicative of the true state lod Bitcoin
economy.

(V) Internet site; Bitcointalk Forum; “PatchingetBitcoin Client to Make it More Anonymous”; 30 &uB011;
https://bitcointalk.org/index.php?topic=24784.msg861#msg307661; accessed on 9 February 2012; tineesis
a forum dedicated to Bitcoin discussions. While ithformation may contain biases, the FBI assuimes t
information is generally indicative of the truetstaf the Bitcoin development community.

18 (U) Internet site; Timothy Lee; Forbes; “How Ptieare Bitcoin Transactions?”; 14 July 2011;
http://www.forbes.com/sites/timothylee/2011/07/XUkprivate-are-bitcoin-transactions; accessed Bel&uary
2012; the source is an adjunct scholar at the Datitute with a master’s degree in computer s@ehte is a
contributed to Forbes, an Internet media compaayiging commentary, analysis tools and real-tingoréng to
businesses and investment leaders.

19(U) Internet site; Thomas Lowenthal; Active Rhadlog; “Bitcoin: More Covert than it Looks”; 140y 2011;
http://activerhetoric.wordpress.com/2011/07/144itemore-covert-than-it-looks; accessed on 9 Falyr@l2; the
source is a blog.

20 (U/IFOUO) FBI; IIR; 4 213 0829 12; 12 December 2018 October 2011; “(U//FOUO) Identification of
Individual Using Online Moniker ‘Cipher’ SellingZeus Trojan Botnet on an Identified US Web sitefa®ctober
2011"; UNCLASSIFIED//FOR OFFICIAL USE ONLY; UNCLASSIED//FOR OFFICIAL USE ONLY; A
collaborative source with good access, none of wheporting has been corroborated for less tharyeae

2L (U) op. cit. endnote 11.

22(U/IFOUO) FBI; 17 June 2011; June 2011; FBI Caermation; UNCLASSIFIED//FOR OFFICIAL USE
ONLY; UNCLASSIFIED//FOR OFFICIAL USE ONLY; an FBlaarce, some of whose reporting has been
corroborated but that has reported for less thanyear.

2 (U) Internet site; The Next Web; “Lulzsec ClaimsHave Received Over $18,000 in Donations”; 24 ROTEL;
http://thenextweb.com/insider/2011/06/24/lulzsegivols-to-have-received-over-18000-worth-of-donatipns
accessed on 12 October 2011; the source is a tegyiolog publishing news and views from an intéiorzal
perspective.

4 (U/IFOUO) FBI; 3 June 2011; 27 May 2011; FBI Cagermation; UNCLASSIFIED; an FBI sub-source of
unknown reliability whose reporting has not beerraoorated.

%5 (UIIFOUO) FBI; 10 August 2010; 6 August 2009; REse Information; UNCLASSIFIED//FOR OFFICIAL
USE ONLY; UNCLASSIFIED//FOR OFFICIAL USE ONLY; AnBl source with first-hand access to the
information and whose reliability cannot be deteraal.

% (U/[FOUO) FBI; IIR; 4 213 4056 11; 15 August 20B1June 2010; “(U//FOUQ) Creation of Bank Accounys
an Internet Bot For Use in a Massively Multiplagnline Role Playing Game and E-Commerce Paymeat Sit
Scheme, June 2010”; UNCLASSIFIED//FOR OFFICIAL USHELY; UNCLASSIFIED//FOR OFFICIAL USE
ONLY; the source is an FBI agent.

27 (U//FOUO) FBI; IIR; 4 213 4947 09; 11 August 2008 February 2009; “(U//FOUO) Identification of Mey
Laundering Web Site Operated by Individual Linkedrtternet Fraud Schemes, as of February 2009”;
UNCLASSIFIED//FOR OFFICIAL USE ONLY; UNCLASSIFIEDHOR OFFICIAL USE ONLY:; A collaborative
source with excellent access, much of whose regphas been corroborated over the past two yeausc& spoke
in confidence.

8 (V) Internet site: Bitcoin Wiki; “Selling Bitcoirishttps://en.bitcoin.it/wiki/Selling_bitcoins; aessed on 9
February 2012; the source is a community wiki airaedllowing anyone to freely document informatadout
Bitcoin. Users must create a free account withlia\eamail address to edit the Bitcoin Wiki. Whiteis wiki is
edited by the community and may contain biaseskFBleassumes the information is generally indicati¥ the true
state of the Bitcoin economy.

29 (U) Internet site: Bitcoin Wiki; “Buying Bitcoins’https://en.bitcoin.it/wiki/Buying_bitcoins; accssd on 9
February 2012; the source is a community wiki airmedllowing anyone to freely document informatadout
Bitcoin. Users must create a free account withliaeamail address to edit the Bitcoin Wiki. Whiteis wiki is
edited by the community and may contain biasesFBleassumes the information is generally indicati¥ the true
state of the Bitcoin economy.

%0 (L) Internet site: Bitcoin Wiki; “Secure Tradinghitps://en.bitcoin.it/wiki/Secure_Trading; accabse 9
February 2012; the source is a community wiki airaedllowing anyone to freely document informatabout
Bitcoin. Users must create a free account withla wamail address to edit the Bitcoin Wiki. Whtlais wiki is
edited by the community and may contain biasesFBleassumes the information is generally indicati¥ the true
state of the Bitcoin economy.
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31 (U) Internet side; Jason Mick; Daily Tech; “IntetrDigital Black Friday: First Bitcoin “Depressioffits”; 10
June 2011; https://www.dailytech.com/Digital+Bla¢kicay+First+Bitcoin+Depression+Hits/article218 7
accessed on 16 June 2011; The source is an ondéigazime publishing news, research, and discussi@ument
and upcoming science and information technologyess

%2 (V) Internet site; Bitcoin-otc; “#bitcoin-otc magtplace”; http://bitcoin-otc.com; accessed on 140Ber 2011;
The source is an online marketplace for the exchamgl sales of bitcoins.

% (V) Internet site; Bitcoin Wiki; “Using bitcoin-ot; http://wiki.bitcoin-otc.com/wiki/Using_bitcoirotc; accessed
on 21 June 2011; the source is a community wikiegi@t allowing anyone to freely document informatidoout
Bitcoin. Users must create a free account withliaeamail address to edit the Bitcoin Wiki. Whiteis wiki is
edited by the community and may contain inaccusathee FBI assumes the information is generalljcatil’e of
the true state of the Bitcoin community.

34 (U) Online publication; Federal Register Col. N, 140; “Bank Secrecy Act Regulations; Definitiaarsd Other
Regulations Relating to Money Services BusinessesJuly 2011; http://www.gpo.gov/fdsys/pkg/FR-2012-
21/pdff2011-18309.pdf; accessed on 9 March 201¢e9d3585-43597.

% (V) Internet site; Mt. Gox; “Terms of Use”; 20 demy 2012; https://mtgox.com/terms_of_service”;emsed on 7
March 2012; Mt. Gox is a third-party bitcoin tradiplatform

% (U) Internet site; Kevin Poulsen; Wired; “New Maire Steals Your Bitcoin”; 16 June 2011;
http://lwww.wired.com/threatlevel/2011/06/bitcoin-lware/; accessed 23 June 2011; The source is areonl
publication that provides news reporting, commangard reviews on innovation in technology, scielmesiness
and culture. Wired.com is part of the Conte Nagfital Network.

37(U) Internet site; Timothy B. Lee; Ars Technic# Risky Currency? Alleged $500,000 Bitcoin Heistides
Questions”; 15 June 2011; http://arstechnica.cah/fmlicy/news/2011/06/bitcoin-the-decentralizedual-
currencyrisky-currency-500000-bitcoin-heist-raisgmstions.ars; accessed 2 August 2011; The saiece i
technology Web site that offers a mix of news, @pth trend analysis and how-to instruction. Arstécd.com is
part of the Conte Nast Digital Network.

38 (U//FOUO) FBI; Internet Crime Complaint Center;r@olaint Referral Form; 18 June 2011; source is a
victim/consumer complaint. The reliability cannat tetermined.

39(U) Internet Site; Bitcoin Forum, “I just got hamk— any help is welcome! (25,000 BTC stolen)”JiBe 2011 ;
https://bitcointalk.org/index.php?topic=16457.0cessed 1 January 2012; The source is a forum wisers post
messages discussing bitcoins.

“0(U) Internet site; James Ball; The Guardian; “lS8z Rogue Suspected of Bitcoin Hack”; 22 Jun 2011;
http://www.guardian.co.uk/technology/2011/jun/24&ec-rogue-suspected-of-bitcoin-hack; accessedl uly
2011; The source is the online publication of thtéd Kingdom’s Guardian newspaper.

1 (U) Internet site; Jason Mick; Daily Tech; 19 J@id;
http://www.dailytech.com/Inside+the+MegaHack+of-+diin+the+Full+Story/article21942.htm; accessed bn 2
June 2011; the source is an online magazine pufdjstews, research and discussion on current acoinipg
science and information technology issues.

“2(U) Internet site; Sean Ludwig; VentureBeat; “PlapBitcoin Exchange Mt. Gox Hacked, Prices Drop to
Pennies”; 19 June 2011; http://venturebeat.com/@&BI19/popular-bitcoin-exchange-mt-gox-hacked-wideop-
to-pennies/; accessed on 21 June 2011; the sauackldog and online news site whose stated missitmprovide
news about innovation for forward-thinking execesy

“3 (UIIFOUO) FBI; Internet Crime Complaint Center;r@olaint Referral Form; 14 May 2011; 23 April 201he
source is a victim/consumer complaint and the béitg cannot be determined.

“ (U//FOUO) FBI; 2 Jun 2011; FBI Information; Souiisean Internet security researcher who has regoetéably
in the past.

> (U) op. cit. endnote 40.

6 (U//FOUO) FBI; IIR; 4 213 3647 11; 18 July 2011; Blay 2011; “(U//FOUO) Compromise of Computer
Clusters at Identified US Universities for the Rage of Manufacturing Virtual Currency, as of Mayl20
UNCLASSIFIED//FOR OFFICIAL USE ONLY; SECRET//NOFORId collaborative source with excellent access,
much of whose reporting has been corroborated theepast two years.

7 (UIIFOUOQ) FBI; IIR; 4 213 3754 11; 25 July 2011a2011; “(U//FOUO) Update to Compromise of Compute
Clusters at Identified US Universities for the Rage of Manufacturing Virtual Currency, as of Mayl20
UNCLASSIFIED//FOR OFFICIAL USE ONLY; UNCLASSIFIEDHOR OFFICIAL USE ONLY; a collaborative
source with excellent access, much of whose regphas been corroborated over the past two years.
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“8 (U) Internet Site: motherboard.tv; “How to Get Rian Bitcoin, by a System Administrator Who's Seigre
Growing Them on His School’s Computers”; 27 May 201ttp://www.motherboard.tv/2011/5/27/how-to-giethr
on-bitcoin-by-a-system-administrator-who-s-secrgtlgwing-them-on-his-scool-s-computers; accesseton
October 2011, the source is a Web site dedicatéltetaneeting point of science, technology, anduceltlt is
powered by a community of writers and video prodsice

%9 (U) Online publication; Federal Register Col. K@, 140; “Bank Secrecy Act Regulations; Definitiaarsd Other
Regulations Relating to Money Services Businesg&sJuly 2011; http://www.gpo.gov/fdsys5/pkg/FR-2607:
21/pdff2011-18309.pdf; accessed on 9 March 201ge g8596.

%0 (U) Online publication; Federal Register Vol. K. 140; “Bank Secrecy Act Regulations; Definiticarsd Other
Regulations Relating to Money Services BusinessebsJuly 2011; http://www.gpo/gov/fdsys/pkg/FR-2602-
21/pdf/2011-18309.pdf; accessed on 9 March 201¢e9d3585-43597.

*1 (U) Online publication; Federal Register Vol. K. 140; “Bank Secrecy Act Regulations; Definiticarsd Other
Regulations Relating to Money Services BusinessgbsJuly 2011; http://www.gpo/gov/fdsys/pkg/FR-2602-
21/pdff2011-18309.pdf; accessed on 9 March 201ge9d3596.

*2(U) Internet site; Bitcoin Wiki; “FAQ Page”; htiffen.bitcoin.it/wiki/FAQ/; accessed on 20 Januaby2; the
source is a community wiki aimed at allowing anyeméreely document information about Bitcoin. Usenust
create a free account with a valid e-mail addresglit the Bitcoin Wiki. While this wiki is editeloly the community
and may contain biases, the FBI assumes the infaimig generally indicative of the true statelod Bitcoin
economy.

%3 (U) Internet site; Stephen Chapman; ZDNet; “Bitcdh Guide to the Future of Currency”; 15 June 2011
http://www.zdnet.com/blog/btl/bitcoin-a-guide-toettiuture-of-currency/50601; accessed on 21 Juné;28a
source, available in seven regional editions, is@ime resource of technology-related issues feablogs,
product reviews, software downloads, white papatcsrasearch.
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FBI Customer Satisfaction Survey
Product Title
Posted Date
CLstomer Agency. Select. . . Cther
Cistomer Role: Select. . .
Customer s Program; Select. . .
Customer’s Region: Select. . .
Relevance to your intelligence needs - Ched: one

This Produdt increased my knowledge of an issue or topic? O “ O | O O | O

The produdt helped me decide on a course of action? () O O

O
This product wis timely to my inteligence needs? O O O O

How did you wse this productin suppart of your mission?

Integrated into one of my own organization's finished products or intelligence reperts
] Shared contents with federal partners?

50, WNO!

(] Shared contents vith foreign partrers?

IFs0, who?

"] Shared contents withstate
IF s0, who?

] Shared contents vith private sector partners?
IF 50, who

Addtional Comments

ocdl and tribal partners?

leme:
Contact Mumber or Emai _
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